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Chapter 1

Introduction

This work presents several extensions to the Fault Tree [90] formalism used to
build models oriented to the Dependability [103] analysis of systems. In this way,
we increment the modelling capacity of Fault Trees which turn from simple combi-
natorial models to an high level language to represent more complicated aspects of
the behaviour and of the failure mode of systems. Together with the extensions to
the Fault Tree formalism, this work proposes solution methods for extended Fault
Trees in order to cope with the new modelling facilities. These methods are mainly
based on the use of Stochastic Petri Nets.

Some of the formalisms described in this work are already present in the litera-
ture; for them we propose alternative solution methods with respect to the existing
ones. Other formalisms are instead part of the original contribution of this work.

In this chapter, we present the state of art on Fault Trees and their extensions
(section 1.2), and we describe what is the original contribution of this thesis (sec-
tion 1.3). Moreover, the aim of this chapter is also introducing some notions about
Dependability (section 1.1.1), justifying the use of models for the Dependability
analysis (section 1.1.2), and presenting some measures to quantify the Depend-
ability level of a system (section 1.1.3).

1.1 Concepts of Dependability

1.1.1 Definition of Dependability

We talk about safety critical systems when we deal with systems whose incorrect
behaviour may cause undesirable consequences to the system itself, to the oper-
ators, to the population or to the environment. This definition fits categories of
systems such as industrial production plants, electric power plants, and transporta-
tion systems. In these cases, Dependability is a crucial point in the design of the
systems. Dependability is the property of a system to be dependable in time: we
can say that the Dependability level of a system is as high as we are confident
that the system will provide correctly its service during its life cycle. The incorrect

7



8 CHAPTER 1. INTRODUCTION

behaviour of a system may be caused by faults, failures or errors involving its com-
ponents; Dependability requirements are part of the design specifications of safety
critical systems.

Dependability does not concern only safety, risks and design specifications of
the system, but it influences other aspects as well, such as the technical assistance
and maintenance of the system, and the market competition. The technical assis-
tance can be planned in terms of time, cost and logistic, according to the Depend-
ability evaluation of the system.

For instance, the decision of the warranty period of a technological item is
linked to the Dependability of the item; moreover, the repair or replacement of
failed components by a maintenance crew, is an aspect to take in account when
forecasting the cost of maintenance of the system; this cost is the sum of the cost
of spare components, of the cost of the personnel dedicated to the system repair,
and of the economic loss due to the production suspension during the repair time.
In order to minimize the maintenance cost, two maintenance policies are possi-
ble: the proactive maintenance and the reactive maintenance; in the first case, the
maintenance action tries to prevent the failure of the components or of the whole
system; in the second case, the maintenance action is triggered by the failure of the
system.

Besides these two policies, the Dependability of a system can be improved by
means of fault forecasting and fault tolerance; a system providing a service is fault
tolerant [56, 101, 102] when the system is characterized by the capacity of assuring
the service although a failure has involved a part of the system. Fault tolerance is
typically achieved by replicating the critical components in the system.

Finally, Dependability may influence customers’ choices: advertisement mes-
sages stress the Dependability and the image of a brand may depend on the De-
pendability of its products or services.

Recently, we assisted at the wide diffusion of computing and information tech-
nologies in several industrial and economic areas; when computing or networking
systems are adopted to support activities with associated relevant risks, the concept
of Dependability becomes relevant also for this class of systems [91, 92, 100, 105].

1.1.2 Dependability evaluation

There are two main methods of evaluation of the Dependability: the Measurement-
based method and the Model-based method. The first method requires the ob-
servation of the behaviour in the operational environment, of the physical objects
composing the system. In this way, Dependability measurements are obtained and
concern objects such as component prototypes or effective components of the sys-
tem; in the second case, the component may be evaluated by means of accelerated
life tests.

The measurement-based method is the most believable, but it may be unprac-
tical or too expensive; in these cases, the model-based method is preferable and
consists of the construction of a model representing the behaviour of the system in
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terms of primitives defined in the formalism associated with the model. The model
of the system must be a convenient abstraction of the system; this means that a
model may not completely capture the behaviour of the system, but the level of ac-
curacy of the model must be enough high to represent correctly the aspects of the
system behaviour which are of interest for the Dependability evaluation of the sys-
tem. The degree of accuracy of a model depends on the capacity of the associated
formalism to extrapolate the system features.

With respect to the measurement-based method, the model-based method is
less believable, but less expensive. Models can be the object of analysis or simu-
lation, and can be mainly classified as combinatorial models and state space based
models. The models in the first category represent the structure of the system in
terms of logical connection of working (failed) components in order to obtain the
system success (failure). State space based models instead, represent the behaviour
of the system in terms of reachable states and possible state transitions.

Combinatorial models have an intuitive notation, they are easy to be designed
and manipulated, and they can be efficiently analyzed by means of combinato-
rial methods. Despite of these advantages, combinatorial models suffer from a
very limited modelling power, mainly due to the assumption of the statistical in-
dependence of the events. Examples of combinatorial models are Reliability Block
Diagrams (RBD) [83, 108], Event Trees [33, 110] and Fault Trees (FT) [90].

When the accuracy of combinatorial models is not enough to capture the char-
acteristics of the system to be modelled, we can resort to state space based models;
the models is this category have a greater modelling power with respect to the com-
binatorial models, but the state space analysis may be computationally expensive.
This depends on the number of states in the model; however, the state space size
may grow exponentially with respect to the number of components in the system.
When the analysis of state space based models become unpractical due to the high
number of states, Dependability measures can be obtained from these models by
means of simulation. In general, state space based models are addressed to ex-
pert model designer. Examples of models in this category are the Markov Chains
[83, 100] and the Stochastic Petri Nets [1, 69, 89].

1.1.3 Measures of Dependability

The concept of Dependability is quite general; in order to evaluate the Dependabil-
ity of an item, we need some measures to characterize numerically the Dependabil-
ity. The mechanisms that lead to failure a technological object are very complex
and depend on many factors, such as physical, technical, human and environmen-
tal factors. These factors may not obey to deterministic laws, so we can consider
the time to failure of an item as a random variable. For this reason, the Depend-
ability evaluation in quantitative terms, is based on the probabilistic approach, and
consists of the computation of several numerical measures characterizing the De-
pendability.

One of these measures is called Reliability [55, 63, 67, 81, 93, 99] and is indi-
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cated by R(t): the Reliability of an item (component or system) at time ¢ (R(t)),
is the probability that the item performs the required function in the interval (0, )
given the stress and environmental conditions in which it operates. The Unrelia-
bility of an item at time ¢, is the probability that the item is already failed at time
t.

Repairable systems are characterized by the alternated up and down states, due
to the alternated occurrences of failures and repairs of the systems. In the case
of repairable systems [57], we talk about Availability instead of Reliability: the
Availability A(¢) of an item at time ¢, is the probability that the item is correctly
working at time ¢. The Unavailability of an item at time ¢ is the probability that the
item is not performing the required function at time ¢. The Unavailability at time ¢
of an item is the complement of the Availability at the same time: 1 — A(¢).

The probabilistic approach

Let X be the random variable representing the time to failure of a non repairable
item. The cumulative distribution function (cdf) of X is indicated by F'(¢) and
provides the Unreliability of the item at time ¢:

F(t) = PriX <t} (1.1)
The following properties hold for F'(t):
e F(0)=0
o limy,1ooF(t) =1
e F'(t) is non decreasing.
The Reliability of the item at time ¢ is given by the survivor function:
R(t) =Pr{X >t} =1-F(t) (1.2)
The following properties hold for R(t):
e R(0)=1
e limy,100R(t) =0
e R(t) is non increasing.
Given a derivable cdf F'(t), the density function f(¢) of X, is defined as

_ dF()

f(t) = T (1.3)

F(t)dt = Pr{t < X <t+dt}
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The Mean Time To Failure (MTTF) of the item is given by
+00 +o0
AMTF:HM:/‘tﬂWﬁ: R(t)dt (1.4)
0 0

h(t) is the hazard (failure) rate of an item:

_ @) f@)
"= R T TR

(1.5)

h(t) At is the conditional probability that the item will fail in the interval (¢, ¢+ At)
given that it is functioning at time .
f(t)At is the unconditional probability that the unit will fail in the interval (¢,¢ +
At).

Fig. 1.1 shows the typical bathtub shape of the h(t) function curve. The life
cycle of the item consists of the sequence of the following phases:

e Decreasing Failure Rate (DFR) phase - In this phase, the failure rate de-
creases with time. This phase is due to undetected defects of the item.

o Constant Failure Rate (CFR) phase - In this phase, the failure rate is age
independent; this means that the failure rate remains constant in time. More-
over, the failure rate value is much lower than in the early-life period. In this
phase, the failure is caused by random effects. The CFR phase is the useful
life period of the item.

e Increasing Failure Rate (IFR) phase - In this phase, the failure rate increases
with age. This phase is due to deterioration (wear-out) of the item.

The last phase does not concern all the classes of item; for instance, mechanical
components can be object of deterioration, while the IFR phase is not present in
the life cycle of several electronic components.

If the random variable X representing the time to failure of an item, is ruled by
the negative exponential distribution, the failure rate is age independent along the
complete life cycle of the item; in other words, the DFR phase and IFR phase are
not present in the life cycle of the item. This distribution has only one parameter
indicated by A; the cdf, the Reliability function and the density function accord-
ing to this distribution are reported in Tab. 1.1. Fig. 1.2 and Fig. 1.3 show the
Reliability function curve and the density function curve, respectively, for A = 1.

We suppose that an item has been operating (has not failed) until time ¢;; the
remaining (residual) lifetime of the item is given by Y = X — ¢;. The negative
exponential distribution is characterized by the memoryless property: the distribu-
tion of Y does not depend on #;. This means that the distribution of the residual
lifetime of the item, does not depend on how long the item has been operating. If
the distribution of Y is indicated by Gy, (¢), the memoryless property can be proved
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Figure 1.1: The bathtub shape of the hazard (failure) rate function (h(t)) curve.

cdf Fit)=1—-e*
Reliability R(t) = e

Density function f(t) = de™M

Failure rate h(t) = f(t)/R(t) = A
Mean Time To Failure | MTTF =1/\

Table 1.1: The negative exponential distribution.

Fo

0 1.25 2.50 3.75 5.00

Figure 1.2: The Reliability function curve for A = 1.
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1.0 —

0.5 -

0 1.25 2.50 3.75 5.00

Figure 1.3: The density function curve for A = 1.

in this way:

Gy (t) = Pr{Y <t|X >t} =
= Pr{iX<ti+tX >t} =

P’I"{tl <X Stl-l-t} _

Pr{X >t} N
F(ti+1)— F(t)

1—F(t1) N
1— e—)\(tl-}—t) _ (1 _ e—)\tl)

1— (1—e i) -
oM _ - Alti+t)
T
e~ M1 _ g=At L g

e—)\t1
e—)\tl (1 _ e—At)

e—)\tl
= 1-eM=F() (1.6)

Thus Gy, (¢) is independent of ¢1 and is identical to the original exponential dis-
tribution of X (F(t)). The failure of the item is not due to its gradual deterioration,
but it is some suddenly appearing failure.

1.2 State of the art on Fault Trees

This thesis presents several extensions to the Fault Tree (FT) formalism, with the
aim of improving its modelling power and consequently to increase its capacity of
capturing the behaviour of the system to be modelled. Due to the introduction of
new modelling facilities, new methods for the analysis of extended FTs, become



14 CHAPTER 1. INTRODUCTION

necessary. In this section, we briefly present the characteristics and the solution
techniques for several versions of the FT formalism, present in the literature.

1.2.1 Standard Fault Trees

The FT model was born as a combinatorial model oriented to the Dependability
analysis of systems (section 1.1.1). A FT is a direct acyclic graph (DAG) rep-
resenting how several combinations of basic events lead to the occurrence of a
particular event called top event.

Besides being a combinatorial model (section 1.1.2), the FT is a stochastic
model; in this sense, the basic events of the FT are stochastic events and they
occur after a period of time which is a random variable. On a FT model, we can
compute several measures; in particular, it is possible to compute the probability
of the top event to be occurred at a certain time. If the basic events consist of
the failure events of the system components, each basic event is ruled by some
probability distribution, and the top event corresponds to the failure of the whole
system, then the FT allows the computation of the system Unreliability (section
1.1.3) at a certain time, given by the probability of the top event to be occurred at
that time.

In this thesis, we consider the FT as a model oriented to the Unreliability com-
putation, and we assume that the basic events (component failures) are ruled by the
negative exponential distribution (section 1.1.3) whose parameter X is the failure
rate of the component. However other probability distributions can be assigned to
the basic events of a FT.

Besides the computation of the system Unreliability on a FT model (quan-
titative analysis), a FT can be the object of the qualitative analysis; this means
computing the Minimal Cut Sets (MCS) (section 2.3.1) of the system. A MCS is
a minimal set of components whose contemporary state of failure determines the
failure of the whole system.

In the original version of the FT formalism, basic events are assumed to be
independent and the combinations of basic events leading to the top event, can only
be expressed by means of Boolean gates (or logic ports) representing the Boolean
operators V and A. Standard FTs can be efficiently analyzed, but their modelling
power is strongly limited by the assumptions mentioned above. A way to perform
both the qualitative and quantitative analysis of FTs, consists of resorting to Binary
Decision Diagrams (BDD) [16, 18,79, 94].

Several extensions to the FT formalism have been proposed in the literature,
with the purpose of increasing the modelling power of FTs. The introduction of
new primitives in the formalism, determined the necessity of new analysis methods
for the extended FTs.

We concentrate our attention on two extensions to the FT formalism: the Para-
metric Fault Tree (PFT) [11, 51] formalism and the Dynamic Fault Tree (DFT)
[39, 40, 70, 71] formalism.
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1.2.2 Parametric Fault Trees

One of the common ways to improve the dependability of a system, consists of
replicating a unit or a subsystem providing a certain service; for instance, in a
client-server computing system, several servers for the same service might be avail-
able in order to avoid that the failure of a single server unavails the service.

Modelling a system with replicated parts as a FT, would lead to the presence
of several identical “subtrees”; if their size is too large, the model design would
not be very practical; in order to give a more compact modeling of the system,
the PFT has been proposed; using PFT, identical subtrees are folded to a single
parametric subtree; in this way, only one representative of the several replicas is
present, while the identity of each replica is maintained through the values that the
parameters can assume; parameterization can be applied several times in the same
PFT and at several depths.

Two solution methods were proposed for PFT models in [11]: the first one
consists of unfolding the PFT model, in other words deriving from the PFT the
corresponding FT. The second method consists of converting the PFT model in
the equivalent High-level Stochastic Petri Net using the Stochastic Well-formed
Coloured Petri Net (SWN) [25] formalism.

The unfolding technique reduces the PFT formalism to be only a formal nota-
tion to compactly represent the redundancies in the system, while the analysis is
still performed on the unfolded FT, hence losing the possibility of exploiting in the
analysis phase the regular structure of the model: several subtrees in the unfolded
FT are similar and the analysis could be performed on only one representative sub-
tree per equivalence class.

The use of SWN was motivated by the possibility of analyzing systems with
some kind of dependency (not allowed in standard FT analysis): in this case how-
ever, the model state space must be generated, which could be very expensive from
a computational point of view. The SWN analysis techniques allow to automati-
cally exploit the system symmetries and group states into macro states (state aggre-
gates), however the cost might still be high. In [11] it was proposed to use the SWN
structural analysis technique based on the computation of minimal T-semiflows to
obtain the MCSs. This technique however cannot be applied in general since the
problem of computing a generating family of minimal, parametric T-semiflows of
SWN models is still an open problem.

1.2.3 Dynamic Fault Trees

In the DFT formalism, several new gates, called dynamic gates, have been intro-
duced in order to model dependencies among failure events or component states;
dynamic gates introduce temporal dependency, functional dependency and the pres-
ence of spare components with a failure rate varying with the spare state: dormant
or working. Due to the presence of dependencies, DFT models are state space
based models, instead of combinatorial models.
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The DFT formalism was introduced by J. B. Dugan et al. The dynamic gates
were defined in [40]; the algorithm to derive from a DFT model, its equivalent state
space in form of Continuous Time Markov Chain (CTMC) [83, 100], was proposed
in [70].

The state space analysis may have very high computational costs, or even be
unfeasible. For this reason, a modular approach to analyze DFTs, was proposed
in [61, 71]; the modularization technique to analyze FTs (section 2.5.3) has been
extended to deal with DFTs. Modules are classified as static or dynamic: static
modules are independent subtree containing only Boolean gates; dynamic modules
contain dynamic gates. Each module is analyzed with the proper technique: a static
module is converted to a BDD; a dynamic module is converted to a CTMC. So, the
state space analysis is limited to dynamic gates, while static modules are solved by
means of less computational expensive BDDs (combinatorial solution).

First, the way to perform the quantitative analysis of DFTs, was studied. More
recently some methods were proposed to perform the qualitative analysis of DFTs
[98], to compute importance measures (section 2.3.3) on DFTs [76] (sensitivity
analysis), and to derive diagnostic systems from DFTs [4, 5].

The qualitative analysis of DFTs returns the MCSs and the Minimal Cut Se-
quences of the system. As a MCS is a minimal set of basic events leading to the
occurrence of the TE, a Minimal Cut Sequence is an ordered sequence of BEs lead-
ing to the occurrence of the top event. In other words, the top event is caused by a
Minimal Cut Sequence if both all its basic events occur, and they occur in a specific
order. Minimal Cut Sequences are justified by the presence in the DFT of dynamic
gates requiring or forcing specific temporal orders among some events in the DFT
model (see section 4.2).

A software tool called Galileo [42, 97] for the quantitative analysis of DFTs,
was recently extended to perform also the sensitivity and qualitative analysis of
DFTs.

Besides the development of the DFT formalism by Dugan et al., some attempts
to combine FTs with models of other nature (mainly state space models) were
proposed in the literature: in [41, 14] FTs are combined with CTMCs; in [19, 12,
20, 64] FTs are combined with Petri Nets. FTs with multistate components are
proposed in [66, 108].

1.3 Original contribution and motivations

Contribution to Parametric Fault Trees. = We first concentrated on PFTs trying
to provide a way to analyze this kind of models avoiding the drawbacks charac-
terizing the currently available techniques described in section 1.2.2. At the same
time, our intent was exploiting the parametric form of the PFT models, not only
in the model construction phase, but also in the analysis phase. As the paramet-
ric form allows to reduce the model size, our aim is reducing the number of steps
necessary to perform the model analysis by exploiting the parametric form.
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To this aim, we extended BDDs used to analyze in an efficient way FTs, in
order to cope with PFTs maintaining the parametric form: we obtained Parametric
Binary Decision Diagrams (pBDD) [10]. We succeeded in generating the pBDD
equivalent to a PFT, and in performing both the qualitative and the quantitative
analysis on the pBDD.

Using pBDDs to analyze PFTs, we avoid the unfolding of the model. More-
over, we extended the definition of module (independent subtree) in the case of
PFTs. As in the case of FTs, the detection of PFT modules allows to decompose
the PFT model to further reduce the complexity of its analysis.

Contribution to Dynamic Fault Trees. = DFTs or their dynamic module need
the state space analysis; this means generating and analyzing the corresponding
CTMC. A DFT model may represent complex failure modes characterized by sev-
eral kinds of dependency among the events, and modelled by combinations of sev-
eral dynamic gates. Thus, the direct generation of the CTMC from a DFT is a
complicated task and requires a complex algorithm [70].

At the same time, efficient ways to generate the CTMC from a Generalized
Stochastic Petri Net (GSPN) [1] are available. GSPNs allows to represent the fail-
ure mode modelled by a DFT; generating the GSPN equivalent to a DFT is less
complicated then generating the CTMC equivalent to the DFT, especially when the
DFT represents complex failure modes with a lot of dependencies (dynamic gates).

So, we formalized the way to perform the conversion of a DFT model into a
GSPN, in form of model-to-model transformation [36] based on graph transforma-
tions [50]. The conversion of a DFT into GSPN is straightforward even though sev-
eral combinations of dynamic gates are present. After the conversion, the CTMC
can be derived from the GSPN with the available techniques [1].

The conversion from DFT to GSPN can concern the whole DFT or its dynamic
modules; the DFT analysis exploiting modules has been considered taking into
account the possibility of mapping dynamic modules to GSPNs and performing
their analysis in this form.

Contribution to Repairable Fault Trees. In this thesis, we present a new ex-
tension of the FT formalism, called Repairable Fault Tree (RFT) [32]. While the
previous formalisms, such as FT, PFT and DFT, allowed to represent only the fail-
ure mode of the system, the RFT formalism allows to represent the presence of
repair processes as well. Besides events and gates, RFT models contain a new
primitive called Repair Box to represent the repair of a set of components.

As DFTs, RFT models require the state space analysis, since repair processes
establish some kind of dependency among the events in the model. The RFT analy-
sis is realized by means of modularization and conversion of modules into GSPNs.

Contribution to extended FT formalisms integration.  Finally, we integrated
the PFT, DFT and RFT formalism, in order to build models including all the mod-
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elling facilities introduced in each formalism: the parametric form, dynamic gates,
repair boxes. The resulting formalism is called Dynamic Repairable Parametric
Fault Tree (DRPFT) [8]. The integration of such facilities required to review the
semantic of dynamic gates in order to be combined with the parametric form and
repair boxes.

The analysis of DRPFT is still performed exploiting modules; the state space
analysis is performed by mapping modules to SWN. SWNs allow to maintain the
parametric form, and to represent the dependencies due to dynamic gates and repair
boxes. Moreover, a lumped CTMC can be derived from a SWN, reducing the state
space size and consequently the computational costs of the state space analysis.

A set of graph transformation rules is provided in this thesis, to implement the
model-to-model transformation from DRPFT to SWN.

1.4 Structure of the thesis

Chapter 2 describes standard FTs focusing on the qualitative and quantitative re-
sults computable on FT models through the BDD based FT analysis. The definition
of FT module and the way to analyze FTs exploiting modules, is also described.

In chapter 3, the PFT formalism is defined; then, pBDDs are presented to-
gether with the way to generate the pBDD equivalent to a PFT model. The method
to perform the PFT qualitative and quantitative analysis by means of pBDDs, is
introduced. Moreover, the concept of module is redefined for PFTs.

The way to convert DFT models into GSPNs is proposed in chapter 4, where
the DFT formalism and some concepts of model-to-model transformations and
graph transformations, are also described. In the same chapter, we deal also with
the DFT modularization. The way to detect and classify DFT modules is discussed.

The RFT formalism is presented in chapter 5; the repair box semantic is intro-
duced together with some repair policies. The way to convert a RFT model into
GSPN is described together with the way to perform the RFT analysis by modular-
ization.

In chapter 6 the PFT, DFT and RFT formalism are integrated producing the
DRPFT formalism. The DRPFT analysis supported by SWNss is discussed in this
chapter, together with the way to detect and classify modules. The architecture of a
software framework for the DRPFT analysis based on these concepts, is presented
in this chapter. The graph transformation rules to convert a DRPFT model into
SWN, are the content of appendix A.

The explanation of the concepts in this thesis, is supported by a running ex-
ample consisting of a multiprocessor computing system [11, 69]. In each chapter,
this system is modelled according to the formalism presented in the chapter evi-
dencing particular aspects of the system behaviour that the facilities in the current
formalism allow to represent. Then, the system model is analyzed according to the
solution technique proposed in each chapter.



Chapter 2

Overview on Fault Trees

2.1 Introduction to Fault Trees

The Fault Tree (FT) [90] is a widespread stochastic model for the Reliability anal-
ysis of complex systems because it provides an intuitive representation of the sys-
tem failure mode, it is easy to manipulate and it is currently supported by several
software tools for its analysis. A FT models how combinations of failure events
relative to the components of the system, can cause the failure of subsystems or of
the whole system. An example of FT model is shown in Fig. 2.3.

The FT is a bipartite direct acyclic graph (DAG) whose nodes can belong to one
of these two categories: events and gates; events concern the failure of components,
subsystems or of the whole system, and they are in general graphically represented
as rectangles; we can consider an event as a Boolean variable: it is initially false
and it becomes true after the failure occurrence.

The events graphically represented as a rectangle with an attached circle are
called Basic Events (BEs) and model the failure of the elementary components
of the system; the occurrence time of such events is a random variable ruled by
a probability distribution, typically the negative exponential distribution. In this
case, the distribution parameter is the component failure rate A equal to the inverse
of the mean life time of the component. The BEs are statistically independent and
are the terminal nodes of the FT.

The events represented simply by a rectangle are non-terminal nodes and rep-
resent the failure of subsystems; we call them Internal Events (IEs) and their oc-
currence is not ruled by a probability distribution as in the case of BEs, but they
are the output of a gate node; gates are the other category of nodes that a FT can
contain, and they are connected by means of arcs to several input events and to a
unique output event; the effect of a gate is the propagation of the failure to its out-
put event if a particular combination of its input events occurs. The occurrence of
an IE is immediate, as soon as the particular combination of input events required
by the gate is verified.

In the standard version of the FT model, three Boolean gates corresponding to

19
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the AND (A), OR (V) and ”K out of N” (K : N) Boolean functions, are present.
In particular, the K : N function is applied to N Boolean variables; it returns true
if the value of at least K of the N Boolean variables is true; otherwise the K : N
function returns false. Actually, the K : N Boolean function can be expressed by
means of the functions AN D, OR. For this reason and for sake of simplicity, we
limit our attention on the AN D gate and the OR gate, excluding the K : N gate
(also referred as voting gate).

Finally, we have a unique event, represented as a black rectangle, called Top
Event (TE), modelling the failure of the whole system; the TE must be the output
of a gate and can not be the input of any gate: we can consider it as the “root” of
the FT.

A FT is a direct graph: arcs respect a logic circuit orientation: from the input
events to the gate, and from the gate to the output event. A FT is also an acyclic
graph, so the connection of events with gates (and vice-versa) by means of arcs,
must not determine the presence of cyclic paths in the FT.

A FT model encodes a Boolean formula expressing the failure of the system
(TE); the Boolean variables of such formula are the BEs of the FT and are com-
bined through Boolean operators corresponding to the gates present in the FT.

2.2 FT formalism definition

A FT is a bipartite DAG whose nodes are either events (£) or gates (G), and are
connected by means of arcs (A); so, the FT formalism is given by the tuple
fT = (g’ g,A’ Bg”Y’ A? ¢)

where:

o £ =BEUIEU{TE} is the set of the events in the FT; it is the union of the
following sets:
— B¢ is the set of the BEs;
— TI¢& is the set of the IEs;
— {TE} is the set composed by the unique TE.

A C (€ x G)U(G x &) is the set of the arcs according to the logic circuit
orientation.

BG = {AND, OR} is the set of Boolean gate types and is composed by the
AN D gate type and the OR gate type (for sake of simplicity, we omit the
K : N gate type).

v : G — BG is the function assigning to each gate its type.

Given g € G,

- og ={e €& :3(e,g) € A} is the set of input events of g;
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- go ={e € &:3(g,e) € A} is the output event of g.

Givene € &,

- ec¢={g € G:3(g,e) € A} is the gate having e as output event;
- ee ={g€G:3(eqg) € A} is the set of gates having e as one of their
input events.

e The following conditions about the connection of events with gates, must
hold:

-VgeG:v(g),legl =2

-Vgeg,lgel[=1

- VYeecBE |ee| =0

- Vee B, |lee| >0

-VYeecZI€ |oel=1

- Vee I |eo|>0

- |eTE|=1

- |TEe|=0
In other words, a gate of any type has at least two input events. Any gate has
one output event. A BE can not be the output of any gate, while the TE can

not be the input of any gate. A BE or an IE must be the input of at least one
gate.

e )\:BE — IR is the function assigning to each BE a failure rate, assuming
that BEs are ruled by the negative exponential distribution.

e ¢ : £ - B = {true, false} is the function returning the Boolean value
of an event (Boolean variable). Given y € {£ — BE}, {z1,...,zp} C
{E-TFE},ge G, o9 ={z1,...,2n}, g0 = {y},

- ify(g) = AND then ¢(y) = /\?:1 ¢(zi)
- ify(g) = OR then ¢(y) = Vi_; ¢(z:)

Considering that the true value of an event indicates the fact that the event
has occurred, if a gate is of type AND (Fig. 2.1.a), then its output event
occurs if all the input events have occurred; if a gate is of type OR (Fig.
2.1.b), then the output event occurs if at least one of the input events has
occurred.

FTs containing these three types of gate are referred as coherent FT's [90];
this means that in the Boolean formula equivalent to a FT model, the nega-
tion operator (—) is not present. The negation of events (Boolean variables) is
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possible in FT models, if other two types of gate are used: NOT and XOR
[90]. The NOT gate corresponds to the negation operator, and has only one
input event and the Boolean value of its output event is the negation of the
value of its input event. The X OR gate indicates the exclusive OR operator;
if an IE is the output of a XOR gate, its value is true if exactly one of the
several input events of the XOR gate is true. However, we limit our attention
on coherent FTs.

e According to the circuit logic orientation of the FT arcs (section 2.2), we
have a path between the node u; € {£ U G} and the node u; € {£€ U G}
if there is a sequence of nodes uy,us,...,ux 1,ur € {€ U G} such that
Vi € {1, N 1}, El(ui,uiﬂ S .A)

A path between the nodes u1 and wy, is indicated by the expression [u1 — ug]
and includes all the nodes and the arcs along that path:

[ur = k] = [, (u1, u), ug, . . wp—1, (Ur—1, uk), k]
e Given the events e, ¢’ € &, e is reachable from €' if 3[e’ — €].

e Givene € £,0e = {e € £:3[e' — €]}
In other words, oe is the set of events such that e is reachable from them. In
a FT, the following property must hold:
Vee ,e €Tk

e Given e € &, we indicate the subtree rooted in e with the expression €, where
€'is composed by any [b — €] : b € BE.

—Y I?IY
AND OR
1114 '
X1 X2 X1 X2
(a) (b)

Figure 2.1: Boolean gates: (a) AND, (b) OR.

2.2.1 Running example

This section provides a case study of multiprocessor computing system (referred
in the next sections as ”"Multiproc” system and inspired from [69]). First, a general
description of the system is provided (section 2.2.1); then, the failure mode of the
system (section 2.2.1) is modelled by means of a FT model (section 2.2.1).
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Figure 2.2: Scheme of the Multiproc system.

System description

The system consists of a multiprocessor computing system whose scheme is shown
in Fig. 2.2; it is mainly composed by three processing units (PU1, PU2, PU3),
two shared memories (R1, R2) and two hard disks (D1, D2) containing the soft-
ware and the data respectively.

Each processing unit is composed by one processor and three internal memo-
ries; in the case of the device PU1, they are indicated by P1, M'11, M 12, M 13,
respectively.

The shared memory R1 is connected to the processing units by means of the
bus B1, while the shared memory R2 can be accessed by the processing units
by means of the bus B2. Each computing device can use R1 and R2 to perform
computations when its internal memories are failed.

The connection of the processing units with the hard disks is established by the
bus DBUS.

The failure mode of the system

We suppose that the correct functioning of at least one processing unit is required
for the system to be working; so, the failure of all the processing units causes the
whole system failure. The failure of a processing unit is due to the failure of its
processor, or to the contemporary failure of all its internal memories together with
the denied access to the shared memories. It is not possible the use of R1 when it
is failed or when the bus B1 is failed; in the same way, R2 can not be accessed by
the processing units when R2 is failed or when the bus B2 is failed.

The whole system failure is caused also by the impossibility to access any hard
disk; this happens if the failure of at least one of them occurs, or if the bus DBU S
fails.

The probability of failure of the components of the system, obeys to the neg-
ative exponential distribution; Tab. 2.1 indicates the failure rates for each type of
component.
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Component | Failure rate (\)
Processor 5.0E-7 !

Disk 8.0E-7 h 1
Memory 3.0E-8 A1
Bus 2.0E-9h1

Table 2.1: The failure rate for each type of component.

FT model of the system

Fig. 2.3 shows the FT model for the Multiproc system; the system failure (I'E) is
the output of a gate of type O R, whose input events are D A (disk access) and C M
(computing module); C' M represents the impossibility to perform computations
due to the failure of all the processing units, while D A represents the impossibility
to access the hard disks.

The event C M is the output of a gate of type AN D, whose input events are
PU1, PU2 and PU3 representing the failure of the corresponding processing
units. PU1 is the output of a gate of type OR having P1 and M EM1 as input
events; P1 is a BE modelling the failure of the processor of PU1, while M EM 1
represents the failure of the memories that PU1 can access.

The event M EM1 is the output of a gate of type AN D having two inputs:
MM1 and SM; M M1 represents the failure of all the internal memories of PU1,
while S M models the failure of the shared memories. M M1 is the output of a gate
of type AN D, whose input events are M 11, M 12 and M 13; such BEs represent
the failure of each of the internal memories of PU1. The event SM is the output
of a gate of type AND with input events BR1 and BR2; BRI represents the
impossibility to access the shared memory R1, so BR1 is the output of a gate of
type OR having R1 and B1 as input events; such BEs represent the failure of the
shared memory R1 and of the bus B1, respectively. Similarly, B R2 is the output
of a gate of type OR having R2 and B2 as input events.

The subtrees having MEM1, MEM?2 and M EM3 respectively as roots,
share a common subtree rooted in the event SM, since the failure of all the pro-
cessing units may depend on the state of the shared memories.

Besides the occurrence of the event CM, T'E is caused also by the event D A;
such event is the output of a gate of type O R, whose input events are DBU S and
MS. DBU S models the failure of the disk bus, while M S is the failure of at least
one disk; M S is the output of a gate of type OR, whose input events are D1 and
D2.

Tab. 2.2 summarizes the names of the events associated with the failure of the
components or subsystems.
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Figure 2.3: The FT model of the Multiproc system.
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Event | Component / Subsystem
DA Disk Access
DBUS | Disk Bus
MS Mass Storage
D1 System Disk
D2 Data Disk
CM Computing module
PU1 Processing Unit 1
P1 Processor of the Processing Unit 1
MEM1 | Memory access of the Processing Unit 1
MM1 | Internal Memory Module of the Processing Unit 1
M11 Internal Memory 1 of the Processing Unit 1
M12 Internal Memory 2 of the Processing Unit 1
M13 Internal Memory 3 of the Processing Unit 1
PU?2 Processing Unit 2
P2 Processor of the Processing Unit 2
MEM?2 | Memory access of the Processing Unit 2
MM?2 | Internal Memory Module of the Processing Unit 2
M21 Internal Memory 1 of the Processing Unit 2
M?22 Internal Memory 2 of the Processing Unit 2
M23 Internal Memory 3 of the Processing Unit 2
PU3 Processing Unit 3
P3 Processor of the Processing Unit 3
MEM3 | Memory access of the Processing Unit 3
MM3 | Internal Memory Module of the Processing Unit 3
M31 Internal Memory 1 of the Processing Unit 3
M32 Internal Memory 2 of the Processing Unit 3
M33 Internal Memory 3 of the Processing Unit 3
SM Shared Memory access
BR1 Shared Memory module 1
R1 Shared Memory 1
B1 Memory Bus of the Shared Memory 1
BR2 Shared Memory module 2
R2 Shared Memory 2
B2 Memory Bus of the Shared Memory 2

Table 2.2:
systems.

Correspondence between the event names and the components or sub-
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2.3 Fault Tree Analysis

The Fault Tree Analysis (FTA) [95, 96] provides a set of techniques enabling to
derive both qualitative results and quantitative measures from a FT model.

2.3.1 Qualitative analysis

The qualitative analysis supplies information about functional and logic properties
of the system failure mode. One of the possible results of the qualitative analysis of
a FT, is the detection of the Minimal Cut Sets (MCS) [46] of the system. The MCSs
of a FT correspond the minimal scenarios of BEs leading the system to a failure. In
other words, a MCS indicates a minimal set of components whose contemporary
state of failure determines the whole system failure (TE).

Given the Boolean formula F(z1,...,z,) encoded by a FT and expressed on
the set of variables X = {z1,...,z,} corresponding to the BEs of the FT, an
assignment over X is any mapping from X to IB = {true, false}.

If p is an assignment satisfying F' (p = F), then p is a solution of F’; in other
words, p makes F true. Given p |= F, F' is monotone if

Vz; 2 plai] = 0,¥p" : (p'[zi] = 1) A (p'lzg] = plzs]) A (i # 5), 0" EF - (2.D)

A Boolean formula where the operators are only V, A, is monotone. Any formula
encoded by a coherent FT is monotone.

A literal of X is either a Boolean variable z; € X or its negation —z;. A cut
set C of Fis a set literals C = {l;...l,;,} C X such that if the conjunction of its
elements is true, then F' is true; if we indicate such conjunction as 7 = /\;n:1 l;,
then C'is a cut set if

Vp:pEmpEF (22)

In other words, any solution of 7 is a solution of F'. This property can also be
expressed as ™ = F. A cut set C' of F' is minimal (MCS) if there is no cut set C’
of F such that C' C C.

In the case of monotic functions (coherent FTs), any cut set is composed by
literals which are not negated variables, so there is only one assignment satisfying
the conjunction of the literals of the cut set; this assignment maps any Boolean
variable in the cut set to the value true. So, the detection of the MCSs of a co-
herent FT, consists of finding the minimal sets of non negated variables such that
if their conjunction is true, also the formula encoded by the FT is true. In other
words, a MCS of a coherent FT indicates a minimal set of BEs whose occurrence
is necessary to determine the TE.

Let F(x1,...,xy) be the Boolean function encoded by a FT. According to the
Decomposition Theorem for Prime Implicants (or MCSs) [45, 80], the set of the
MCSs of F' expressed as the conjunction of its elements, can be obtained as the
union of three sets:

MCS[F(:L‘l,...,{Bn)]]ZMCSmUMcslUMCSO (2.3)
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The definition of M CS19, MCS, and M C'S; follows:

MCSyy = MCS[F(1,z2,...,2,) NF(0,29,...,2,)]
MCS; = zy AN(MCS[F(1,z2,...,2,)] — MCS1p)
MCS, = #xl/\(MC’S[F(O,xQ,...,xn]—MCSl)

If the FT is coherent, and consequently the encoded Boolean function in mono-
tonic, the definition of M CS19, MCS1 and M C'Sy can be rewritten as follows:

MCSiy = MCS[F(0,s,...,22)]
MCS, .Z‘lA(MCS[F(l,LEQ,...,.’En)]—MCSlo)
MCSy, = 0

So, eq. 2.3 in the case of coherent FT's, becomes:
MCS[F(:IIl,,.’Bn)]] =MCS1 o, UMCS,; 2.4)

The recursive application of eq. 2.4 over all the variables {z1,...,z,} in the
Boolean formula encoded by the coherent FT, provides the MCSs of the system.

The number of BEs (Boolean variables) in a MCS is called the order of the
MCS. The order is a significant qualitative parameter since it highlights failure
sets of events that might be more critical for the system. In fact, a MCS of order 1
means that the failure of a single basic component is sufficient to determine the TE,
indicating no fault tolerance with respect to that component. In a MCS of order 2,
two simultaneous failures of basic components are needed. For this reason, it is
useful cataloging the MCS in increasing order, so that the list starts with those that
are potentially most critical.

Another form of qualitative analysis of a FT, is the Minimal Path Sets (MPS)
detection, which is dual to the MCSs detection and provides the minimal sets of
components whose contemporary working state assures the working state of the
whole system.

MCSs and MPSs detection allows the Reliability analyst to be concentrated on
minimal sets of components instead of the whole system, in order to study their
degree of participation to the system failure, or the way to improve the Reliability
of the system.

2.3.2 Quantitative analysis

FT quantitative analysis presents the analyst with measures of system Unreliabil-
ity. Several Reliability measures can be computed on the FT: the TE probability
at time ¢ corresponding to the system Unreliability at the same type, the occur-
rence probability of each MCS, and the system Mean Time To Failure (MTTF).
The quantitative analysis of a FT provides also the component importance factors,
which give quantitative information on the criticality of each component.
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Quantitative analysis is performed by providing quantitative information about
the basic component Unreliability expressed as a failure probability (that is the
probability of the component being down). From this information the whole sys-
tem Unreliability can be derived according to the FT structure. Often the failure
probability of components is not directly expressed in the FT, instead a time to
failure distribution is provided, from which a failure probability at time ¢ can be
derived. Typically the distribution is a negative exponential with parameter A(z),
so that the probability that component x is down at time ¢ can be computed through
the following formula:

Priz,t} =1— Nt (2.5)

MCSs can also be ranked according to their probability to be occurred at a
given time; given the MCS M’ = {z1,..., 2} (m > 1), the probability of M’ to
be occurred at time %, is given by

m m
Pr{M' t} = Pr{/\ x; = true,t} = H Pr{z;,t} (2.6)
i=1 i=1
If the probability to occur of the BEs z1, . . ., z,, is ruled by a negative exponential

distribution, the probability of M’ to be occurred at time # is given by
m
Pr{M',t} = [J(1 — e}=)) 2.7)
i=1

where A(z;) is the failure rate of the BE z;.

The most common measure used to assess the system safety is its Unreliability
in time. The system Unreliability, denoted by U , is a function of the basic compo-
nents Unreliability: U(u(t)), where u(¢) is the vector of basic component failure
probabilities. In FT such indicator corresponds to the TE probability to be occurred
attime t (Pr{TE,t}). When the basic components are stochastically independent,
such as in FTs, Pr{T E,t} may be computed resorting to combinatorial formulas.
In fact, for a given time instant ¢ and fixed the basic components failure occurrence
probabilities u(t), the TE probability can be derived. This can be done exploit-
ing the results of the MCSs detection and their quantitative analysis, by using the
following inclusion-exclusion expansion, where C'y, . .., C, are the MCSs:

Pr{TE,t} = Pr{{JCit}=
=1

= Y Pr{Ci,t} =) _ Pr{CinGCy,t} +
i=1 Vivj
+ Z Pr{C;nC;NCy,t} +
ViVjvk
4. 4+ (=) Pr{CiN...NCp,t} (2.8)
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For complex systems the above formula may be prohibitive to derive due to the
huge amount of calculation to be performed; as a result, most FTA tools compute
an approximation [88] based on the kinetic tree theory [104]. Recently, the compu-
tation of both qualitative results and quantitative measures has improved notably by
the introduction of Binary Decision Diagrams (BDD) [16, 17, 18, 38,79, 87, 111].
BDDs allow to encode the Boolean function characterizing the TE in a very com-
pact way. The BDD representation had an enormous practical impact on the com-
putational efficiency of the FT analysis algorithms allowing to derive the exact
value of the indices of Reliability even for large system, without resorting to an
approximate solution. In [15, 78, 94] innovative BDD-based algorithms showing
improvement in qualitative and quantitative FTA of safety critical industrial sys-
tems are provided.

2.3.3 Importance measures

Among the risk-assessment and safety-analysis objectives, the classification of sys-
tem’s components according to their criticality is very important. So, in addition
to the Reliability measure of a system or its own subcomponents, it is central to as-
sess the role that a component takes on, with regard to the system Reliability. This
analysis is significant to the Reliability engineer both during the design phase and
successively in quantifying the risk-importance of the various system components.

Importance analysis allows to assess which component of the system is most
critical to its Unreliability, so to find out the more cost effective solution to im-
prove Reliability. Moreover, it permits to evaluate how much the results depend on
the accuracy of the input parameters. To this purpose, several indices, commonly
called the importance factors, have been proposed. Importance factors are time
dependent measures and may be divided in two groups: measures calculated at one
point in the time, such as those discussed later, and measures whose values are
obtained averaging on a time period [75].

Among the various importance factors introduced in the context of importance
analysis using FT, the most popular is due to Birnbaum [7] and is defined as the
partial derivative of the system Unreliability with respect to the Unreliability of
the addressed component. This measure is also known as Marginal Impact Factor
(MIF). The importance of component 4 to the system Unreliability is by Birnbaum
defined as: U (u(t))

U
MIF;(t) = Fus (1) (2.9)

It is possible to show that for standard FTs, M I F;(t) is equal to:
MIF,(t) = Pr{TE|i,t} — Pr{TE|i,t} (2.10)

where Pr{TE)|i,t} and Pr{TE|i,t} are the system Unreliability given that basic
component ; is failed and working (not failed), respectively.

Others measures of component importance have been proposed by the literature
and they may be found in textbooks [63, 67]. Tab. 2.3 shows some of them.
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Importance factor Acronym | Definition

Marginal Importance Factor | M1F;(t) | Pr{TEli,t} — Pr{TE|i,t}

Critical Importance Factor | CIF;(t) | MIF;(t)- Pr{i,t}/Pr{TE,t}

Diagnostic Impact Factor DIF;(t) | Pr{i|TE,t} = Pr{TE Ni,t}/Pr{TE,t}
Risk Achievement Worth RAW,(t) | Pr{TE|i,t}/Pr{TE,t}

Risk Reduction Worth RRW,(t) | Pr{TE,t}/Pr{TE|i,t}

Table 2.3: Importance factors.

The MIF measure is useful to evaluate the criticality that an improvement in
the component 7 Reliability may play in the system Reliability. The CIF index
extends the MIF index to take into account such factor. The DIF is also known
as Vesley-Fussel Importance factor [55] and it measures the fraction of the system
Unreliability involving the situations in which component 7 has failed.

R AW, for a given component ¢ measures the increase in system failure proba-
bility, and calculated for different values of u;(¢) it is a meter of the importance of
maintaining the current level of Reliability for the component ;. RRW represents
the maximum decreasing of the risk it may be expected by increasing the Reliabil-
ity of the component. This quantity may be useful to rank the components that are
the best candidates for efforts leading to improving system Reliability.

Several works [43, 47, 48, 78, 94] presented efficient algorithms to derive ex-
actly the importance factors above described using techniques based on BDD rep-
resentations. Many FTA tools exploit these techniques. In the above discussion
only single component importance factor measures have been introduced, but in
principle it may be relevant to also compute importance factors for sets of compo-
nents (e.g. for the MCS). In [13, 77] Bayesian Network (BN) are used to derive
the posterior failure probability of a given subset of events, i.e. the probability that
when the TE is observed, then that subset of events had occurred.

2.4 BDD based FT analysis

An efficient way to perform both the qualitative and quantitative analysis of a FT
model, consists of generating from the FT model the corresponding BDD. From
the BDD, the MCSs and the TE probability (system Unreliability) can be easily
obtained by visiting the BDD nodes.

2.4.1 Introduction to BDDs

A FT model encodes a Boolean formula by means of BEs (corresponding to Boolean
variables) and gates (corresponding to Boolean operators). A BDD can represent
the same formula by means of the Shannon’s decomposition: if F' is a Boolean
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function on variables z1, ..., z,, then equation 2.11 holds:
F:]?l/\FlV—!:El/\FO (211)

In equation 2.11, Fy is derived from F' assuming that z; is true (F} = F|z; =
true), while Fy is derived from F assuming that z is false (Fy = F|z1 = false).
Using recursively the Shannon’s decomposition (equation 2.11), we can ex-
press F1 as
Fi =xo N F1 V 0z A Fyp.
We can express Fj as
Fy =xzo N Fo1 V 1z A Fyp.
Shannon’s decomposition can be recursively applied until each combination of
Boolean values for the variables z1, ... x, has been considered.
The equation 2.11 can be redefined using the if-then-else (ite) notation:

F = ’ite(:l,‘l,Fl,Fo) (2.12)

and can be given a graphical representation. Equation 2.12 must be interpreted as:
if 21 then F} else Fy. In other words, if x1 is true, then F} holds; if x; is false,
then Fj holds. Also F} and Fj can be expressed using the ife notation:

F1 = z'te(a;g, Flla FlO)

F() = ite(CCQ, F01, F()())

Let us consider the Boolean formula F' = a V b A ¢ expressed on the variables
a, b, c. We can express G using the ite notation in this way:

G = ite(a, F1,Fy) =
= ite(a,1, Fy) =
= ite(a, 1,ite(b, Fo1, Foo) =
= ite(a,1,ite(b,ite(c, 1,0), Foo) =
= ite(a, 1,ite(b,ite(c, 1,0),0))

The final version of the Shannon’s decomposition on a Boolean formula can
be displayed by means of a BDD. A BDD is a DAG representing the Boolean
formula in ite notation; for instance, the expression ite(a, Fy, Fy) is represented in
a BDD by the node corresponding to the variable a, with two outgoing edges called
1-edge and 0-edge. The 1-edge points to the subgraph relative to F', while the 0-
edge points to the subgraph relative to Fy. Typically, the 1-edge is drawn on the left
side of the node, while the 0-edge is drawn on the right side. The terminal nodes of
a BDD correspond to the constants 1 and 0 which indicate the ¢rue and the false
value for the whole Boolean formula, respectively, given the values assigned to the
variables, by means of the 1-edges and 0-edges, along a path from the root node of
the BDD, to a terminal node.

The BDD obtained for the boolean formula F' = a V bAc, is shown in Fig. 2.4;
we can verify the equivalence of the BDD to the complete ite notation of F', and
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Figure 2.4: The BDD expressing the Shannon’s decomposition for the Boolean
formula FF =a Vb A c.

compute the solution of the formula F' for each combination of values assigned to
the variables a, b, c. For instance, the path a — b — ¢ — 1 indicates that if a = 0,
b=1and c = 1, then F = 1. Another possible path is a — b — 0 and indicates
thatif a =0 and b = 0, then F' = 0.

2.4.2 BDD construction

Given a FT model (or the equivalent Boolean formula), the construction of the
corresponding BDD begins with the creation of a BDD for each BE (Boolean vari-
able). Given the BE (Boolean variable) z, we obtain this BDD expressed in ite
form: ite(z, 1,0).

Let us consider two subtrees! of the FT encoding the formula F' and the for-
mula G respectively; F' in BDD form is expressed by ite(a, F1, Fy), while G
in BDD form is expressed by ite(b, G1,Gy), where a and b correspond to BEs
(Boolean variables). Suppose that the roots of these subtrees are the input events
of the same gate g. If the type of g is OR, then the BDD resulting from the appli-
cation of the OR(V) Boolean operator to the BDDs corresponding to F' and G is
given by

ite(a, F1, Fy) V ite(b, G1, Gg) = ite(a, F1 V ite(b, G1,Gy), Fy V ite(b,G1,Gy))
(2.13)

If the type of g is AND, then the BDD resulting from the application of the

AND(A) Boolean operator to the BDDs corresponding to F' and G is given by

ite(a, F1, Fy) A ite(b, G1, Go) = ite(a, Fy Aite(b, G1,Gy), Fo Aite(b, G1,Gy))

(2.14)
If both BDDs have the same root node ¢ (F' = ite(c, F1, Fy), G = ite(c, G1, Go)),
then the application of the Boolean operators OR(V), AN D(A) is ruled by eq.

"Despite its name, a FT is not a tree graph, but it is a DAG; so, we force the use of the expression
”subtree” to indicate a subgraph of the FT.
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2.15 and eq. 2.16, respectively:
ite(c, F1, Fy) V ite(c, G1, Go) = ite(c, F1 V G1, Fy V Gp) (2.15)
ite(c, F1, Fy) Aite(e, G1,Go) = ite(c, F1 A G1, Fy A Gy) (2.16)

The commutative property for both operators hold in semantic terms, but it does
not hold in terms of graph topology. For instance, ite(zx, F1, Fy) V ite(y, G1, Go)
provides a BDD expressing the same Boolean formula encoded by the ite(y, G1, Go)
V ite(z, F1, Fy), but such BDDs differ in terms of variables order and number of
nodes and edges. The size of the final BDD representing a Boolean formula, heav-
ily depends on the chosen variables order to follow while we build the BDD.

For this reason, a total order of the variables of the Boolean formula must be
established before applying eq. 2.13, 2.14, 2.15, 2.16. In eq. 2.13 and in eq. 2.14,
we assume that z precedes ¥ in the order (z < y).

Several heuristics for the variables ordering have been proposed in the literature
[15] with the aim of reducing the BDD size or the number of steps necessary to
build the BDD. Some of them are described in the next section.

A BDD built according to a total order of the Boolean variables is called Or-
dered BDD (OBDD). In a OBDD, given a path from the root node to a terminal
node 1 or 0, the variables are visited in ascending order. The size of a OBDD can
be reduced also by applying the BDD simplification rules:

e [somorphic subgraphs merging: in a BDD, isomorphic subgraphs have the
same topology and involve the same set of variables. Isomorphic subgraphs
can be merged without changing the graph semantic; this can be done in this
way: we maintain only one isomorphic subgraph and we remove all the other
ones; then, we redirect all the edges pointing on the removed subgraphs,
toward the maintained one.

e Useless nodes deletion: if a node x has both its outgoing edges pointing
to the same node y, then z can be removed: each edge pointing to z is
redirected to y.

After the simplification of an OBDD, we obtain a Reduced OBDD (ROBDD). In a
ROBDD each subgraph represents a distinct logic function.

2.4.3 Ordering variables

Finding the best ordering of the Boolean variables corresponding to the FT BEs,
in order to reduce the size of the BDD corresponding to the FT as much as possi-
ble, is computationally intractable. The best known algorithms to this aim have a
complexity in O(3™), where n is the number of Boolean variables. For this reason,
heuristics with an acceptable complexity are used to sort the variables in order to
reduce the size of the BDD encoding the same Boolean formula of a FT. Several
heuristics with different degree of efficiency, have been proposed in the literature.
The description of some heuristics follows.



2.4. BDD BASED FT ANALYSIS 35

e Heuristic H1: variables are ordered according to a depth-first left-most traver-
sal of the FT. The complexity of H1 is O(n), where n is the number of
Boolean variables (BEs).

e Heuristic A3 [72]: the application of this heuristic follows three steps:

— it assigns to each BE in the FT the weight 1; then, the weights are
propagated bottom-up by assigning to each IE the sum of the weights
of the BEs contained in the subtree rooted in such IE.

— The input events of each gate are sorted with respect to the increasing
order of their weights. This leads to restructure the FT.

— The heuristic H1 is applied to the FT resulting from the gates input
events ordering in the previous step, providing the Boolean variables
order.

The complexity of the heuristic A3 is O(e - k - log k), where e is the number
of gates, k is the maximum number of input events over all the gates of the
FT, and O(k - log k) is the complexity necessary to sort k numbers.

e Heuristic H7 [54]: the application of this heuristic follows three steps:

— it determines for every BE and IE in the FT, the number of fanouts; the
number of fanouts for the event e is equal to |e ® | (see section 2.2).

— The input events of each gate are sorted with respect to the decreasing
order of their number of fanouts.

— The heuristic H1 is applied to the FT resulting from the gates input
events ordering in the previous step, providing the Boolean variables
order.

The heuristic H7 has the same complexity of the heuristic A3.

In most cases, such heuristics are not deterministic, due to the presence of
ties. We have a tie when we are sorting events according to a certain measure (for
instance, the number of fanouts) and the same value for that measure holds for two
or more events. For instance, if we sort the events according to the heuristic H7,
two input events of the same gate may have the same number of fanouts.

A way to partially cope with the problem of ties, is applying another heuristic
in case of tie. For example, if we use the heuristic H7 and the events e and e, have
the same number of fanouts, we can sort e; and es according to the heuristic A3.

The degree of efficiency of a heuristic (or a combination of heuristics) is given
by observing the size of the BDD obtained by sorting the FT BEs according to
the heuristic. The degree of efficiency of a heuristic is not absolute, but it is case
dependent. This means that, given a FT model, a certain heuristic H may sort
the BEs (Boolean variables) in such a way to obtain a BDD whose size is lower
than the size of the BDDs obtained by sorting the BEs according to any another
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heuristic. This may not happen for another FT model, where the heuristic H may
be less efficient than the other ones.

In [15] the heuristics proposed in this section, are tested on benchmarks in
order to verify their efficiency on real life coherent FT's presenting a wide range of
specificities, such as size and structure.

Sometimes, it might be convenient to choose the order of the BEs (variables)
of a FT, in an ad-hoc way.

2.4.4 Qualitative analysis on the BDD

Once we have built the BDD corresponding to our FT, we can perform the quali-
tative analysis; this means detecting the MCSs, i.e. the minimal sets of BEs deter-
mining the TE (see section 2.3.1).

If F(z1,...,xy,) is the formula encoded by the FT, and 21 < 29 < ... < xp,
is the variables order, the BDD corresponding to the FT will have this ite form:
ite(x1, F1, Fy). Eq. 2.3 can be rewritten in order to be applied to the BDD (ite)
form of a Boolean function, in this way:

MCS[’itC(.’Bl,Fl,Fo)] =TI A (MC[Fl] - MC[FO]) U MC[FQ] (217)

Using recursively this formula on the BDD starting from the root node and visiting
the whole BDD, we can obtain all the MCSs of the system. The complexity of this
algorithm is linear in the size of the BDD. When we apply eq. 2.17 to a node xj, of
the BDD having the form ite(xy, 1,0), we obtain that M CS[ite(zg, 1,0)] = zy.

There are other ways to determine the MCSs on the BDD. All the cut sets can
be detected on the BDD by considering all the paths from the root node to the
constant 1, and for each of these paths, a cut set is given by the variables whose
value is set to 1 (true) along the path. The paths from the root node to the constant
1 which do not include any other path, provide the MCSs.

Another solution consists of generating from the BDD obtained from the FT,
another BDD representing the disjunction of the conjunctions of the elements of
the MCSs. This can be done by means of a specific algorithm [45, 78].

2.4.5 Quantitative analysis on the BDD

We can perform the quantitative analysis on the BDD; this means computing the
probability that the TE has occurred (system Unreliability) versus time.

If F(x1,...,zy) is the formula encoded by the FT, and ite(x1, F1, Fp) is its
BDD representation, the probability of the TE at a given time ¢ can be computed
by means of eq. 2.18:

Pr{ite(z1, F1, Fy),t} = Pr{z1,t} - Pr{F1,t} + (1 — Pr{z1,t}) - Pr{Fp,t}
(2.18)
The value of Pr{z1,t} depends on the probability distribution of the BE z1, and
on the time ¢; if the probability of z; is ruled by a negative exponential distribution
with (1) as failure rate, then Pr{zy,t} =1 — e*#1)t,
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When we apply eq. 2.18 to a node z, of the BDD having the form ste(zg, 1, 0),
we obtain that Pr{ite(zy,1,0),t} = Pr{zy,t}.

The complexity of this algorithm is linear in the size of the BDD.

Besides the system Unreliability, the importance factors (section 2.3.3) can be
easily computed on the BDD corresponding to the FT model [47, 48, 76].

2.4.6 Running example
BDD construction

In this section, we build the BDD corresponding to the Boolean formula encoded
by the FT model in Fig. 2.3. As first step, we need to order the BEs of the TE
(variables of the Boolean formula). We choose this order:

DBUS <D1<D2<R1<B1<R2<B2<

<Pl <M11 < M12 < M13 < P2 < M21 < M22 < M23 <

< P3 < M31 < M32< M33

The second step to build a BDD corresponding to a FT, is the generation of
the BDD for each BE. For instance, in the case of the BE DBU S, we obtain
ite(DBU S, 1,0). Using eq. 2.13, 2.14, 2.15, 2.16, and respecting the variables or-
der, we can compose together the BDDs relative to the BEs according the Boolean
operators corresponding to the gates, in order to build the BDDs corresponding to
the subtrees of the FT.

For instance, the BDD equivalent to the Boolean formula encoded by the sub-
tree DA is shown in Fig. 2.5, while Fig. 2.6 shows the BDD corresponding to
SM.

The IE M EM]1 is the output of a gate of type AN D having M M1 and SM
as input events. Since, R1 < M M1, the BDD corresponding to MEM]1 is given
by the composition of the BDD in Fig. 2.6 (S/'}\\/I ) whose root is R1, and the BDD
in Fig. 2.7 (]\m) whose root is M11, by means of eq. 2.14; the resulting BDD
is shown in Fig. 2.8. The BDD relative to f(ﬁ, is shown in Fig. 2.9.

The BDDs concerning PU2 and PU3 are similar to the BDD in Fig. 2.9, and
they all have the same root: R1. For this reason, their composition, in order to
obtain the BDD corresponding to CM (Fig. 2.10), is performed using eq. 2.16.

Composing the BDD in Fig. 2.5 (l/)?l) and the BDD in Fig. 2.10 (C/J\\i), using
eq. 2.13, we obtain the BDD corresponding to the Boolean formula encoded by
the whole FT (ﬁ); such BDD is shown in Fig. 2.11.

Analysis of the example

Given the failure rates in Tab. 2.1, we have obtained on the BDD, the probability
of the TE (Unreliability) for a time varying from 1000% to 10000A, by recursively
applying equation 2.18. Such values are reported in Tab. 2.4.
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Figure 2.7: The BDD corresponding to MMT in the FT in Fig. 2.3.
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Figure 2.9: The BDD corresponding to PUT in the FT in Fig. 2.3.
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Figure 2.10: The BDD corresponding to CM in the FT in Fig. 2.3.
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Figure 2.11: The BDD obtained from the FT model in Fig. 2.3.
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timet | Pr{TFE,t}
1000 h | 1.600717E-03
2000 h | 3.198873E-03
3000 h | 4.794473E-03
4000 h | 6.387520E-03
5000 h | 7.978020E-03
6000 h | 9.565979E-03
7000 h | 1.115139E-02
8000 h | 1.273428E-02
9000 h | 1.431464E-02
10000 h | 1.589248E-02

Table 2.4: Unreliability values for the Multiproc system.

Using eq. 2.17, we can derive the MCSs from the BDD in Fig. 2.11, corre-
sponding to the FT model in Fig. 2.3. The obtained MCSs, sorted by their order
(number of BEs inside a MCS), follow:
1:[D1]

: [D2]

: [DBUS]

: [P1P2P3]

: [B1B2M11M12M13P2P3]

: [BIR2M11M12M13P2P3]

: [R1B2M11M12M13P2P3]

: [RIR2M11M12M 13 P2P3]

9:[B1B2P1M21M22M23P3]

10 : [B1B2P1P2M31M32M33]

11 : [B1R2P1M21M?22M?23P3]

12 : [B1R2P1P2M31 M 32M33]

13 : [R1B2P1M21M?22M?23P3]
]
]

O~ O O i W N

14 : [R1B2P1P2M 31 M 32M 33

15 : [R1IR2P1M21 M22M23P3

16 : [R1IR2P1P2M31 M32M33]

17 : [B1B2M11M12M13M21 M22M23 P3|
18 : [BIR2M11M12M13M21M22M 23 P3]
19: [R1B2M11M12M13M21 M22M 23 P3|
20 : [RIR2M11M12M13M21M22M 23 P3]
21: [B1B2M11M12M13P2M 31 M 32 M 33]
22 : [BIR2M11M12M13P2M31 M 32M 33]
23 : [R1B2M11M12M13P2M31 M 32M33]
24 : [RIR2M11M12M13P2M 31 M 32 M 33]
25 : [B1B2P1M21M22M23M 31 M 32 M 33]
26 : [B1IR2P1M21 M22M23M 31 M 32M33]
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27 : [R1B2P1M21 M22M23M31 M 32M 33|
28 : [R1IR2P1M21M22M23M 31 M 32 M 33]
29 : [B1B2M11M12M13M21M22M 23 M 31 M 32M 33]
30 : [BIR2M11M12M13M21 M22M23M 31 M 32M 33|
31: [R1B2M11M12M13M21 M22M23 M 31 M 32M 33|
32: [RIR2M11M12M13M21 M22M23M31 M 32M 33|

2.5 Module based FT analysis

Despite the efficiency of the use of BDDs, we may have to deal with FTs with a
huge amount of events and gates. Moreover, when we are analyzing large systems,
the qualitative analysis may return an high number of MCSs, and some of them
may involve a lot of components. So, interpreting the MCSs relevance may be
unpractical for the Reliability engineer.

A solution to these problems is solving FT models using the method of de-
composition and aggregation. This means dividing the system (FT) into smaller
subsystems (subtrees) to be analyzed in isolation, and synthesizing the results into
an higher level FT to produce the whole system solution.

Using this approach, the computational cost is reduced by dealing with sub-
trees instead of the whole FT model; at the same time, the MCSs returned by the
analysis of subtrees, concern subsystems instead of the whole system, so they can
be interpreted by the Reliability engineer in an easier way.

2.5.1 Definition of module

The decomposition of the FT must be performed in such a way to obtain the correct
final results when synthesizing the results obtained on the subtrees analyzed in
isolation. To achieve this purpose, the FT must be decomposed in modules [2, 44]:
a module is a subtree which is independent from any other subtree. The definition
of module is provided in [44]:

Definition 1 A module is a subtree whose terminal events (BEs) do no occur else-
where in the FT.

Formally, the event m is the root of a module iff for any other event e, either
e € om, or om N oe = () [44]. The module whose root is m is the subtree 7.

According to the definition of module, the whole FT (ﬁ) and the BEs are
modules. However, we do not classify the BEs as modules, since the detachment
and the analysis in isolation of a BE does not allow any benefit in the FT analysis.
A module may contain inner modules; a module rooted in a IE or in the TE, is
minimum if it does not contain any other module (excluding the BEs).
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2.5.2 Modules detection algorithm

In [44], an algorithm to detect the modules of a FT model, is presented. This
algorithm consists of two depth-first left-most visit of the FT, starting from the TE
and assuming the opposite orientation of the arcs with respect to the circuit logic
orientation. Performing this kind of visit, the TE and each IE is visited at least
twice: when descending from the (first) gate the event is input of, and when going
back from the gate the event is output of. A BE is visited at least once, when
descending from the gate the BE is input of.

Three variables are associated with every e € &: t1, to, {;; they indicate at
which step of the visit, the event e has been visited for the first time, the second
time and the last time, respectively. We associate other two variables with every
e’ € TE: ming, and mazy,; they must be set to the minimum value of the variables
t1 in the graph underlying €', and to the maximum values of the variables ¢; in the
graph underlying ¢’, respectively.

Before beginning the first visit, a counter is set to 0. During the first depth-first
left-most visit of the FT, each time an event is visited, such counter is incremented
by 1. The first time we visit the event e, we set the variables ¢; and ¢; associated
with e, to the current value of the counter. When we visit e for the second time, we
set the variables 2 and ?; to the current value of the counter. Every time we visit
again e, we set the variable ¢; to the current value of the counter. When we visit an
event e for the second or successive time, we immediately go back to the gate such
that e is input of, without visiting again the underlying subgraph.

In the second depth-first left-most visit of the FT, we compute for each IE the
value of the variables min;, and maxy,. Then, we can detect the modules in this
way: an event e/ € ZE& is the root of a module if the following condition involving
its variables 1, t, min;, and maxy,, holds:

(ming, > t1) A (mazy, < t2)

2.5.3 Modularization

Due to its independence, a module which is rooted in a IE, can be detached from
the FT and analyzed in isolation, without affecting the correct analysis of the rest
of the FT.

If we assume that the minimal modules are analyzed in isolation, then the FT
analysis by Modularization, i. e. by exploiting modules, follows these steps:

1. Modules detection

2. Modules classification: for each module, we verify if it is a minimum mod-
ule.

3. If the current FT contains the minimum module ﬁ, then go to the step 8,
else go to the step 4.
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4. Decomposition: each minimum module is detached from the FT.

5. Minimum modules analysis: the detached minimum modules are analyzed.
6. Aggregation: each detached minimum module is replaced in the FT by a BE.
7. Go to step 1.

8. Analysis of the reduced FT.

In the aggregation step, the qualitative or quantitative analysis results obtained
on the module are assigned to the BE replacing the module:

e if we are performing the quantitative analysis at time ¢, such BE has not
an associated probability distribution, but a constant probability equal to the
probability of occurrence of the module computed at time ;

e if we are performing the qualitative analysis, we assign to such BE the MCSs
of the module it replaces.

The reduced FT mentioned in the step 4, is the version of the FT obtained by
replacing the minimum modules, such that it contains a unique minimum module
coincident with the FT. The reduced FT does not require a further modularization,
so it can be entirely analyzed; the analysis of the reduced FT provides the results
for the whole system.

During the analysis by modularization of a FT, it may happen that a mini-
mum module contains a low number of events such that its analysis is not enough
computationally expensive to justify the cost of the decomposition, analysis and
aggregation step of such module. To avoid this inconvenience, we can add a fur-
ther condition to be verified in order to detect if an event e/ € Z¢& is the root of
a module (section 2.5.1): | o €’| > k, where k indicates the minimum number of
events that a subtree must contain in order to be a module.

2.5.4 Running example

Instead of analyzing entirely the FT model of the Multiproc system (Fig. 2.3), we
can perform its analysis by modularization (section 2.5). In this section, we limit
our attention to the module detection (section 2.5.2).

Fig. 2.12 shows all the modules present in the FT model of the Multiproc
system; t they are:
TE,DA, MS,CM, MMl MM2 MM3 SM, BRl BR2.
Each module is graphlcally indicated by adashed line around it. The subtrees PU1
PU2 PU3 MEM 1, MEM 2, M MEMS3 are not classified as modules because
they share the common subtree SM. The minimal module in the FT are:
M3, MM1, MM?2, MM3, BRI, BR2.
All of them contain no inner modules.



CHAPTER 2. OVERVIEW ON FAULT TREES

IR |

{ MMI MMz?

S|

MIL MI2 MI3} iM21 M22 M23i PM31 M3 M33i

Figure 2.12: The modules in the FT model of the Multiproc system.



Chapter 3

pBDD based PFT Analysis

3.1 Introduction to Parametric Fault Trees

One of the ways to improve the Reliability of a system, consists of replicating crit-
ical components or subsystems; sometimes, due to the redundancy of the system,
the FT model contains several similar subtrees concerning the replicated parts in
the system; moreover, the failure rates of the BEs inside such subtrees, may be the
same. So, the construction of such FT becomes quite unpractical for the Reliability
engineer, since he has to draw several identical (large) subtrees. Besides this draw-
back, the analysis of the FT of a redundant system, leads to repeat some steps, due
to the presence of symmetric subtrees, and their analysis returns identical results.

For this reasons, a particular extension of the FT formalism called Parametric
Fault Tree (PFT) [11, 51] was proposed with the purpose of providing the compact
modelling of the redundant parts of the system. An example of PFT model is shown
in Fig. 3.1.

Using the PFT formalism, the subtrees with the same structure and the same
failure rates (replicated subtrees) can be folded in a single parametric subtree, while
their identity is maintained through a parameter: each replicated subtree folded in
a parametric subtree is identified by a specific value of the parameter. Such value
ranges over the type of the parameter; for instance, the type of the parameter ¢ is
the set C; = {1,...,n}, withn > 1.

The model design is simplified using the PFT formalism, since the model de-
signer can fold subtrees with the same structure in a single parametric subtree,
avoiding to draw (large) identical subtrees, and consequently reducing the number
of elements in the model. Such reduction is proportional to the level of redundancy
in the system.

The PFT formalism extends the FT formalism; besides the parameters and their
types, the PFT formalism introduces other new primitives, with respect to the FT
formalism. In the construction of the PFT model, each time replicated subsystems
are encountered, a parametric subtree must be drawn in the model. The root of a
parametric subtree is a Replicator Event (RE): a RE graphically appears as a dotted

47
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rectangle, and a parameter is declared together with its type, inside the RE. Such
parameter is associated also with the events in the parametric subtree if an instance
of them is present in each of the replicated subtrees represented in compact form by
the parametric subtree. The cardinality of the type of the parameter declared in the
RE, indicates the number of replicated subtrees folded in the parametric subtree,
while each element of the type identifies a distinct replicated subtree.

Parametric subtrees may be nested, so a parametric subtree may contain inner
parametric subtrees. In this case, the RE which is the root of an inner subtree, may
contain several parameters: the parameters declared in the REs which are the roots
of the outer subtrees, and the parameter declared in the RE which is the root of the
inner parametric subtree. By convention, the set of the parameters associated with
an event, is ordered by the increasing depth of the REs where the parameters are
declared in. So, if the set of parameters of the RE e are {i1,...,4my}, ip, is the
parameter declared in e.

In general, if a RE has several parameters, the relative parametric subtree folds
as many replicated subtrees as the possible combinations of values of the parame-
ters.

Another new primitive introduced in the PFT formalism is the Basic Replicator
Event (BRE); a BRE allows to fold several BEs with the same failure rate and
connected to the same gate. To this aim, a parameter is declared in a BRE which
may have other parameters if it is nested in one or more parametric subtrees.

3.2 PFT formalism definition

The PFT formalism can be defined by the tuple
,PFT = (87 g’ A’ P’ T7 Bg7 77 T’ 07 57 w’ >\7 ¢)

where

o £=BEUIEU{TE} URE UBRE is the set of the events in the PFT; it is
the union of the following sets:
— B¢ is the set of the BEs;
— & is the set of the IEs;
— {TE} is the set composed by the unique TE;
— RE is the set of the REs;
— BRE is the set of the BREs.

o A C (ExG)U(G x &) is the set of the arcs according to the logic circuit
orientation.

e BG = {AND, OR} is the set of Boolean gate types.

e v : G — Bg is the function assigning to each gate its type.
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P is the set of parameters.
T is the set of types.

T : P — T is the function assigning to each parameter the corresponding
type.

0:{E—{TE}} - @{PUe} is the function returning the set of parameters
associated with an event.

Givene € £,ce ={e' € £ : J[¢' — €]}.
In a PFT, the following property must hold:
VYee€ &, e € oTE

Given e € &, € is composed by any [b — €] : b € BE U BRE. € indicates
the subtree rooted in e.

d: {RE UBRE} — P is the function returning the parameter declared in a
RE or in a BRE. The following properties must hold:

- Vey,eq € {RE UBR(C:} tep # 62,5(61) 05(62) =0

- Vee REVped(e),Ie :peb(e')Ne € oe

- Givene € RE, é(e) = {p}, ¢’ € ce, p € O(€'), we have that Ve" €
[e —e],p € (")

Given the event e € & such that 8(e) # ( and 0(e) = {p1,-...pm}, with
m > 1, we indicate such event in the PFT model as e(p1,...,pn). Ife €
{RE UBRE}, then §(e) = {pm}

w:{€ —{TE}} — INis the function returning the multiplicity of an event:

- Vee {EUIEU{TE}},w(e) =1
- Ve € {REUBRE}, w(e) = |T(d(e))]

Given g € G,

og ={e € &:3(e,g) € A} is the set of input events of g;

ge = {e € £:3(g,e) € A} is the output event of g.

Givene € €,

ec = {g € G :3(g,e) € A} is the gate having e as output event;

ee = {g € G:3(e,g) € A} is the set of gates having e as one of their input
events.

The following conditions about the connection of events with gates, must
hold:

- Vg € g’ZVeEO_q w(e) >1
-VgegG,lge|=1
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- Vee {BEUBRE},|ee| =0
-Vee{€ - {TE}},lee| >0
-Veec {IEURE}, |eel =1
— |eTE| =1

- |TEe|=0

e \:{BEUBRE} — IRT is the function assigning a failure rate to a BE or
to a BRE, if we assume its negative exponential distribution.

o ¢ : £ - B = {true, false} is the function returning the Boolean value
of an event (Boolean variable). Giveny € {{TE} UZEURE}, g € G,

g = {y},
- ify(g) = AND then

$y) = A p(e)A A ARC0)

Ve:e€eghe€{ZEUBE} Ve:eCogheE{REUBRE} VieT(d(e))

- if y(g) = OR then

$y) = V OM V Vo (e

Ve:eceghec{TEUBE} Ve:eceghec{REUBRE} VieT(d(e))

3.2.1 Running example

In this section, we refer to the Multiproc system and to its FT model described in
section 2.2.1. Several redundancies and symmetries can be observed in the Multi-
proc system: we have three processing units composed by the same type and the
same number of components: one processor and three internal memories. We have
two identical shared memories, and each of them has its own bus in order to be
connected to all the processing units. Finally, we have two hard disks.

Such symmetries and redundancies in the system lead to the presence in the
FT model, of several subtrees with the same structure; for instance, subtrees PU1,
PU2, PU3 are isomorphic and their BEs concern the same types of components
(processors and memories). Moreover, the basic events referring to the same class
of components (for instance, the processors) have the same failure rate. The subtree

o
rooted in the event SM contemporary belongs to the subtrees PU1, PU2, PU3.
Also SM contains symmetries.

The symmetries in the system are reflected first in its FT model (Fig. 2.3),
and consequently in the corresponding BDD (Fig. 2.11) where we can note that
several subgraphs have the same structure and are composed by variables referring
to components of the same type. For instance, the node R1 is connected through
its outgoing 0-edge to B1, while R2 is connected through its outgoing 0-edge, to
B2. The subgraph composed by P1, M11, M12, M13 has the same structure of
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the subgraphs composed by P2, M21, M22, M 23, and by P3, M 31, M32, M 33,
respectively. Moreover, we have three cascading nodes concerning the processors:
P1, P2, P3.

PFT model of the system

Fig. 3.1 shows the PFT model of the Multiproc system; such model is semantically
equivalent to the FT model in Fig. 2.3, but the number of nodes is clearly reduced.

In the PFT model, the whole system failure is still represented by T'E which is
the output of a gate of type OR whose 1nput events are CM and D A. With respect
to the FT model, the subtrees PUl PU? and PU3 have been folded in the PFT
model, in the parametric subtree PU( ) (PU(3) € RE); the type of the parameter 3
is C1 = {1,2,3}. The event C M is the output of a gate of type OR having PU ()
as its unique input event.

The parameter 4 is associated also with the events P(3), M EM (i) and M M (3),
in order to express that an instance of such events is present inside each instance
of the parametric subtree P/U(\z) The BEs modelling the failure of the internal
memories of a processing unit, have been folded in the BRE M (i, k), with k of type
C4 = {1,2,3}. This expresses that each instance of processing unit (identified by
i) contains a set of internal memories whose cardinality is |C4|.

In the PFT model, the event SM has no parameters since it belongs to all
the instances of the parametric subtree 1% In the FT, the subtrees BRI and
BR? have the same structure, so in the PFT model, they have been folded in the
parametric subtree B/R\(]) (BR(j) € RE) with 7(j) = C2 = {1,2}. BR(j) is
the output of a gate of type OR having R(j) and B(j) as input events. This means
that in each instance of the parametric subtree B/R(\] ), there is a distinct instance
of R and of B.

The BEs D1 and D2 modelling the failure of the hard disks in the FT model,
have been folded in the PFT model, in the BRE D(h), with 7(h) = C3 = {1, 2}.

Tab. 3.1 indicates the correspondence between the events in the PFT and the
components or subsystems in the Multiproc system.

3.3 PFT analysis

While the quantitative analysis on a PFT model still returns the probability of the
TE (Unreliability of the system) at a given time, the qualitative analysis of a PFT
returns Parametric Minimal Cut Sets (pMCS) [10, 11, 28] instead of the ordinary
ones. An ordinary MCS (section 2.3.1) is a minimal set of basic components whose
contemporary failed state leads to the whole system failure. In a system with re-
dundancies, we may obtain several MCSs with the same order and composed by
components of the same class; a pMCS groups such ordinary MCSs in an equiva-
lence class evidencing only the failure pattern regardless the identity of the repli-
cated components inside the pMCS. This allows a reduction of the failure patterns
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| 1 LTIITIPUG)
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Figure 3.1: The PFT model for the Multiproc system.
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Event Component / Subsystem

DA Disk Access
DBUS | Disk Bus

MS Mass Storage

D(h) Hard Disks

CM Computing module

PU(i) | Processing Unit i

P(7) Processor of the Processing Unit %

MEM (i) | Memory access of the Processing Unit ¢
MM(i) | Internal Memory Module of the Processing Unit ¢
M (i,k) | Internal Memories of the Processing Unit ¢

SM Shared Memory access
BR(j) | Shared Memory module j
R(j) Shared Memory j
B(j) Memory Bus of the Shared Memory j

Table 3.1: Correspondence between the events and the components or subsystems.

to be examined. Interpreting the PFT as a Boolean formula, a pMCS is a set of
solutions of the formula.

As the use of the PFT formalism avoids drawing replicated subtrees, the ap-
proach to perform the analysis of a PFT model has to avoid their repeated analysis
by performing the analysis of only one replica.

An efficient way to perform the analysis of a FT, is based on the use of BDDs,
as shown in chapter 2. In this chapter instead, we adapt the approach based on
BDDs, in order to cope with parametric subtrees: BDDs are extended in order
to deal with parameters obtaining Parametric Binary Decision Diagrams (pBDD)
[10, 28].

3.3.1 Related work on PFT analysis

In [21] a method for computing the MCSs of FT models with event classes has
been proposed: basic nodes can represent subsets of similar basic events. The same
event class e can appear as input of different gates with different multiplicities (the
notation used is e[n;], meaning that at least n; events in class e have occurred,
where n; must of course be less then or equal to the event class cardinality). This
could be expressed by the PFT formalism by using a BRE and one or more gates
of type K : N; on the contrary the full expressiveness of the PFT formalism is not
covered by the extension proposed in [21]. It would be interesting to investigate
whether the analysis method proposed in [21] could be extended to work on PFT.
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3.4 Parametric BDDs

As the use of the PFT formalism allows to compact a FT with symmetric subtrees,
a BDD with symmetric subgraphs can be folded in a pBDD. An example of pBDD
is shown in Fig. 3.11.

pBDDs are an extension of BDDs, studied in order to cope with parameteri-
zation. While in a BDD the nodes are Boolean variables, in a pBDD, a node can
be a Boolean variable, a parametric Boolean variable, or a Parametric Box (pBox)
[10, 28]. A Boolean variable has no parameters, while a parametric Boolean vari-
able of a pBDD has a set of parameters associated with.

A pBox instead, is a new primitive introduced in pBDDs, and is graphically
represented as a dashed rectangle including a parametric graph. A pBox has two
attributes: a replication parameter and a replication operator.

The aim of a pBox is representing in a compact way, the BDD obtained by the
composition according to a Boolean operator (AND (A), OR (V)), of symmet-
ric BDDs. Such BDDs are represented in a compact way inside the pBox, by a
unique parametric graph composed by parametric variables and possibly by inner
pBoxes, while their identity is maintained by the fype of the replication parameter.
The replication operator of the pBox is the operator used to compose together the
symmetric BDDs. As in the PFT formalism (section 3.2) the type of the replication
parameter of a pBox, is the set that the parameter can range over.

A pBox has one input interface and two output interfaces: the /-output inter-
face and the 0-output interface. pBox interfaces are graphically indicated as small
black circles. The incoming edges! of a pBox must point the input interface of the
pBox. A pBox can be pointed by one or several incoming edges.

Inside a pBox, all the 1-edges which are not pointing to an internal variable, or
to an inner pBox, must be directed to the 1-output interface. All the 0-edges which
are not pointing to an internal variable, or to an inner pBox, must be directed to the
0-output interface.

The aim of the 1-output interface and the 0-output interface, is twofold: they
represent the constant 1 and the constant 0 respectively, of the symmetric BDDs
folded in the parametric graph of the pBox; output interfaces are also the point of
connection of the pBox with the underlying nodes.

The outgoing edges of a pBox must be one 1-edge and one 0-edge. The outgo-
ing 1-edge of the pBox is drawn between the 1-output interface of the pBox and an
external node (variable or pBox). The outgoing 0-edge of the pBox is drawn be-
tween the O-output interface of the pBox and an external node (variable or pBox).
In this way, any node which is external to the pBox can not be connected with
nodes inside the pBox, but only with its interfaces.

All the parametric variables inside a pBox whose replication parameter is p,
must have p inside their parameter sets.

pBoxes can be nested; in that case, the condition about parameters still holds:

'pBDD edges have the tree structure orientation.
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a parametric variable inside an inner pBox must have all the parameters associated
with the pBoxes containing such parametric variable.

3.4.1 pBDD formal definition

A pBDD is a DAG and can be defined by the tuple
PBDD = (N’D7T7P7T7£’T76777077771)0)

where
e N =V UPBUPYUC is the set of nodes; it is the union of these sets:

— Vs the set of Boolean variables.
— PB s a set of pBoxes.
— PV is the set of Parametric Boolean variables.

- C = {1,0} is the set composed by the Boolean constants 1 and O cor-
responding to the true and false Boolean value, respectively.

r € {V U PB} is the root node.

D C (N x N) is the set of edges, according to the the tree structure orien-
tation.

L:D — {"0" 1"} is the function assigning a label to an edge. The label
can be either ”0” or 1.

P is a set of parameters.

T is a set of types.

7 : P — T is the function returning the type of a parameter.

0 : PB — P is the function returning the replication parameter of a pBox.

~v:PB — {AND, OR} is the function returning the replication operator of
a pBox.

Any b € PB can be defined by the tuple (I;, PG), where

— I is the input interface of b, where the edges pointing b are concen-
trated.

— PG is the parametric subgraph inside b. PG can be defined by the
tuple (N, D', '), where
* N' = PB' UPV' ULZ is the set of nodes in PG} it is the union of
these sets:
- PV’ C PV is the set of Boolean parametric variables in PG.
- PB' C PB s the set of pBoxes in PG.



56

CHAPTER 3. PBDD BASED PFT ANALYSIS

- T ={1,0}, where 1 is the 1-output interface of b, and 0 is the
0-output interface of b.

x ' € PV UPB is the root node of PG.
x* D' C (N’ x N') is the set of edges in PG.

Vb, o € PB:b£ Y, (bNY = 0)V (bC )V (5D Y)
Givenz € N,n(z) ={be PB:z € bN'}

0 : PV — QP is the function returning the set of parameters of a Boolean
parametric variable.

- Vz e PV,9($) = UVbePB:bEn(w) 5([))

Given z € N, 9(z) = |n(x)| is the function returning the nesting level of a
node; this means the number of pBoxes containing that node.
Vz e V,¢(z) =0

V(z,y) € D, (¢(z) = ¥(y)) A (n(z) = n(y))
Givenz € N,

- oz = {z' € N : 3(2,z) € D} is the set of parent nodes of z.
ze = {z' € N : 3(z,z') € D} is the set of descending nodes of z.
- zo; ={z' e N :3I(z,2") € DA L(z,2") =" 1"}
- zog ={z' e N : I(z,2") € DA L(z,2") =" 0"}
The following conditions must hold:

* Vy e N — {{r} UlUypeppb-PG.r'}, ey > 1

x [er| =0

* Vb € PB,| e b.PG.r'| =0

x VyeC,|eyl>1

x Vbe PB,Vy € b.PGI,|ey|>1

* Yy € N = {CUUypeppb-PG L}, |lye| =2

* VyeC,lye| =0

x Vb€ PBYy € b.PG.Z,|lye|=0

* Vy € N = {CUUypcppb-PGL},|ye| =1}

£ Yy € N = {CUUypeps b-PG.T}, |y o0 | = 1}

* Yy € N = {CUUypeppb-PGI}, ye =y e Uyeg

* Yy € {CUUypepp 0-PG.Z},|ye1| =0

* Yy € {CUUypepp 0-PG.Z},|yeg| =0

e According to the tree structure orientation of the pBDD edges (D), we have

a path between £1 € N and z, € N if the following conditions hold:
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= n(z1) = n(zk)
- 3z1,x9, ..., 2 EN Vi €{2,...,k—1},n(x;) = n(z1) = n(zk) A
Vi € {1,...,k‘ - 1},3(ki,ki+1) €D

A path between the nodes z; and zy, is indicated by the expression [z1 — ]
and includes all the nodes and the edges along that path:

[z1 = zg] = [21, (21, 22), T2, (T2, 23), . . ., Tk—1, (Tk—_1, Tk), Tk]

- Given z,1' € N : n(z) = n(z'), ' is reachable from z if a path
between z and z’ exists.

- Givenz € N, zo={z' e N : J[z — 2'])}.

- Given z € N : n(z) = 0, we indicate the subgraph rooted in x with
the expression Z. Z is composed by any [z — z'] : 2’ € C

3.4.2 Parametric ife notation

The ite notation (section 2.4.1) is used to express the structure of a BDD. In order
to deal with pBDDs, the ite notation needs to be extended in order to indicate the
presence of pBoxes and their interfaces.

The structure of a pPBDD can be expressed by using the Parametric if-then-else
notation (pite). Let us consider the pBox b with 6(b) = k, 7(k) = K, v(b) =
AND, b.PG = pite(z(k), F1(k), Fo(k)), z € b.PV' C PV, 6(x) = k. Then, b is
represented in pite notation in this way:

[pite(z(k), F1(k), Fo(k)lk:k,anD

If the replication operator of b is instead OR (v(b) = OR), the pite representation
of b becomes,

[pite(z(k), F1(k), Fo(k)lk:k,0R

For example, the pite notation of the pBox PB; in the pBDD in Fig. 3.11, is
PB; = [pite(R(j),1, pite(B(j),1,0))]:c2,anp Where 1 indicates the 1-output
interface, while 0 indicates the 0-output interface.

In general, a pBox is indicated in pite notation by expressing its internal para-
metric graph inside a couple of square brackets, while the replication parameter
of the pBox, together with its replication operator, is expressed just after the close
square bracket.

A pBox may contain inner pBoxes; in this case, the expression between square
brackets, of the parametric graph of the outer pBox, will contain the name of the
inner pBox(es), while their pite notation is expressed in isolation. For example,
in the pBDD in Fig. 3.11, the pBox named PB; contains the inner pBox named
PBy. The pite notation of PBy, is

PBy, = [pite(M (i, k), 1,0)]k:c4,AND
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So, the pite notation of PB; is
PB': = [pzte(P(z),l,pzte(PBk,l, Q))]i:CI,AND

The expressions 1 and 0 in the pite notation of a certain pBox, always refer to
the 1-output interface and the 0-output interface of such pBox, respectively.

In order to provide the pite notation relative to a whole pBDD, we have first
to express in pite notation, any pBox inside the pBDD. In the case of the pBDD in
Fig. 3.11, we have that:

PBy, = [pite(D(h),1,0)]n.c3,0r

PB; = [pite(R(j), 1, pite(B(j),1,0))lj:c2,anD
PBy, = [pite(M (i, k), 1,0)]k.c4,AND

PB! = [pite(P(3), 1, pite(PBy, 1,0))]i:c1,AND
PBj = [P(1),1,0]

The pite notation for the whole pBDD is
pite(DBUS, 1, pite(PBy, 1,ite(PBj,ite(PBj, 1,0),ite(PB],1,0))))

where the expressions 1 and 0 are the terminal nodes (constants) 1 and O corre-
sponding to the Boolean values true and false, respectively.

3.4.3 pBDD unfolding

In order to clarify the semantic of a pBDD, in this section, we show how it is
possible to unfold a pBDD; this means deriving from a pBDD the semantically
equivalent BDD.

We suppose to have the pBox P By, expressed in pite notation as

[pite(z(k), F1 (k), Fo(k))|k:k,AND

with 7(k) = K ={1,...,n}.

Moreover, we suppose that PBj has no inner pBoxes, and that we have an
order for the Boolean variables inside such graph. Then, the graph represented in
compact form by P By, is given by the unfolding of the pBox:

n

N\ pite(z(k), Fi (k), Fo(k)) 3.1)
k=1

If instead, v(PBy) = OR, PBy, can be expressed using the pite notation as

[pite(z(k), F1(k), Fo(k))|k:x,0R

while the graph represented in compact form by P By, is given by the unfolding of
the pBox:

n

\/ pite(x(k), Py (k), Fo(k)) (32)
k=1
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The operator A in eq. 3.1 is applied according to eq. 2.14 and eq. 2.16; the
operator V in eq. 3.2 is applied according to eq. 2.13 and eq. 2.15.

In other words, the unfolding of a pBox consists of composing according to
a Boolean relation (AN D, OR), as many instances of the parametric graph con-
tained in the pBox, as the number of possible values of the replication parameter of
the pBox, given by the cardinality of the type of the parameter. For each possible
value of the replication parameter, we have an instance of the parametric graph.
An instance of the parametric graph corresponds to a graph with the same structure
of the parametric graph, where we have instances of the parametric variables ac-
cording to the value of the replication parameter concerning the parametric graph
instance.

An instance of a parametric variable is a variable identified by the name of the
parametric variable and a possible value of the parameter. For instance, given the
parametric variable z(k), z1 is an instance of z(k) given that k = 1.

Moreover, in an instance of the parametric graph, the 1-output interface of
the pBox is replaced by the constant 1, while the 0-output interface becomes the
constant 0. For example, an instance of the pBox

PB] = [pZte(R(j)alaPZte(B(])alaQ))]]CQ,AND
in the pBDD in Fig. 3.11, is
pite(R1, 1, pite(B1,1,0))

given j = 1.

If in the order of the parametric variables of the pPBDD we have that z(k) <
y(k), then in the graph resulting from the the unfolding of the pBox P B}, we have
that

o Vie K,x(k=1) <y(k=1)
o Vi,j € K:i<juz(i) <z(j)

After the composition of the instances of the parametric graph of the pBox, the
resulting graph must be connected with the rest of the pBDD:

o the edge(s) pointing the input interface of the pBox before the unfolding, are
redirected toward the root node of the graph resulting from the unfolding of
the pBox.

o All the edges pointing to the constant 1 in the graph resulting from the pBox
unfolding, are redirected toward the node pointed by the 1-edge of the pBox
before the unfolding. All the edges pointing to the constant O in the graph
resulting from the pBox unfolding, are redirected toward the node pointed
by the 0-edge of the pBox before the unfolding.

If we have to unfold a pBox having inner pBoxes, first, any inner pBox must
be unfolded, then the outer pBox can be unfolded. If we perform the unfolding of
the pBDD in Fig. 3.11, we obtain the BDD in Fig. 2.11.
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3.4.4 Related work on BDDs in compact form

In [62] a parametric version of BDD called Linearly Inductive BDD (LIBDD) has
been proposed, which resembles the pBDD introduced in this paper. The applica-
tion area is rather different but the basic idea (which allows to exploit symmetries)
is similar. The LIBDD have in general a more complex structure than the pBDD,
and contain cycles (because are used to represent linearly inductive Boolean func-
tions) but the unfolding semantics behind the two parametric BDD extensions is
very similar. The pBDD extension is powerful enough for our purposes and it is
amenable to a simpler analysis.

3.5 PFT analysis by means of pBDDs

Given a PFT model, we can derive from it the equivalent pBDD. The pBDD shown
in Fig. 3.11 is equivalent to the PFT model in Fig. 3.1.

Observing the pBDD in Fig. 3.11, we can note that the Boolean variables of
the pBDD correspond to a BEs having no parameters in the corresponding PFT. A
parametric Boolean variable of the pBDD corresponds to a BE whose parameter set
is not empty, or to a BRE of the PFT. The parameter set of a parametric variable in
the pBDD, is the same parameter set of the BE or BRE that the parametric variable
corresponds to.

The replication parameters of the pBoxes inside the pBDD, are the parameters
declared in the (B)REs inside the PFT. Such parameters maintain their type when
mapped from the PFT to the pBDD.

In this section, we show how it is possible to derive a pBDD from a PFT model.
The first step consists of ordering the BEs and the BREs of the PFT. Then, the
pBDD relative to the whole PFT, can be built by composing the pBDDs relative to
subtrees of the PFT.

After the creation of the complete pPBDD, we can perform on it both the quan-
titative and qualitative analysis.

3.5.1 Restrictions on PFT models

The pBDD based methods for the analysis of PFTs, proposed in this chapter, can
be applied if some restrictions concerning the connection of events with gates, and
the use of parameters, are respected in the PFT model.

The restrictions on the ways to connect events with gates, are:

o the set of types of gate is limited to { AND, OR}.
o Vec {REUBRE}, |ee| =1
e Vge G Veec {REUBRE} : e € og, 09 = {e}

This means that a (B)RE can be the input of only one gate, and a gate having a
(B)RE as input event, must not have other input events.
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The restrictions on the use of the parameters, are:
Given y € RE, the set U is defined in this way:

U={ec€:ecoyh By e RE:ec oy ANy £eny £yny' € oy}

The set U is the set of the events such that y is reachable from them and there are
no other REs along the paths from the element of U and y.

o Vz € UN{BEUIZE}, the set of parameters of = can be one of the following

sets:
- 0(z) =0(y)
- 0(z) =0(y"),y" €eRENz € oy Ny #y
-6(z)=10

This means that the parameter set of a non replicator event x included in U,
must be the same of y, or the same of another RE 3" such that 4" is reachable
from z (and from y), or the empty set.

o Vz € UANz € {REUBRE}, the set of parameters of = can be one of the
following sets:

- 0(z) = 0(y) U é(x)
-0(z)=00" )Ud(z),y" e REANz €Y' ANy Ayny" #2z
- 0(z) = é(x)

This means that the parameter set of a (B)RE z included in U, must be the
same of y with the addition of a new parameter (6(z)), or the same of another
RE 3" with the addition of a new parameter (d(z)), such that y” is reachable
from z (and from y), or the set composed only by d(x).

3.5.2 Ordering the PFT events

As we need to sort the BEs of a FT before generating the corresponding BDD, an
order for the BEs and the BREs of a PFT, must be set and must be respected during
the construction of the pBDD.

The events order influences the final dimensions of the pBDD. Several heuris-
tics were proposed in the literature [15, 72, 54] in order to reduce the size of the
BDD derived from a FT. For instance, the heuristic named H7 (section 2.4.3) sorts
the BEs by the decreasing number of their fanouts, i.e. the number of gates that a
single BE is input of.

This ordering policy may be useful in the construction of the pBDD corre-
sponding to a PFT model, but in a PFT, an event may be the input of several gates,
even though it has only one fanout. This is due to the presence of parameters. For
instance, in Fig. 3.1, the event SM has one fanout, but actually it is the input of
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several gates having M EM (i) as output event, with i ranging over its type C1.
In other words, SM belongs to several replicated subtrees represented in compact
form by one parametric subtree, in this case, the parametric subtree 1% So, we
need a way to determine, if a subtree is shared, 1. e. it belongs to several replicated
subtrees.

Definition 2 Given © € € — {TE}, and y € RE, T is shared by any replicated
subtree represented in compact form by v, if 6(y) € 0(x) A x € oy. Briefly, we say
that T is shared by 7).

Our approach to sort the BEs together with the BREs of a PFT, is based on this
idea: given Z shared by ¥, any event ¢’ € T must appear in the order before any
evente:e € yAe & .

To this aim, instead of directly sorting the B(R)Es of the PFT, we group them
in event classes and we sort the event classes. An event class is a set grouping the
B(R)Es with the same set of parameters. We indicate an event class in this way:

EC{p1,...,pm} ={e € BEUBRE : 6(e) = {p1,-.-,Pm}}

If the restrictions on the use of parameters in the PFT (defined in section 3.5.1),
are respected, the following properties hold:

o Veec BE:0O(e) £ 0,3’ € RE : 0(e) = 0(e)
e Ve € BRE, Ae' € £ : 6(e) = 0(€)

In other words, if the restrictions are respected, for each RE in the PFT we have an
event class collecting the BEs having the same parameter set of such RE. We have
also an event class for each BRE containing only such BRE. The BEs having no
parameters can be grouped in an event class concerning the empty set of parame-
ters: EC{} = {e € BE : 6(e) = 0}. So, each B(R)E can be assigned to a specific
event class.

The event class EC{p1,...,pm} groups the B(R)Es having {p1,...,pm} as
parameter set; such events belong to the subtree i : y € RE U BRE A O(y) =
{p1,---,pm}. We discover if a subtree is shared by several replicated subtrees, by
observing the set of parameters of its root event; such set must be the same as the
set of parameters of a RE or a BRE corresponding to an event class.

Since there is a correspondence between a (B)RE and an event class, ordering
the (B)REs means ordering the event classes. The (B)REs of the PFT can be sorted
by visiting the PFT. We perform a depth-first left-most visit of the PFT.

Initially, the order list is empty. When we visit the first (B)RE, such (B)RE
becomes the first and unique element of the current order. When we visit the suc-
cessive (B)RE z, we verify by means of def. 2 if  is shared by some 3 : y € RE.
If Z is shared, we look in the order list, starting from the initial element, for the
first element y such that Z is shared by 7, and we place z just before ¥ in the order
list. If 7 is not shared by any subtree, z is appended to the order list.
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When the visit of the PFT is complete, we have sorted all the (B)REs of the
PFT. The order of the event classes is given by EC{} followed by the event classes
corresponding to the ordered (B)REs.

Inside each event class, it is possible to perform a further ordering based on
some heuristic; for instance, we can sort the event in an event class according to
the number of their fanouts.

At this point, we obtain the general ordering of the B(R)Es of the PFT, by the
concatenation of the ordered events inside the ordered event classes. If EC; <
ECy; < ... < EC, is the ordered list of the event classes, and e;; < ej2 < ... 1is
the ordered list of events inside the event class F.C;, the general order of the B(R)Es
of the PFT is given by ej; <ej0 < ... <eg1 <e22 < ... <ep1 <é€p2 < ...

3.5.3 The construction of the pBDD

The rules to build a BDD from a FT model, are still valid for the generation of
the pBDD corresponding to a PFT, but in the pBDD construction, we have also to
consider the presence of parameters and we have to create pBoxes.

Once the B(R)Es of the PFT have been ordered (section 3.5.2), we can create
and compose the subgraphs of the pBDD using the same rules used to obtain a
BDD from a FT:

e Given z € BE : 6(z) = 0 in the PFT, the pBDD corresponding to z is
pite(x,1,0) with z € V.

e Givenz € BEUBRE : 6(z) = {p1,---,Pm},m > 1 (we can indicate such
event also as z(p1,...,pm)) the pBDD corresponding to z(p1,...,Pm) is

pite(z(p1,---,Pm),1,0) with z(p1,...,pm) € PV.

e Giveny € ZEURE and g € G suchthaty € geandeg = {z1,...,Zn}, (n >
2) the pBDD equivalent to ¥ is given by the composition of the pBDDs
equivalent to Z71, Z3, ..., Zn. If 7(g) = OR, such composition can be
performed by means of eq. 2.13 and eq. 2.15. If v(g9) = AN D, such com-
position can be performed by means of eq. 2.14 and eq. 2.16. In both cases,
the order of the B(R)Es of the PFT must be respected. Moreover, eq. 2.13,
2.14, 2.15 2.16 refer to the composition of BDDs, so the terms a, b, ¢ in such
equations, refer to Boolean variables. If we use these equations to compose
pBDDs, the terms a, b, ¢ are still the root nodes of the pBDDs to be com-
posed, but a, b, c can be Boolean variables, parametric Boolean variables or
pBoxes.

e Giveny € ZEURE, g € Gandz € REUBRE such thaty € ge, og = {z},
d(z) = p, the pBDD D’ equivalent to 7 is given by the pBDD D equivalent
to  with the addition of some pBoxes:

1. - ifVu € D,p, € 0(u) then we create one pBox B = (I;, PG)
where [; is the input interface of B, and PG = D is the internal
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parametric graph of B.

- if 3u € D : py & O(u) then for each subgraph z € D : p, €
0(z) ANVz' € ez,p, & 0(2'), we create a pBox B = (I;, PG)
where I; is the input interface of B, and PG = Z is the internal
parametric graph of B.

In both cases, §(B) = p, (p, maintains its type 7(pz)), 7(B) = v(g).
Due to the ordering policy of the PFT B(R)Es described in section
3.5.2, the following property holds:

Vv € D.PV : p, € 6(v),Vv' € vo,p, € O(v')

This happens because, every B(R)E u in Z such that p, & 6(u), pre-
cedes in the order any B(R)E «/ in Z such that p,, € 6(u').

Then, we have to redirect the edges of PG pointing to the constant 1
and O:

- Each (u,1) € B.PG.D' : u € B.PG.PV' A1 € B.C becomes
(u,1) € B.PG.D' :uc B.PG.PV' N1l € B.PG.T

- Each (u,0) € B.PG.D' : u € B.PG.PV' A0 € B.C becomes
(u,0) € B.PG.D' :u € B.PG.PV A0 € B.PG.T

B must be connected to the constant 1 and O:
- (B,1) € D.Dis created.
- (B,0) € D.D is created.

The edges pointing to z before the creation of the pBox B, must point
now to the input interface of B:

- each (u,z) € D.D:u € DN Au € ez becomes (u, B) € D.D.
In this way, we have created D' from D.

2. Given the pBox B in the pBDD D’, B.PG may contain isomorphic
subgraphs and useless nodes (see section 2.4.2). In B.PG, isomorphic

subgraphs can be merged, while useless nodes can be deleted (section
24.2.

3. In the pBDD D’ isomorphic pBoxes may be present; two pBoxes are
isomorphic if their internal parametric graphs are isomorphic. Isomor-
phic pBoxes can be merged: we maintain only one of the isomorphic
pBoxes, and we remove all the other ones. All the edges pointing the
removed pBoxes, are redirected toward the input interface of the main-
tained pBox. After the creation of the pBox, and the possible simpli-
fication of its internal parametric graph PG, PG is not modified any
more. Moreover, we deal with the pBox as it was a parametric Boolean
variable, even though it contains a graph.

4. In the pBDD D’ useless nodes may be present: u € VU PV UPBisa
useless node if ue; = ueg. A useless node 1’ can be deleted from the
pBDD D' in this way: each (u,u’) € D'.D becomes (u,ue1).

The pBDD relative to the whole PFT is the pBDD corresponding to TE.
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3.5.4 Quantitative analysis on the pBDD

The quantitative analysis of a pBDD returns the probability of the TE (Unreliability
of the system) at a given time ¢. The quantitative analysis of the pBDD requires
first the quantitative analysis in isolation of each of the pBoxes. A pBox can be
analyzed only when the analysis of all its internal pBoxes has been completed.

When the analysis of a pBox has been completed, the pBox is replaced in the
pBDD by a Boolean variable with the same name and the same probability of the
pBox.

Analysis of a pBox

The quantitative analysis in isolation of the pBox B such that §(B) = k and
7(k) = K, is performed in this way: first, we compute the probability of its internal
parametric graph B.PG = pite(z(k), F1(k), Fo(k)) by means of eq. 3.3:

Pr{B.PG} = Pr{pite(z(k),Fi(k),Fy(k))} =
= Pr{s}- Pr{F\(k)} + (1 — Pr{s(k)}) - Pr{Fo(k)}3.3)

In eq. 3.3, if z replaces an inner pBox B’ of B such that its probability has been
previously computed, then Pr{z} = Pr{B’}. If instead z refers to a B(R)E of the
PFT corresponding to the pBDD, Pr{z} = 1 — e*®)"* where A(x) is the failure
rate of the B(R)E z according to a negative exponential distribution.

The probability Pr{B.PG} concerns the parametric graph of the pBox B, but
it is not the probability of B. In other words, Pr{B.PG?} is the probability of one
instance of such parametric graph. In order to obtain the probability of the pBox
B, i. e. the probability of the graph resulting from the unfolding of B (section
3.4.3), we need to apply to Pr{B.PG} an operator depending on the replication
operator associated with B (y(B)):

e ify(B) = AND
Pr{B} = Pr{B.PG}T0(B) (3.4)

e ify(B) =OR
Pr{B} = R(Pr{B.PG},|T(6B)|) 3.5)

where R is the recursive function defined in this way:

R(p7 1) =D
R(p,i>1) = p+(1—p)R(p,i—1) 3.6)

All the instances of B.PG for §(B) ranging over 7(§(B)) have the same prob-
ability Pr{B.PG}. Moreover, any node of an instance of B.PG does not belong
to any other instance of B.PG.

So, eq. 3.4 can be explained in this way: if the instances of B.PG must be
composed according to the AN D relation, the probability of the resulting graph
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Figure 3.3: BDD with cascading nodes along the 0-edge.

is equivalent to the probability of the BDD shown in Fig. 3.2 and composed by
|7(6(B))| cascading nodes along the 1-edge. Each of these nodes has probability
Pr{B.PG}. The probability of such BDD is given by eq. 3.4.

The meaning of eq. 3.4 is the following: if the instances of B.PG must be
composed according to the OR relation, the probability of the resulting graph is
equivalent to the probability of the BDD shown in Fig. 3.3 and composed by
|7(6(B))| cascading nodes along the 0-edge. Each of these nodes has probability
Pr{B.PG}. The probability of such BDD is given by eq. 3.5.

Analysis of the complete pBDD

When all the pBoxes in the pBDD have been analyzed and replaced by Boolean
variables, we obtain a pPBDD containing no pBoxes; the analysis of such pBDD
can be performed by means of eq. 3.3 returning the final result, i. e. the probability
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of the TE at the given time t.

3.5.5 Qualitative analysis on the pBDD

The qualitative analysis of a pBDD returns the pMCSs (section 3.3) of the system.
The qualitative analysis of the pBDD requires first the qualitative analysis in iso-
lation of each of the pBoxes. A pBox can be analyzed when the analysis of all its
internal pBoxes has been completed.

When the analysis of a pBox has been completed, the pBox is replaced in the
pBDD by a Boolean variable with the same name and the same set of pMCSs of
the pBox.

Analysis of a pBox

The qualitative analysis in isolation of the pBox B such that §(B) = k and 7(k) =
K, is performed in this way: first, we derive the pMCSs of its internal parametric
graph B.PG = pite(x(k), F1(k), Fo(k)) by means of eq. 3.7:

pMCS[B.PG] = pMCS[pite(z(k), Fy(k), Fy(k))] =
= 2 A (pMCS[F (k)] — pMCS[Fy(k)]) U
UpMCS[Fy(k)] 3.7)

In eq. 3.7, if x replaces an inner pBox B’ of B such that its pMCSs have been
previously derived, then pM CS[z] = pM CS[B']. If instead z refers to a B(R)E
of the PFT corresponding to the pBDD, pM CS[z] = {z}.

The set pM CS[B.PG] concerns the parametric graph of the pBox B, but it is
not the set of pMCSs of B. In other words, pMCS[B.PG] is the set of pMCSs
of one instance of such parametric graph. In order to obtain the set of pMCSs
of the pBox B, i. e. the pMCSs of the graph resulting from the unfolding of B
(section 3.4.3), we need to apply to pM CS[B.P@] an operator depending on the
replication operator associated with B (y(B)):

o if y(B) = AND

(pMCS[B.PG)}- %4

= & pMCS[B.PG(K)] (3.8)
VkeT(d(B))

pMCS[B]

where ) indicates the Cartesian product.
e ify(B) =OR

pMCS[B] = {pMCS[B.PG}; Y

- U pMCS[B.PG (k)] (3.9)
VkeT(6(B))



68 CHAPTER 3. PBDD BASED PFT ANALYSIS

In eq. 3.8 and in eq. 3.9, pM CS[B.PG(k)] is the set of pMCSs of an instance of
B.P@G according to the value assigned to k.

Analysis of the complete pBDD

When all the pBoxes in the pBDD have been analyzed and replaced by Boolean
variables, we obtain a pBDD containing no pBoxes; the analysis of such pPBDD
can be performed by means of eq. 3.7 returning the final result, i. e. the pMCSs of
the system.

3.5.6 Running example
Ordering of the events

Before the construction of the pBDD corresponding to the PFT in Fig. 3.1, we have
to sort its B(R)Es. According to the ordering policy proposed in section 3.5.2, we
create an event class corresponding to the parameter set of each (B)RE present in
the PFT, with the addition of an event class for the BEs having no parameters. The
(B)REs in the PFT in Fig. 3.1 are: PU(i), M(i,k), BR(j), D(h); so, we have
these event classes: EC{i}, EC{i,k}, EC{j}, EC{h}, EC{}. Then, we assign
each B(R)E to the relative event class:

EC{i} = {P(i)}

EC{i,k} ={M(i,k)}

EC{j} ={R(j), B(4)}

EC{h}) ={D(n)}

EC{} ={DBUS}

Now, we have to sort the event classes; this means ordering the (B)REs in the
PFT by means of a depth-first left-most visit of the PFT:

1. The first visited (B)RE is D(h), so the order list of the (B)RE is set to D(h).

—— —

2. The second visited (B)RE is PU(7); PU(i) is not shared by D(h), so we
append PU (i) in the order list:

D(h) < PU(3)

— —_—

3. The third visited (B)RE is M (7, k); M (i, k) is shared neither by D(h), nor

o —

by PU/(%), so we append M (i, k) in the order list:
D(h) < PU(3) < M (i, k)

—— ——

4. The fourth and last visited (B)RE is BR(j); BR(j) is shared by PU (%), so
we place BR(j) before PU (7) in the order list:

D(h) < BR(j) < PU(%) < M (i, k)
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th: C3=(1, 2}
\ _,'OR

Figure 3.4: The pBDD corresponding to DA in the PFT in Fig. 3.1.

The order of the event classes is given by EC{} followed by the event classes
corresponding to the ordered (B)REs:

EC{} < EC{h} < EC{j} < EC{i} < EC{i, k}

In this example, every event class, with the exception of EC'{j}, contains only one
B(R)E, so only the elements of EC{j} need to be ordered: R(j) < B(j).

The general order of the B(R)Es in the PFT, is given by the concatenation of
the B(R)Es inside the ordered event classes:

DBUS < D(h) < R(j) < B(j) < P(i) < M(i,k)

Building the pBDD

Once the B(R)Es of the PFT have been ordered, we can build the pBDD according
to the rules described in section 3.5.3. In this section, we describe some of the
steps necessary to build the pBDD corresponding to the PFT model in Fig. 3.1.

We begin with the construction of the pBDD relative to the subtree DA. The
pBDD relative to the BE DBUS is pite(DBUS, 1,0); the pBDD relative to the
BRE D(h) is pite(D(h),1,0). The IE named MS is the output of a gate of
type OR having one input event: the BRE D(h). So, we have to create a pBox:
the pBDD corresponding to the subtree MS is pite(PBp,1,0) where PBy, =
[D(h),1,0]h.c3,0r-

The pBDD relative to BE DBUS is pite(DBUS, 1,0); the composition of
such pBDD with the pBDD relative to the subtree MS by means of eq. 2.13,
provides the pBDD corresponding to the subtree DA and shown in Fig. 3.4.

Let us consider now the construction of the pBDD for the subtree CM. Fig.

—

3.5 shows the pBDD for the subtree BR(j). The RE named BR(j) is the input
event of a gate of type OR whose output event is SM. The pBDD for the subtree
SM is shown in Fig. 3.6.

The pBDD relative to the subtree M M (4) is shown in Fig. 3.7. Since the event
MEM(3) is the output of a gate of type AN D having M M (i) and SM as input

——

events, in order to generate the pBDD relative to the subtree M EM (7), we need to
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Figure 3.6: The pBDD corresponding to SM in the PFT in Fig. 3.1.

compose the pBDD in Fig. 3.6 with the pBDD in Fig. 3.7, by means of eq. 2.14.
The resulting pBDD is shown in Fig. 3.8.

The pBDD for the BE named P(%) is pite(P(i),1,0). The event PU (3) is the
output of a gate of type OR having P(i) and M EM (%) as input events. So, in

——

order to obtain the pBDD for the subtree PU (%), we have to compose the pBDD in
Fig. 3.8 with the pBDD relative to P(4). The result is shown in Fig. 3.9.

The event C'M is the output of a gate of type AN D having as unique input
event the RE named PU (3). To obtain the pBDD for the subtree C M, we need
to create some pBoxes around several subgraphs of the pBDD in Fig. 3.9. The
resulting pBDD is shown in Fig. 3.10.

tk: C4={1,2,3)
o AND

—

Figure 3.7: The pBDD corresponding to M M () in the PFT in Fig. 3.1.
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—_—

Figure 3.8: The pBDD corresponding to M EM (i) in the PFT in Fig. 3.1.

{j: C2={1, 2}
:AND

tk: C4={1,2,3)
< _AND

—_—

Figure 3.9: The pBDD corresponding to PU (%) in the PFT in Fig. 3.1.

71
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H: C1={1, 2, 3)
\, ./AND

Figure 3.10: The pBDD corresponding to CM in the PFT in Fig. 3.1.

Finally, the pBDD for the whole PFT (ﬁ) is obtained by composing the
pBDD in Fig. 3.4 with the pBDD in Fig. 3.10, by means of eq. 2.13. The re-
sulting final pBDD is shown in Fig. 3.11.

Quantitative analysis

In this section, we perform the quantitative analysis on the pBDD in Fig. 3.11 for
a mission time equal to 10000h. The failure rates of the BEs and BREs in the
PFT in Fig. 3.1 are indicated in Tab. 2.1. Such events are ruled by the negative
exponential distribution. These failure rates are used to compute the probabilities
of the Boolean variables and parametric Boolean variables in the pBDD in Fig.
3.11.

First, we have to analyze the pBoxes in isolation. We begin with the pBox PB},
with §(PBy,) = h, 7(h) = C3 = {1, 2}, v(PBy) = OR. We have that

PBy,.PG = pite(D(h),1,0)
We use eq. 3.3 to compute the probability of the parametric graph of PBy:
Pr{PB,.PG} = Pr{D(h)}-1+ (1 —Pr{D(h)})-0=Pr{D(h)} =
= 1 e(78:01071)-10000 — g 007968
Since v(PBy) = OR the probability of the pBox P By, is given by eq. 3.5:

Pr{PB,} = R(Pr{PB,.PG},|C3|) = R(0.007968,2) =
= 0.007968 + (1 — 0.007968) - R(0.007968,1) =
= 0.007968 -+ 0.992032 - 0.007968 = 0.0158727
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th: C3={1, 2}
_+OR

P {1,2,3) h..
oo PBc {AND

ik:C4=
o {1,2,3k
“~ AND

....................

Figure 3.11: The pBDD corresponding to the PFT model in Fig. 3.1.
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In the pBDD, we replace the pBox PBj, with a Boolean variable with the same
name and the same probability.

We consider now the pBox PB; with 6(PB;) = j, 7(j) = C2 = {1,2} and
v(PB;) = AN D; the parametric graph of PB; is
We use eq. 3.3 to compute the probability of PB;.PG:

Pr{PB;.PG} = Pr{R(j)}-1+(1—Pr{R(j)}) - (Pr{B()} -1+

(1—Pr{B(5)})-0) =
= 0.000319
Since y(PBj) = AN D, the probability of the pBox PB; is computed by means
of eq. 3.4:
Pr{PB;} = Pr{PB;}“? =0.000319% = 1.02392 - 10"

In the pPBDD, we replace the pBox PBj, with a Boolean variable with the same
name and the same probability.

We need to analyze the pBox P By, before the analysis of PB;, since PBy, is
contained inside PB;. We have that §(PB;) = k, 7(k) = C4 = {1,2,3} and
v(PBy) = AN D. The parametric graph of PBy, is

By.PG = pite(M (i, k),1,0)
. By means of eq. 3.3, we compute the probability of By.PG:

Pr{PBy.PG} = Pr{M(i,k)} -1+ (1 — Pr{M(i,k)}) - 0 = 0.000299
Since v(PBy) = AND, the probability of PBy is computed by means of eq.
2.14:

Pr{PB;} = Pr{PB;.PG}“* = 0.000299° = 2.69879 - 10~

Inside the pBox PB;, we replace the pBox P B}, with a Boolean variable with the
same name and the same probability.

Now, we can analyze the pBox PB;-, since after this replacement, it does
not contain inner pBoxes. PB; has §(PB;) = i, 7(i) = C1 = {1,2,3} and
7(PB;) = AND. The parametric graph of PB; is now

PB;.PG = pite(P(i), 1, pite(PBy, 1,0))
The probability of the parametric graph of PB; is computed using eq. 3.3:

Pr{PB;.PG} = Pr{P(i)}-1+ (1 —Pr{P(®i)})- (Pr{PB;}-1
+(1 — Pr{PB})-0) =

1— 65-10—7-10000 1+ (1—(1- 65-10—7-10000)) .

-(2.69879 - 10711 . 1 + (1 —2.69879 - 10711) - 0)
= 0.004987
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Since y(PB;) = AN D, the probability of PB; is computed using eq. 3.4:
Pr{PB;} = Pr{PB;.PG}°! = 0.004987° = 1.24066 - 10~"
In the pPBDD, we replace the pBox PB; with a Boolean variable with the same
name and the same probability.
The last pBox to be analyzed in isolation is PB;. PB; has 6(PB;) = i,
7(i) = C1 = {1,2,3} and v(PB;) = AND. The parametric graph of PB; is
B; .PG = pite(P(i),1,0)

By means of eq. 3.3, we compute the probability of B;’ PG:

Pr{PB;.PG} = Pr{P(i)} -1+ (1 — Pr{P(d)}) - 0 = 0.004987
Since v(PB;) = AN D, the probability of PB; is computed by means of eq. 3.4:

Pr{PB} = Pr{PB,.PG}I®!l = 0.004987% = 1.24066 - 10!

Inside the pBDD, we replace the pBox PB: with a Boolean variable with the same
name and the same probability.
Now, in the pBDD, we have no pBoxes; the current pBDD is shown in Fig.
3.12. Its expression in pite notation is
G = (pite(DBU 8, 1, pite(P By, 1, pite(PB;, pite(PB;, 1,0), pite(PB; )))))

We can compute the probability of the TE at time ¢ = 10000/, on the current
pBDD, by means of eq. 3.3.

Pr{PB;} = Pr{PB;}-Pr{PB,}+ (1 - Pr{PB;})-Pr{PB,} =
= 1.02392-107-1.24066 - 107 +
+(1 —1.02392-1077) - 1.24066 - 10™7 =
= 1.24066 - 107

Pr{PB,} = Pr{PB,}+ (1— Pr{PB,}) - Pr{PB;} =
= 0.0158727 + (1 — 0.0158727) - 1.24066 - 1077 =
= 0.0158728

Pr{G} = Pr{DBUS}+ (1 - Pr{DBUS})- Pr{PB,} =
= 0.000019998 + (1 — 0.000019998) - 0.0158728 =
= 0.0158925
The last probability value we have obtained, is the probability of the TE at
time ¢ = 10000h. It corresponds to the value computed at the same time, on the

ordinary BDD (Fig. 2.11) corresponding to the FT model in Fig. 2.3 (see section
2.4.6).
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Figure 3.12: The reduced pBDD after the analysis of the pBoxes.

Qualitative analysis

In this section, we perform the qualitative analysis on the pBDD in Fig. 3.11.
First, we have to analyze the pBoxes in isolation. We begin with the pBox PB},
with §(PBp,) = h, 7(h) = C3 = {1,2} and y(PB},) = OR. We have that

PB,,.PG = pite(D(h),1,0)
We use eq. 3.7 to derive the pMCSs of the parametric graph of PB},:
pMCS[PB,,.PG] = {D(h)}
Since v(PBp) = OR the pMCSs of the pBox P By, are given by eq. 3.9:
pMCS[PBy] ={D(h)}cs

In the pPBDD, we replace the pBox PBj, with a Boolean variable with the same
name and the same pMCSs.

We consider now the pBox PB; with 6(PB;) = j, 7(j) = C2 = {1,2} and
v(PBj) = AN D; the parametric graph of PB; is

PB]PG = pzte(R(]),l,pzte(B(j),l,Q))
We use eq. 3.7 to derive the pMCSs of PB;.PG:
pMCS[PB;.PG] = {R(j), B(7)}

Since y(PBj) = AND, the pMCSs the pBox PB; are derived by means of eq.
3.8:
pMCS[PB;] = {R(j), B(5)}*



3.5. PFT ANALYSIS BY MEANS OF PBDDS 77

In the pBDD, we replace the pBox PBj, with a Boolean variable with the same
name and the same pMCSs.

We need to analyze the pBox P By, before the analysis of PB;-, since PBy, is
contained inside PB;. We have that §(PBy) = k, 7(k) = C4 = {1,2,3} and
v(PBy) = AN D. The parametric graph of P By is

PBy.PG = pite(M(i, k), 1,0)
By means of eq. 3.7, we obtain the pMCSs of By.PG:
pMCS|PBy. PG| = {M(i,k)}
Since v(PBj) = AN D, the pMCSs of PBy, are derived by means of eq. 3.8:
pMCS[PBy] = {M(i,k)}

Inside the pBox PB;-, we replace the pBox P B}, with a Boolean variable with the
same name and the same pMCSs.

Now, we can analyze the pBox PB;, since after this replacement, it does
not contain inner pBoxes. PB; has §(PB,) = i, 7(i) = C1 = {1,2,3} and
v(PB;) = AN D. The parametric graph of PB; is now

PB;.PG = pite(P(i), 1, pite(PBy, 1,0))

The pMCSs of the parametric graph of PB;- are obtained using eq. 3.7:
pMCS[PB;.PG] = {P(i), {M(i,k)}*}

Since 7(PB;) = AN D, the pMCSs of PB; are derived using eq. 3.8:
pMCS[PB;] = {P(i), {M(i, k)} 7}

In the pBDD, we replace the pBox PBZ’- with a Boolean variable with the same
name and the same pMCSs.

The last pBox to be analyzed in isolation is PB;. PB, has §(PB;) = i,
7(i) = C1 = {1,2,3} and y(PB;) = AND. The parametric graph of PB; is

B;.PG = pite(P(i),1,0)
By means of eq. 3.7, we obtain the pMCSs of BZ PG:
pMCS[PB;.PG] = {P(i)}
Since y(PB;) = AND, the pMCSs of PB; are derived by means of eq. 2.14:
pMCS[PB;] = {P(i)}!

Inside the pBDD, we replace the pBox PB: with a Boolean variable with the same
name and the same pMCSs.
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Now, in the pBDD, we have no pBoxes; the current pBDD is shown in Fig.
3.12. Its expression in pite notation is

G = (pite(DBUS, 1, pite(PBy, 1, pite(PB;, pite(PB;, 1,0), pite(PB, )))))

We can compute the pMCSs of the whole system on the current pBDD, by means
of eq. 3.7.

——

pMCS[PB(j)] = pMCS[PB;] A (pMCS[PB]] —
~pMCS[PB]]) UpMCS[PB;] =
= {{R(j), B(G)}* A ({P(&), {M (5, k)}*}" —
—{P@H)}"), {P(i)}"}

pMCS[PB,;] = pMCS|PB,|UpMCS|PB;| =
= {{D(M)}c3,{R(5), B()}** A ({P(), {M (i, k)}*}" -
{P(i)}), {P()}"}

pMCS|G] = pMCS[DBUS|UpMCS[PBy] =
= {DBUS,{D(h)}cs, {R(5), B(H)}* A
NP (@), {M (5, k) } T = {P(i)}), {P()}“"}

The last set of pMCSs is relative to the whole system. Some of the pMCSs
expressed in such form are not consistent with the definition of pMCS provided in
section 3.3 because a pMCS must collect a set of ordinary MCSs with the same
order and involving BEs concerning the same types of components.

In order to obtain the pMCSs in the correct form, we need to obtain a more ex-
plicit notation for the current pMCSs. This can be done by referring to the meaning
of the operators defined in eq. 3.8 and in eq. 3.9:

e DBUS is the ordinary MCS number 3 (section 2.4.6).

e {D(h)}c3 becomes [y, 3 D(h). Such pMCS collects the ordinary MCSs
number 1 and 2 (section 2.4.6).

o {R(5), BU)}72 A ({P(i), {M(i,k)}*}! = {P()°"} =
= {R(j), B(7)}* A {{P1P2P3, Uy () { M (a, k) }** P (b) P(c),
UV(a,b,c) {M(aa k)}C4{M(b7 k)}C4P(C)a
{M (1, k)}CHM (2, k)}{M(3,k)} "} — {PLP2P3}} =
= {R(5), B()}“* A {Un(a,b,c) {1 M (a, k) } ' P(b) P(c),
Uv(a,be) {M (a, B)}OH{M (b, k) }* P(c),
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{M(1,k)}CH{M (2, k) }H{M(3,k)} 4} =

= {R(5), B(7)}* Uv(a,p,c) {M (a, k) }“*P(b) P(c),
{R(5), B(7)}“” Uy(ap,e) {M (a, k) }H{M (b, k)}“* P(c),
{R(5), BG) Y {M (1, k)}H{M(2,k)}*{M(3, k)}*
where a,b,c € C1,and a # b, a # ¢, b # c.

- {R(5), B(j)}** Uv(a,b,e) 1M (a, k)}¢*P(b) P(c) becomes:

3

U R(d)B(e) A )\ M(a,k) A P(b)P(c)

Ya,b,c€Cl:a#£b,a#c,b#c,Vd,ecC2:d#e k=1

Such pMCS is in correct form and collects the ordinary MCSs number
6,7,11, 12, 13, 14 (section 2.4.6).

3
U R(d)R(e) A J\ M(a,k) A P(b)P(c)
Ya,b,c€C1l:a#b,a#c,b#c,Vd,ecC2:d#e k=1

Such pMCS is in correct form and collects the ordinary MCSs number
8, 15, 16.

3
U B(d)B(e) A \ M(a,k) A P(b)P(c)
Ya,b,c€C1l:a#b,a#c,b#c,Vd,e€C2:d#e k=1

Such pMCS is in correct form and collects the ordinary MCSs number
5,9, 10.
- {R(J)a B(J)}C2 UV(a,b,c) {M(aa k)}C4{M(ba k)}C4P(C) becomes:

3

3
U R(d)B(e)A \ M(a,k)A J\ M(b,k)AP(c)

Ya,b,c€Cl:a#£b,a#c,b#c,Vd,ecC2:d#e k=1 k=1

Such pMCS is in correct form and collects the ordinary MCSs number
18, 19, 22, 23, 26, 27.

3 3

U R(d)R(e)A /\ M(a,k)A ]\ M(b,k)AP(c)

Ya,b,ceCl:a#b,a#c,b#c,Vd,ecC2:d#e k=1 k=1
Such pMCS is in correct form and collects the ordinary MCSs number
20, 24, 28.

3 3

U B(d)B(e)A \ M(a,k)A J\ M(b,k)AP(c)

Ya,b,c€Cl:a#b,a#c,b#c,Vd,ecC2:d#e k=1 k=1

Such pMCS is in correct form and collects the ordinary MCSs number
17, 21, 25.
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= {R(j), B())}{M (L, k)}H{M (2, k) }“*{M(3,k)}“* becomes:

* UVd,eEcz:d;ée R(d)B(e)M11M12M13M23M 33M 31 M 32M 33
Such pMCS is in correct form and collects the ordinary MCSs
number 30, 31.

* RIR2ZM11M12M13M23M33M31M32M 33
Such pMCS is in correct form and is the ordinary MCS number
32.

* RIR2M11M12M13M23M33M31M32M 33

Such pMCS is in correct form and is the ordinary MCS number
31.

e {P(i)}“! becomes P1P2P3 (ordinary MCS number 4).

3.5.7 Parametric form efficiency

In this section, we compare the FT model in Fig. 2.3 with the PFT model in Fig.
3.1; both models represent the failure mode of the Multiproc system described in
section 2.2.1. Moreover, we compare the BDD in Fig. 2.11 with the pBDD in Fig.
3.11, derived from the FT and the PFT model of the Multiproc system, respectively.
Such comparison shows the advantages of modelling redundant systems by means
of PFT models (and performing their analysis by means of pBDDs), in terms of
model size.

If we measure the model size as the number of events, the FT in Fig. 2.3 is
composed by 35 events (the TE, 15 IEs, 19 BEs), while the PFT in Fig. 3.1 is
composed by 15 events (the TE, 6 1Es, 2 REs, 4 BEs, 2 BREs); by means of the
parametric form, the model size is reduced in the second case. If we measure the
size of a (p)BDD as the number of nodes corresponding to (parametric) variables,
the BDD derived from the FT of the Multiproc system, is composed by 22 nodes,
while the pBDD derived from the PFT, is composed by 7 nodes. Thus, the size
reduction of the PFT with respect to the FT, is reflected to the pBDD with respect
to the BDD.

Such reduction becomes more evident if we increase the number of redundant
components or subsystems; such increase produces a combinatorial growth in the
number of events in the FT model and in the number of nodes in the corresponding
BDD.

The redundant parts of the system are: the processing units, the internal mem-
ories of each processing unit, the shared memories with the relative memory buses,
and the hard disks.

For the FT model, the number of events is given by the following formula:

1+B+H)+(1+(@+K)-I+(1+3-J))
This formula is the sum of the following addends:

e 1 takes in account the unique TE.
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e (3+ H) is the size of the subtree DA, where H is the number of disks.

o (1+(4+K)-T+(1+3-J))is the size of the subtree CM, where K is the
number of internal memories, I is the number of processing units, and J is
the number of shared memories (and of the corresponding memory buses).
The size of the subtree SM is given by (1 + 3 - J).

According to this formula and to the redundancy level, we can compute the size of
the FT model of the Multiproc system.

Since in the PFT all the redundant parts are folded in (B)REs, the size of the
PFT is given by the formula above assuming that H = K =1 = J = 1. This
means that the increase of the number of redundant parts in the system, does not
determine a variation of the size of the model. In order to model in the PFT, an
increase of the redundant parts, we have only to increase the cardinality of the
types associated with the parameters.

Let us concentrate now on the BDD and the pBDD. The number of nodes of
the BDD derived from the FT is given by this formula:

1+H+2-J+(K+1)-I+1

where H, J, I and K have the same meaning as in the previous formula. Observing
the BDD in Fig. 2.11, the addends of this formula have this meaning:

e 1 takes into account the DBUS node at the root of the BDD.

e H takes into account the subgraph composed by the nodes D1, D2; in the
pBDD, this subgraph is folded in the pBox PBy,.

e 2. J takes into account the subgraph composed by the nodes R1, B1, and
the subgraph composed by R2, B2; these subgraphs are folded in the pBox
PBj of the pBDD.

e (K + 1) - I takes into account the subgraph composed by the nodes P1,
M11, M12, M13, the subgraph composed by the nodes P2, M21, M22,
M23, and the subgraph composed by the nodes P3, M 31, M 32, M33; in
the pBDD, these subgraphs are folded in the pBox PB; containing the inner
pBox PBy.

e [ takes into account the subgraph composed by the cascading nodes P1, P2,
P3; this subgraph is folded in the pBox PB;’ of the pBDD.

Due to the folded representation of the system redundancies, the size of the
pBDD can be computed by means of this formula assuming that H = K = I =
J = 1. This means that the pBDD size is not dependent on the redundancy level.
Moreover, since the increase of the number of redundant parts does not determine
an increase of the PFT size, also the corresponding pBDD does not change its size.
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# proc. units | FT size | BDD size | PFT size | pBDD size
3 35 22 15 7
4 42 27 15 7
5 49 32 15 7
6 56 37 15 7
7 63 42 15 7
8 70 47 15 7
9 77 52 15 7

10 84 57 15 7
20 154 107 15 7
30 224 157 15 7
40 294 207 15 7
50 364 257 15 7

Table 3.2: FT, BDD, PFT and pBDD size according to the number of processing
units.

Tab. 3.2 shows how the size of the FT and of the BDD changes with respect to
an increasing number of processing units, assuming that every processing unit is
still composed by one processor and three internal memories, with the presence of
two shared memories and two disks.

3.6 PFT modularization

In this section, we extend the algorithm for the detection of modules [44], described
in section 2.5, in order to deal with PFT models too. In the case of PFTs, modules
can be still detected by means of such algorithm, but we have to add a further
condition in order to verify if an event is the root of a module.

The algorithm still consists of two depth-first left-most visit of the PFT: in the
first visit, we set the values of the variables t1, to, {; for each event; in the second
visit, we determine the values of the variables min;, and maxy, for each IE and
RE of the PFT (see section 2.5.2).

Then, we can detect the modules in this way: an event e/ € ZE U RE is the
root of the module ¢ if all the following conditions involving its variables %1, to,
ming, and maxy,, hold:

e ming > 11
e mazy <ty
e Veec&:ecod, f(e) DO

The third condition is specific of PFTs: it guarantees that e’ does not contain any
shared subtree.
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3.6.1 Running example

Instead of analyzing entirely the PFT model of the Multiproc system (Fig. 3.1), we
can perform its analysis by modularization (section 3.6). In this section, we limit
our attention on the modules detection on the PFT model of the system, according
to the PFT module definition provided in section 3.6. Fig. 3.13 shows all the
modules present in the PFT model; they are:

TE, DA, M8, CM, MM{(i), SM, BR(j).

Each module is graphically indicated by a dashed line around it. The subtrees

—— =

PU(i) and MEM (i) are not classified as modules because the subtree SM is

—

shared by PU (i) and MEM(i). So, the third condition indicated in section 3.6,

——

for a subtree to be a module, is not respected by If](\z) and MEM (7).
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Figure 3.13: The modules in the PFT model of the Multiproc system.




Chapter 4

Petri Nets supporting DFT
Analysis

4.1 Introduction to Dynamic Fault Trees

In the FT and PFT models, some assumptions hold: component failure events are
assumed to be statistically independent, a component can be only in two states
(working or failed) and the relations among the events are expressed by means of
Boolean operators. All these assumptions allow to easily analyze both in qualitative
and quantitative terms, the system modelled as a FT or a PFT, by resorting to
efficient BDDs (section 2.4) or pBDDs (chapter 3).

At the same time, these assumptions are a relevant limit to the modelling power
of FTs and PFTs, since in these models we can not represent dependencies involv-
ing the failure events or the state of the components.

One of the FT evolutions proposed in the literature in order to increase the mod-
elling power of FTs, is called Dynamic Fault Tree (DFT) [39, 40, 70, 71, 110]. The
DFT formalism in an extension of the FT formalism, where a new class of gates
called dynamic gates, has been introduced. The dynamic gates model functional
dependencies, temporal dependencies and the presence of spare components. A de-
pendency arises in the failure process when the failure behaviour of a component
depends on the state of the system.

Due to the presence of dependencies in the model, the solution techniques used
for FTs, are not suitable to analyze the DFTs. While FT's are combinatorial models,
DFTs need the state space solution; this means generating all the possible system
states and stochastic transitions between states, according to the DFT model. In
other words, we need to obtain the Continuous Time Markov Chain (CTMC) [83,
100] of the system, from the DFT model.

Generating the CTMC directly from a DFT, may not be so straightforward,
while efficient techniques to generate the CTMC from a Generalized Stochastic
Petri Net (GSPN) [1] are already available and are implemented in several tools,
such as GreatSPN [26]. So, an alternative way to perform the state space solu-

85
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tion of a DFT, consists of converting the DFT to the equivalent GSPN; then, the
CTMC can be generated from the GSPN, and the Unreliability of the system can
be computed on the CTMC.

In this chapter, we present a method to convert a DFT model in a GSPN [30].
The conversion of DFTs in GSPNs can be classified as a model-to-model trans-
Sformation [36, 68], and can be expressed by means of graph transformation rules
[3, 6,49, 50].

4.2 Dynamic gates semantic

While Boolean gates indicate Boolean relations among the events, dynamic gates
establish some kind of dependency among the events. Dynamic gates differ from
Boolean gates also for other aspects:

e some dynamic gates have no input and output events, but they have trigger
and dependent events;

e the input or dependent events of dynamic gates may be ordered: in this case,
an order number is assigned to each of the arcs connecting the dynamic gate
to its input or dependent events.

The arcs of a DFT are oriented: the arcs touching the Boolean gates have the
same orientation adopted in FTs and PFTs; the orientation of the arcs touching the
dynamic gates depends on the type of the gate.

The description of every dynamic gate follows:

o Functional Dependency Gate (F D E P) (Fig. 4.2.a): a gate g of type FDEP
is connected to one trigger event ¢ by means of the arc (g, ¢g), and to a set
of n (n > 1) dependent events d1, ..., d, by means of the arcs (g,d1), ...,
(g9,dy). When q fails, dy, . . ., dy, are forced to fail. ¢, d1, .. ., d, can be BEs
or IEs.

e Priority And (PAN D) (Fig. 4.2.b): a gate g of type PAN D is connected to
the input events z1, . . ., Z,, (n > 2) by means of the arcs (21, 9), - - -, (Zn, 9),
and to the output event y by means of the arc (g, y). If we indicate with ¢(y)
the Boolean value of y, ¢(y) = true if both the following conditions hold:

n —
- Nij zi = true
- z1,...,ZTn occurred in this order: 1 < x2 < ... < zp.
The order of z1,...,z, is given by an order number (1,...,n) assigned to

each of the arcs (z1,9), ..., (zn,9). Z1,..., Ty can be BEs or IEs. y must
be an IE.

o Sequence Enforcing Gate (SEQ) (Fig. 4.2.c): given a set of n (n > 2)
events z1, ..., Ln connected to a gate of type SEQ, z1, - .., £, are forced
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to fail in a specific order: z; < 9 < ... < z,. We can classify xo, ... z,
as dependent events since each of them can occur only after the failure of its
predecessor in the order; x; instead has no predecessor, so it is independent;
in a sense, x1 works as the trigger of this gate since its occurrence enables
the occurrence of the successive events in the order. For this reason, in our
notation, we connect z1 to a gate g of type SEQ by means of the arc (x1, g)
having order number 1, while we connect g to ; (: > 2) by means of the
arcs (g, z;) having order number 7. We assume that the “trigger” event and
the dependent events of a gate of type SFEQ, can be only BEs.

o Warm Spare Gate (WSP) (Fig. 4.2.d): this gate models the presence of a
main component m and a set of spare components s1, ..., Sy, (m > 1) with
the aim of replacing m in its function, if m fails. s1,..., s, are called
“warm” spare components because they can be in three states instead of two:
dormant (or stand-by), working, failed (Fig. 4.1).

A spare is initially dormant and it turns to the working state if it has to
replace the main component; at the same time, a spare may fail both in the
dormant and in the working state; the spare failure rate changes depending
on its current state: if the failure rate of the spare s; is A(s;) in the working
state, a(s;)A(s;) is its failure rate in the dormant state, with 0 < «a(s;) < 1;
a(s;) is the dormancy factor of the spare s;, and its aim is to express the fact
that spares have a reduced failure probability during the dormancy period. If
the working spare s; fails, m is replaced by the spare s;; instead of s;.

The input events of a gate g of type W SP are the BEs m, s1,. .., Sy mod-
elling the failure of the main component and the failure of the spares. The
input event m is connected to g by means of the arc (m, g), while the input
event s; is connected to g by means of the arc (s;,g). The input event m
is distinguished from the other ones by assigning an order number 0 to the
arc (m,g). S1,-..,S, must be ordered; the arc (s;,g) has order number 4
1< <m).

If the IE y is the output event of g of type W.SP, y is connected to g by
means of the arc (g, y). If we indicate with ¢(y) the Boolean value of y,

P(y) =m A /\ 5
i=1

We assume that the input events s1, .. ., Sp, of a gate of type W.SP, can not
be the dependent events of a gate of type SEQ.

Two alternative versions of this gate exist:
— Cold Spare gate (CSP): Vs;, a(s;) =0

In this version of the gate, the spares can not fail during the dormancy
period.
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Figure 4.1: State space representation of the dependency of the spare S on the main
component M.

a(S)MS)

— Hot Spare gate (HSP): Vs;, a(s;) =1
In this version of the gate, the failure rate of the spares is the same both
in the dormancy period and in the working period.

——Y —1Y
t t
FDEP PAND SEQ Ewsp
1 L Y 0 A .
Foey 2,4 _________ 21 . ,_H_‘l
— — — o v B a2l e = A e
T b R B %‘Xl %‘M =
X2 Xo S1

Figure 4.2: Dynamic gates: (a) FDEP, (b) PAND, (c) SEQ, (d) WSP.

An example of DFT model is shown in Fig. 4.4.

4.3 DFT formalism definition

The DFT formalism is given by the tuple
,DFT = (87 g7 ‘A’ gT’ 75 07 a’ ¢)

where

o £ = BEUIEU{TE} is the set of the events in the DFT; it is the union of
the following sets:

— B¢ is the set of the BEs;
— & is the set of the IEs;
— {TE} is the set composed by the unique TE.

o AC (€ xG)U(G x &) is the set of the arcs.

e GT = BG U DG is the set of types of gate. It is the union of two sets:
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- BG = {AND, OR} is the set of Boolean gate types.

- DG = {PAND,FDEP,SEQ,W SP} is the set of Dynamic gate
types (described in section 4.2).

v : G — GT is the function assigning to each gate its type.
o : A — IN is the function returning the order number of an arc.
Giveng € G : v(g) € BGV v(9) = PAND V ~(g) = WSP,

- og={e € & :3(e,g) € A} is the set of input events of g (| ® g| > 2);
- ge ={e€&:3(g,e) € A} is the output event of g (g e | = 1).

Giveng € G :v(g9) = FDEP V v(g) = SEQ,

- eog={ec&—{TE}:3(e,g) € A} is the trigger event of g (| ® g| =

L)
- ge={e€ & —{TE} :3(g,e) € A} is the set of dependent events of
g(gel=D.

Giveng € G : v(9) = WSP,

- oyg ={e € BE:3(e,g) € A:o(e,g) = 0} is the input event of ¢
relative to the main component (| e g| = 1);

- eosg={e€&—{TE}:3(e,g) € A:0(e,g) > 0} is the set of input
events of g relative to the spare components (| 5 g| > 1).

- og =eygUegg.

Givene € £,8e = {g € G : 3(g,e) € A} = epe U ope is the set of gates
having e as output event or dependent event; it is the union of

-e0e={9€G:(v(9) € BGV~r(g9) = PANDV~(g) = WSP) A
3(g,e) € A} is the set of gates having e as output event.

-epe={g€G:(y(9g) = FDEPV(g) = SEQ) A3(g,e) € A}is
the set of gates having e as dependent event.

ee = {g € G:3(e,g) € A} = e ey Ueer is the set of gates having e as
input event or trigger event; it is the union of

-eo; ={g€G:(v(9) € BGV~(g9) = PANDV~(g) = WSP) A
(e, g) € A} is the set of gates having e as input event.
-eor ={g€G:(y(g) = FDEPV v(9) = SEQ) A3(e,g) € A} is

the set of gates having e as trigger event.

The following conditions about the connection of events with gates, must
hold:
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-VeeBE, |epel =0

- Vee BE,|epel >0
-VeeBE |leor |+ |eop|>1
-VeeZI, |epe|=1
-VeeZ |ope| >0
-VeeZ |eor|+leer|>1
—|eoTE| =1

- |epTE| >0

- |TEe|=0

e Given g € G : v(g) = SEQ, we assume that

- Ve ceg,ecBE
- Ve €ge,ecBE
-Vecge, Ag€e G:v(9g) =WSPAe€ oy

e )\ :BE — IRT is the function assigning to each BE a failure rate.

e o : BE — (0,1) is the function assigning to a BE connected to a gate of
type W SP, a dormancy factor.

o ¢: & — BB = {true, false} is the function returning the Boolean value of
an event (Boolean variable).

e Givene € ,0e = {e € £:3[e — €]}

e Givene € &, eis composed by any [b — €] : b € BE UBRE (€ indicates the
subtree rooted in e).

4.3.1 Running example

In this section, we extend the example of the Multiproc system introduced in sec-
tion 2.2.1, by the addition of dependencies among some components in the system.
This justifies the use of the DFT formalism to model the failure mode of the sys-
tem. First, a description of the new version of the Multiproc system is provided,
then its DFT model is presented.

System description

The system is mainly composed by three processing units (PU1, PU2, PU3), two
spare memories (R1, R2), a primary (D1) and a backup disk (D2). The scheme
of the system is shown in Fig. 4.3. Each processing unit is composed by one
processor and one internal memory. In the case of PU1, they are indicated by P1
and M1 respectively.
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DBUS

Figure 4.3: The scheme of the Multiproc system with dependencies.

Both spare memories are connected to the processing units by means of the
memory bus B, and they can replace any internal memory if it fails. A spare
memory can be in one of these three states: dormant, working, failed. A spare
memory is in the dormant state (stand-by), while it is not replacing any internal
memory; a spare memory is working while it is replacing an internal memory;
from both the dormant and the working state, a spare memory can turn to the failed
state. The failure rate of a spare memory changes according to its current state.

The processing units share the common primary hard disk D1, while D2 is the
backup disk and contains the backup of the data contained in D1. In the system,
there is a particular device named B.D with the aim of performing the periodical
update of D2. Initially, the processing units access D1 to store and retrieve their
data, while D2 is only periodically accessed by BD for the update operations; so
we assume that in this situation, D2 can not fail. If D1 fails, the processing units
access D2 to read or write data instead of D1; from this moment, D2 can fail and
its failure rate is equal to the failure rate of D1. Both D1 and D2 can be accessed
by the processing units, through the disk bus DBU S.

The failure mode of the system

The correct functioning of at least one processing unit is required for the system
to be working; so, the failure of all the processing units causes the whole system
failure. A processing unit fails in two cases: if its processor fails, or if its internal
memory fails and there are no available spare memories to replace it. A spare
memory is available to replacement if it is not failed and it is not already replacing
another internal memory. Moreover, the spare memories functionally depend on
the memory bus B; so, if B fails the spare memories cannot be accessed by the
processing units, and this has the same effect of the contemporary failure of the
spare memories.

Another cause of failure of the system, is the compromised access to the hard
disks; this happens in three cases: the failure of the disk bus DBU S, the failure
of both D1 and D2, and the failure of BD. The failure of DBUS prevents the
access to both hard disks by the processing units; the failure of both disks prevents
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Component Failure rate (\) | Dormancy factor (&)
Processor 5.0E-7 h~ !
Disk 8.0E-7h !
Memory 3.0E-8 h~1 0.1
Bus 20E9h !
Backup Device 7.0E-8 h~1

Table 4.1: The failure rate for each type of component.

the storing and the retrieving of the data by the processing units; the failure of BD
prevents the update of D2 while D1 is not yet failed.

The failure of BD is relevant only if it happens before the failure of D1. In
this case, when D1 fails and is replaced by D2, this one is not updated, due to
the previous failure of BD. If instead B D fails after the failure of D1, the update
operation is no more necessary since the processing units access D2 instead of D1.
So, in this case, the failure of B D has no negative effect on the correct functioning
of the system.

The time to fail of the components is a random variable obeying to the nega-
tive exponential distribution; Tab. 4.1 indicates the failure rate (and the dormancy
factor) for each type of component.

The DFT model of the system

The DFT model in Fig. 4.4 represents the failure mode of the system described
in section 4.3.1. In this DFT, the T'E is caused by the compromised access to the
hard disks or by the failure of all the processing units, so T'E is the output of a
gate of type O R whose input events are DA and C'M representing the T'E causes
respectively.

The IE named D A is the output of an O R gate whose input events are DBU S,
UPD, MS representing the failure of the disk bus, the failed update of the backup
disk, and the failure of both disks, respectively. The event UPD is the output of
a gate of type PAN D whose ordered input events are BD and D1, representing
the failure of the primary disk and the failure of the device dedicated to the update
operations, respectively. So, UPD occurs when both BD and D1 have occurred,
and if BD occurred before D1. The failure of the primary disk is represented by
the BE D1, while the failure of the backup disk is represented by the BE D2. Since
D2 can not fail before the failure of D1, D1 and D2 are connected to a gate of type
SEQ by means of an arc with order number 1, and by means of an arc with order
number 2, respectively. In this way, we indicate the order of failure (D1 < D2).
The event M S is the output of a gate of type AND with D1 and D2 as input
events.

The event C'M indicates the failure of all the processing units, so it is the output
of a gate of type AN D having the events PU1, PU2, PU3 as input events. Each
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of these input events represents the failure of one of the processing units. The event
PU1 is the output of a gate of type OR whose input events are P1 and M EM 1,
P1 is a BE modelling the failure of the processor, while M EM 1 represents the
failure of the internal memory and the contemporary impossibility of the failed
internal memory to be replaced by any spare memory. M E M1 is the output of a
gate of type W SP having as input events M1, R1, R2. M1 is the BE relative to
the internal memory and is connected to the gate by means of an arc whose order
number is O to indicate that M1 is the main component of the gate. R1 and R2
are the BEs relative to the spare memories and are connected to the W .SP gate by
means of an arc with order number 1, and by means of an arc with order number
2, respectively; in this way, we indicate that R1 and R2 are spare components,
and R1 must be used before R2 to replace M1, if R1 is available, i. e. R1 is not
already replacing another main component, and is not already failed.

The failure of PU2 and PU3 is modelled in the DFT in a similar way. The
BEs R1 and R2 are connected also to other two gates of type W SP, since R1
and R2 can replace also the internal memories of the other processing units. The
functional dependency of the spare memories on the memory bus is modelled by
a gate of type F'DEP having the BE B as trigger event, R1 and R2 as dependent
events.

The failure rates (and the dormancy factors) of the BEs relative to the compo-
nent of the system, are indicated in Tab. 4.1. The events in the DFT model and the
corresponding components and subsystems, are summarized in Tab. 4.2.

4.4 Introduction to GSPN

GSPNs are an extension of the Petri Nets, characterized by the presence of two
types of transitions: immediate transitions and timed transitions. Immediate tran-
sitions fire as soon as are enabled, while the firing of timed transitions is delayed of
a period of time whose duration is a random variable ruled by a negative exponen-
tial distribution whose parameter is the firing rate assigned to the timed transition.
Immediate transitions are graphically represented by black rectangles, while timed
transitions are represented by white rectangles.

The primitives of the GSPN formalism are: places, transitions and arcs.

As in ordinary Petri Nets, the places of a GSPN contain a discrete number of
tokens; the marking of a certain place is the number of tokens inside that place.
A place is graphically represented as a circle. In a GSPN, the current state of
the system is modelled by the current net marking, i. e. the number of tokens in
each place of the net. Transitions are used to model the system state transitions;
a transition is enabled when a certain net marking holds, and when the transition
fires, some tokens are moved from a place to another changing the net marking, so
the system state.

In GSPNs we have also two types of arcs: oriented arcs and inhibitor arcs.
Oriented arcs are used to connect places to transitions and vice-versa, with the aim
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Figure 4.4: The DFT model for the Multiproc system.
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Event | Component / Subsystem
DA Disk Access
DBUS | Disk Bus
UPD | Backup disk Update
BD Device for the Backup Disk update
MS Mass Storage
D1 Primary Disk
D2 Backup Disk
CM Computing module
PU1 Processing Unit 1
P1 Processor of the Processing Unit 1
MEM1 | Memory access of the Processing Unit 1
M1 Internal Memory of the Processing Unit 1
PU?2 Processing Unit 2
P2 Processor of the Processing Unit 2
MEM?2 | Memory access of the Processing Unit 2
M2 Internal Memory Module of the Processing Unit 2
PU3 Processing Unit 3
P3 Processor of the Processing Unit 3
MEM3 | Memory access of the Processing Unit 3
M3 Internal Memory Module of the Processing Unit 3
R1 Spare Memory 1
R2 Spare Memory 2
B Memory Bus

Table 4.2:

95

Correspondence between the events and the components or subsystems.
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of moving tokens when transitions fire. Inhibitor arcs connect a place to a transition
with the aim of disabling the transition if the place is not empty. A cardinality can
be associated to an arc; in the case of oriented arcs, the cardinality indicates the
number of tokens to be moved on that arc when the transition fires; in the case
of inhibitor arcs, the cardinality indicates the number of tokens inside the place,
necessary to disable the transition.

In a GSPN, two or more immediate transitions may be enabled at the same
time; in this case, weights and priorities can be used to rule the firing of such
transitions. A weight and/or a priority can be assigned to an immediate transition.
Using weights, given several immediate transitions enabled to fire, higher is the
weight of a transition, higher is its probability to fire. Using priorities, given several
immediate transitions enabled to fire, the transition with highest priority fires.

4.4.1 GSPN analysis

The analysis of a GSPN is performed on the corresponding CTMC; the GSPN
analysis provides measures such as the probability of a certain marking of place or
the throughput of a transition. The analysis of a GSPN can be transient or steady-
state; in the first case, the measures are computed at a given finite time ¢; in the
second case they are computed for ¢ = 4-00.

In order to obtain the CTMC corresponding to a GSPN, first the reachability
graph is generated. The reachability graph expresses all the possible markings of
the GSPN, which are reachable from the initial marking through the firing of tran-
sitions. In the reachability graph, we distinguish between vanishing markings and
tangible markings. A vanishing marking enables one or more immediate transi-
tions to fire; a tangible marking enables the firing of one or more timed transitions,
and of no immediate transitions. By reducing the reachability graph to contain
only tangible markings, we obtain the CTMC corresponding to the GSPN, where a
state is given by a marking, while a state transition is given by the firing of a timed
transition. The rates associated with the state transitions are the firing rates of the
timed transitions in the GSPN.

The measures returned by the GSPN analysis, can be obtained also by means
of GSPN simulation. The use of simulation instead of analysis, is useful when
the number of states (and state transitions) in the CTMC, is very high. In this
situation, the analysis becomes computationally expensive, or even unfeasible. The
GreatSPN tool [26] allows to draw, analyze and simulate GSPNSs.

Further information on the GSPN formalism, analysis and simulation, can be
found in [1].

4.4.2 GSPN formal definition

The GSPN formalism is given by the tuple
GSPN = (P, T, A, m, \,w, w, card)
where
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e P is the set of the places.
e T = T; UT; is the set of the transitions; it is the union of two sets:

— T; is the set of the immediate transitions;

— T; is the set of timed transitions.

A is the set of arcs; it is the union of two sets:

- Ay C (P xT)U(T x P) is the set of the oriented arcs;
— Ajp C P x T is the set of the inhibitor arcs.

e m : P — IN is the function returning the marking of a place.

X : Ty — IR is the function returning the firing rate of a timed transition.

e w : T; — IR is the function returning the weight of an immediate transition.

m : T; — IN — {0} is the function returning the priority of an immediate
transition.

e card: A — IN — {0} is the function returning the cardinality of an arc.

Givent e T

- ot = {p € P : 3(p,t) € Ay} is the set of the places such that an
oriented arc is drawn between each of them and ¢. Such places are
referred as input places.

- teg ={p € P:3(t,p) € Ag} is the set of places such that an oriented
arc is drawn between ¢ and each of them. Such places are referred as
output places.

- ot ={p € P :3(p,t) € Ap} is the set of places such that an inhibitor
arc is drawn between each of them and ¢. Such places are referred as
inhibitor places.

e Givent € T, t is enabled to fire if all the following conditions hold:
- Vp € o4t,m(p) > card((t, q))
- Vp € ept,m(p) < card((t,q))

If m/(p) is the marking of p € P before the firing of ¢, and m”(p) is the
marking of p after the firing of ¢, then the effect of the firing of ¢ is the
following:

(p) — card((p,t))
(p) + card((p,t))

- Vp € o4t,m” (p) = m'
- Vp € teg,m”(p) = m/
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4.5 Concepts of model-to-model transformation

A model-to-model transformation consists of mapping a model (source model) to
another model (target model) according to a set of rules.

A model-to-model transformation can be described by specifying how a model
conforming a certain formalism (source formalism), is mapped into a correspond-
ing model conforming another formalism (target formalism). Several approaches
were proposed to specify model-to-model transformations; the graph transforma-
tion approach is the natural candidate to describe how a model-to-model transfor-
mation must be performed, when we have to deal with graphical models (such as
DFTs and GSPNs) since they are forms of graph.

Using the graph transformation approach, we specify how the elements of the
source model are mapped into elements of the target model, by means of a set of
graph transformation rules. A model (graph) is derived from another model by
applying one rule after another. The same rule may be applied several times.

4.5.1 Graph transformation rules

A graph transformation rule has the form r = (L, R, K, glue, emb, appl) [3],
where

o [ is the graph called left hand side of the the rule r.

R is the graph called right hand side of r.

K is the interface graph, i. e. a common subgraph of L and R.

e glue is an occurrence of K in R.

emb is the embedding relation.
e appl is a set of application conditions.
The application of a rule r to the graph G, follows the following steps [3]:

1. SEARCH the occurrences of L in G. If any, the application of r can go on,
else it ends producing no modification to G.

2. CHOOSE an occurrence of L in (.

3. CHECK appl in the chosen source match; if all the conditions in appl are
satisfied, the application of r to G can go on, else it ends producing no
modification to G.

4. REMOVE from G the occurrence of L up to the occurrence of K (L — K);
dangling edges, i. e. edges incident to removed nodes, are removed as well.
This step generates the context graph D. D contains an occurrence of K.
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5. GLUE D and R according to the occurrences of K in D and R. This means
adding R — K to D. This step generates the gluing graph E.

6. EMBED R in D according to emb: for each removed dangling edge incident
with a node v in D and with the image of a node v’ of L in G, and each node
v” in R, a new edge incident with v and v” is created in FE, provided that
(v, ") belongs to emb.

In the steps listed above, we use the concept of occurrence. We have an oc-
currence of the graph A in B if there is a mapping occ : A — B such that occ
maps the nodes and the edges of L to the nodes and edges in G. This means that
occ maps each node v in A to its image v’ in B, and occ maps each edge (v1,v2)
in A to the edge (v}, v}) in B such that v{ is the image of v; and v}, is the image
of vy. Often, in order to define an occurrence, the injectivity condition is used: an
occurrence of L in G is a subgraph of G isomorphic to L.

If A and B are labelled graphs, i. e. graphs whose elements (nodes or edges)
are identified by a label, occ must preserve labels: if z is an element of A, and z’
is the image of z in B, z and 2’ must have the same label.

If A and B are attributed graphs, i. e. graphs whose elements are equipped with
attributes (numbers, strings, ... ), occ must preserve the attributes and their values:
if z is an element of A, and z’ is the image of  in B, each attribute specified for z’
must be specified for z, and the value of the attribute z’.a of 2/ must be the same
value of z.a of z.

The application of r to G produces the graph H; we call such application a
direct derivation from G to H trough r, and is denoted by G =, H. If emb is
empty, the EMBED step is not performed, so no additional edges are inserted. If
K is empty, in the GLUE step, R is added disjointly to D.

A set of graph transformation rules is a graph transformation system. If P is a
graph transformation system, Gy = G1 = ... = G, is the derivation from G to
G, through the rules in P.

A graph transformation system may be non-deterministic. Given a certain
graph, several rules may be applicable to it. In other words, the graph may con-
tain the occurrences of several left hand sides of rules in the graph transformation
system. Moreover, if we choose to apply a certain rule among the applicable ones,
several occurrences of the left hand side of the rule may present in the graph. So,
we might have to choose which rule has to be applied to the graph, and to which
occurrence in the graph, of its left hand side.

The result of the graph transformation may change according to such arbitrary
choices. The non-determinism of a graph transformation system can be limited or
avoided by means of some expedients [3]:

e setting an order in which rules must be applied;
o the next rule to apply depends on the currently applied rule;

e assigning a priority to each rule.
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4.5.2 Properties of graph transformation

This section provides some properties that a graph transformation system may
have:

e [nvertability. During a graph derivation, if the current graph is G;, the undo
operation allows to go backward to graph G;_;. In other words, the undo
operation cancels the effects of the last rule application. The undo operation
consists of an inverted rule application, and it is possible if the rule satisfies
the following conditions:

— Contact condition: no dangling edges arise in the REMOVE step. The
contact condition holds if whenever a node v in the occurrence of L in
G, contacts some edge not in the occurrence of L in G, v must be in
the occurrence of K (K C L).

— Identification condition: an occurrence of L in G may only identify
nodes and edges in K.

— glue is injective.

— emb is empty.

When we invert the application of a rule, the set of application conditions
appl of L, becomes the set of application conditions of R.

o Confluence. Two direct derivations G =, G1 and G =, Ga commute if a
graph H exists such that G; =, H A G2 =, H. A graph transformation
system is confluent if for each two derivations G =* G1 and G =* G, a
graph H exists such that G; =* H A G2 =* H. The confluence property
implies that every graph can be transformed into at most one irreducible
graph.

e Termination. A graph transformation system is called terminating if infinite
derivations G1 = G9 = ... are impossible.

Several graph transformation approaches exist; one of them is called Double
Push Out (DPO) [49]. In this approach, all the following properties hold for all the
rules: the Contact condition, Identification condition, emb is empty.

4.5.3 Rule based model-to-model transformation

A model-to-model transformation based on the use of graph transformation rules,
can be performed by means of a set of compound rules [68]. A compound rule r
consists of two graph transformation rules and is expressed as

r:(rs,Tt)
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where r is the transformation rule for the source model, and r; is the transforma-
tion rule for the target model. r¢ can be expressed as

s = (L87 R87 K87 glue57 embs, appls)
¢ can be expressed as
1y = (L, Ry, Ky, gluey, emby, apply)

(see section 4.5.1).

rs and ¢ have the ability of sharing variables; variables are useful to transfer
information from the source model to the target model. For instance, we can use a
variable to set the value of an attribute in the target model, to the value (or to the
modified value) of an attribute in the source model.

The application of a compound rule consists of the application of rg to the
source model, and the application of 7 to the target model. In other words, the
application of a compound rule consists of the execution of two parallel direct
derivations performed on the source model through rg, and on the target model
through r;. A model-to-model transformation is realized through the application
of several compound rules: if @) is the set of compounds rules, a model-to-model
transformation is the execution of two parallel derivations performed on the source
model and on the target model respectively, through Q).

If V= {v1,... vy} is the set of the variables, the application of the compound
rule 7 to the source model .S and to the target model 7', follows these steps [68]:

1. SEARCH the source matches, i. e. the occurrences of Ly in S. If any, the
application of  can go on, else it ends.

2. CHOOSE a source match.

3. INSTANTIATE the variables according to the attribute values in the chosen
source match. This leads to the variable instantiation denoted by V7.

4. INSTANTIATE Lg, K, R, Ly, K;, R; according to V'I: this means assign-
ing to the variables in L, K, R, L, Ky, R; the corresponding values in
V1, obtaining Ly(V1), K,(V1), Ry(V1), Ly(VT), Ky (VT), Ry(VT), respec-
tively.

5. APPLY r, (V1)
re(VI) = (Ly(V

(Ls(VD), Ry(VT), K, (VT), glues, emby, appl,) to S, and
)a Rt(VI)’ Kt(VI)’ gluesa embsa appls) toT'.

~

We define as model transformation system, a set of compound rules to convert
models conforming a source formalism, into models conforming the target formal-
ism.
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4.6 Converting a DFT model into a GSPN

This section provides a model transformation system to map DFT models to the
equivalent GSPNs. For each type of event and for each type of gate, one or several
compound rules are defined. The source model is a DFT, while the target model
is a GSPN; initially, the target model is empty; at each step of the model-to-model
transformation, an event or a gate of the target model is considered, and mapped in
a net which is added to the target model.

The compound rules proposed in this section are in the form described in sec-
tion 4.5.3. The graph transformation rules for the source model and the target
model are in the form described in section 4.5.1. We indicate a graph transfor-
mation rule by means of three boxes containing the left hand side of the rule (L),
the interface graph (K), and the right hand side of the rule (R), respectively. This
graphical notation was introduced for the DPO approach [49].

The model transformation system proposed in this section, requires the defini-
tion of two new functions in the DFT formalism:

e conv : £ — DB is the function returning the ¢rue value if an event in the
source DFT model, has already been mapped in the GSPN target model, and
returning the false value if an event in the source model has not yet been
mapped in the target model.

e lab: & — {A,...,Z}T is the function returning the label assigned to an
event, where {A, ..., Z}* is the set of all the possible non empty strings we
can compose with the alphabet {4, ..., Z}.

The lab function has been defined also in the GSPN formalism:

e lab: PUT — {A,...,Z}7 is the function returning the label assigned to
a place or transition.

In the compound rules in our model transformation system, labels are used to iden-
tify the nodes inside the source model and the target model:

Ve,e' € € :e+# €, lab(e) # lab(e)

Vp,p' € P:p# p',lab(p) # lab(p')

Vi, ' € T : t #t',lab(t) # lab(t')

The conv function is useful to avoid the repeated conversion of the same event
of the DFT source model. In our compound rules we use variables to transfer
information from the graph transformation rule for the source model, to the graph
transformation rule for the target model.

We can classify DFTs and GSPNs as labelled attributed oriented graphs (sec-
tion 4.5.1); labels are returned by the function [ab, while attributes are returned
by other functions defined in the DFT formalism (section 4.3) and in the GSPN
formalism (section 4.4.2).

So, in the transformation rules in our model transformation system, L, K, R
must be labelled attributed oriented graph. In the box containing L we have the
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structure of L in terms of nodes and oriented edges, together with the values that
the labels and the attributes of L must have in order to find an occurrence of L. The
value of a label or an attribute in L is indicated by an expression beginning with
3 f”. For instance, in the compound rule in Fig. 4.5, in L, the value of the attribute
conv(E) of the event E, is expressed in this way: if conv(E) = false. In the
compound rule in Fig. 4.9, in Ly, the value of the label of the place P (lab(P)) is
expressed in this way: if lab(P) =< namel > +”_dn”, where < namel > is a
variable and the 4 operator allows to append a string to another.

In the box containing K, the values of the labels and of the attributes are not
repeated, but they are the same as in L. In the box containing R, we indicate only
the value of the attributes that must be be changed; for instance, in the compound
rule in Fig. 4.5, in R, the attribute conv(E) of the event E, is set to true.

In a compound rule, some variables may be used, they are declared in the box
containing L, together with the value they must be instantiated to. For instance, in
the compound rule in Fig. 4.5, in L,, we have < name >:= lab(F); < name >
is a variable whose value must be instantiated to lab(E).

Some compound rules may have an higher priority with respect to other ones.

There is a general correspondence between DFT elements and the elements of
the equivalent GSPN obtained through our model transformation system:

e generic event < place

e not occurred event < empty place

e occurred event < marked place

e basic event occurrence < timed transition firing
e gate & set of immediate transitions

The description of all the compound rules used in our model transformation
system, follows. In the target graph (GSPN) transformation rules, whenever it is
not differently indicated, we have that

o the marking of a place (number of tokens in a place) is equal to O;
e the priority of an immediate transition is equal to 1;
e the cardinality of an oriented arc is 1;

e the cardinality of an inhibitor arc is 1.

4.6.1 Events conversion
IE conversion

Fig. 4.5 is the compound rule to map in the GSPN, an IE of the DFT. r; acts on
the DFT source model and can be applied to E € ZE : conv(FE) = false; in other
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| O — K oy

T, sm— —
£ i = :
if conv(E)=false conv(E)=true

<name>:=lab(E)
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R
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lab(P).=<name>+"_dn"

L K

Figure 4.5: Compound rule for an IE.

4 ™
L R
TE w— K E —=
if conv(E)=false conv(E):=true
lab(E).="TE"
emb: (g, TE) ---> (g, B)
R
iz K
P
rt cif— — O
lab(P):="TE_dn"
. J

Figure 4.6: Compound rule for the TE.

words, 75 can be applied to an IE which has not been yet mapped in the GSPN
target model. The variable < name > is used to transfer the label of E from the
DFT to the GSPN and must be set to the value of lab(E).

Since Ly = Ks = Rg, no element is removed or added in the DFT, so r;
does not modify the structure of the DFT; 74 only changes the value of conv(E)
setting conv(FE) to the true value, as indicated in Rs. In this way, this model
transformation rule can not be applied again to the same IE.

r¢ acts on the GSPN target model; since L; is empty, the effect of this rule is
the addition of new elements in the GSPN model, with no consideration about its
current composing elements. More precisely, r; adds in the GSPN a place P whose
label is given by < name > +”_dn”, where the variable < name > contains the
label of the IE E. This place is the mapping of E in the GSPN.

TE conversion

Fig. 4.6 shows the compound rule to map in the GSPN the TE of the DFT. r can
be applied to the TE of the DFT, if conv(TE) = false, i. e. if the TE has not
been already mapped in the GSPN. The effect of r; is removing the TE from the
DFT and replacing it with an IE indicated by F, such that conv(E) = true and
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( R
L
R
>k K
e I
Ty | ifconv(E)y-false | g — £
conv(E"):=true
<name>:=lab(E) lab(E"):=<name>
<rate>:=ME) &b (E, g) anil (E', g)
L K P
Iy < — —e. T
lab({P):=<name>+"_dn"

lab{'T):=<name>+"_fail"
ATYy=<rate>

Figure 4.7: Compound rule for a BE.

label(E) ="TE".

The replacement of the TE with E avoids the repeated application of the rule
in Fig. 4.6. Moreover, since conv(FE) = true, the compound rule in Fig. 4.5 can
not be applied to E. In other words, only one rule is applied to map the TE in the
GSPN, and only once.

The removal of the TE determines the removal of the arc pointing the TE (dan-
gling edge). For this reason, an embedding relation is defined in r,: given the
removed arc (g, T'F) such that g € G, an arc (g, F) is created in the DFT.

The effect of r; on the GSPN, is adding a place P such that lab(P) = "TE_dn”.
Such place is the mapping of the TE in the GSPN.

BE conversion

Fig. 4.7 shows the compound rule to map in the GSPN a BE of the DFT. rg can
be applied to a BE E of the DFT such that F has not already been mapped in the
GSPN (conv(E) = false). Two variables are present: < name > and < rate >;
they are instantiated to the label of the E and to its failure rate, respectively.

The effect of rs on the DFT is the replacement of the BE E with the IE E’
such that E' has the same label of E and conv(E') = true. The removal of E
determines the removal of the arc(s) touching E; for this reason, an embedding
relation is present in r,: for each removed arc (F,g) such that g € G, an arc
(E', g) is created.

The replacement of F with E’ avoids the repeated application of the rule in
Fig. 4.7 to the same BE. Moreover, since conv(E') = true, the compound rule in
Fig. 4.5 can not be applied to E’. So, only one rule is applied to map a BE in the
GSPN, and only once.
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lab(P).=<name>+"_dn"
lab(Q):=<name>+"_on"
lab({T1):=<name>+"_off _fail"
lab{T2):=<name>+"_on_fail"
MT1):=<rate>*<factor>
MT2):=<rate>

Figure 4.8: Compound rule for a BE relative to a spare component.

r¢ adds in the GSPN a place P and a timed transition 7’, together with an
oriented arc (7', P) and an inhibitor arc (P,T’). The label of P is < name >
+”_dn”, where < name > contains the label of E. The label of T is < name >
+7_fail”, while its firing rate is the same as the failure rate of the BE F in the
DFT.

The net in R; is the mapping of a BE in the GSPN. The place P represents the
BE E; this place contains no token to indicate that the event has not yet occurred.
The transition 7" models the occurrence of the event; when it fires, it puts one token
in P through (7', P), to represent that the event has occurred. The firing of 7" is not
repeatable due to the inhibitor arc (P, T').

Conversion of BEs relative to spare components

Fig. 4.8 shows the compound rule to map in the GSPN a BE relative to a spare
component. We can apply 7, to a BE E which is the input event of a gate of type
W S P, and has not yet been mapped to the GSPN. Moreover, £ must be connected
to the W S P gate through an arc having order number n > 0 indicating that F is
the BE relative to a spare component.

Three variables are present: < name >, < rate >, < factor >; < name >
is set to the label of E, < rate > to the failure rate of £, and < factor > to the
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dormancy factor of E.

In the DFT, 75 removes the BE E and replaces it with the IE E’ such that
conv(E'") = true; moreover E' has the same label of E. The removal of E deter-
mines the removal of any arc touching F; so, an embedding relation is present also
in this rule: for each removed arc (E, g) such that g € G, an arc (E’, g) is created.

The replacement of F with E’ avoids the repeated application of the rule in
Fig. 4.8 to the same BE. Moreover, since conv(E') = true, the compound rule in
Fig. 4.5 can not be applied to E’. So, only one rule is applied to map a BE relative
to a spare, in the GSPN, and only once.

The action of r; on the GSPN, is the addition of a net composed by the places
P and @, and by the timed transitions 7'1 and 7'2. The label of the place P is
< name > +”_dn”; this place represents the failed state of the spare: if P is
marked, the spare is failed. The label of the place @ is < name > +”_on”;
this place represents the working state of the spare: if () is marked, the spare is
working.

The label of the transition 71 is < name > +”_of f_fail”, while the value
of its firing rate is given by the product of the failure rate of £ and the dormancy
factor of E. The label of the transition 72 is < name > +”_on_fail”, while
the value of its firing rate is the value of the failure rate of E. The transition 7'1
represents the failure of the spare during the dormant state; 7'1 can fire if () is not
marked, i. e. if the spare is not working. When 7’1 fires, it puts one token in P to
indicate the failed state of the spare. The transition 7'2 represents the failure of the
spare during the working state; 7'2 can fire only if () is marked, i. e. if the spare is
working. As T'1, when T2 fires, it puts one token in P to indicate the failed state
of the spare. 11 and 72 can not be enabled at the same time, and are both disabled
by the presence of one token in P. Such net is the mapping in the GSPN of a BE
relative to a spare component.

Given a BE F in the DFT, such that E is relative to a spare component and
conv(E) = true, both the compound rule in Fig. 4.7 and the compound rule in
Fig. 4.8 can be applied to F, but the correct rule to be applied to FE, is in Fig. 4.8.
For this reason, we set for the rule in Fig. 4.8 an higher priority with respect to the
rule in Fig. 4.7. In this way, the rule in Fig. 4.8 is surely applied to E.

4.6.2 Boolean gates conversion
AN D gate conversion

Fig. 4.9 shows the compound rule for a gate of type AN D and its output event. 7
can be applied to a gate g of type AN D such that its output event F has already
been mapped in the GSPN (by means of the compound rule in Fig. 4.5 or by
means of the compound rule 4.6). The output event E is identified through the
arc connecting g to F/; such arc must be drawn as a continuous line. The variable
< mame > is instantiated to the label of E.

The effect of 75 on the DFT, is the removal of the arc (g, ), where g is the
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Figure 4.9: Compound rule for of a gate of type AN D and its output event.

gate of type AND. Such arc is replaced with another arc still connecting g to F,
but drawn as a dashed line. In this way, the rule in Fig. 4.9 is applied to the same
AN D gate and the same output event, only once.

r¢ can be applied to the place P such that its label is given by < name >
+”_dn”; this means that P is the place generated by the mapping of E in the
GSPN. Since L; = K, nothing is removed from the GSPN; an immediate transi-
tion 7" is added to the GSPN; the label of 7" is < name > +”_and”. An oriented
arc (T, P) and an inhibitor arc (P, T') are also created.

Fig. 4.10 shows the compound rule for a gate of type AN D and one of its input
events. 75 can be applied to a gate g of type AN D such that

e its output event Y has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.5 or by means of the compound rule 4.6);

o the gate g has already been partially mapped in the GSPN through the rule
in Fig. 4.9 (dashed arc connecting g to Y)).

e the input event X has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.5 or by means of the compound rule 4.7). X must
be connected to g through an arc drawn as a continuous line.

Two variables are present: < namel > and < name2 >. They are instanti-
ated to the label of Y and to the label of X, respectively.

The effect of r; on the DFT is the removal of the arc (X, g) and its replacement
with another arc from X to g, but drawn as a dashed line. In this way, we apply the
rule in Fig. 4.10 to the same AN D gate and to the same input event, only once.

r¢ must be applied to a subnet of the GSPN composed by the following nodes:

e a place P whose label is equal to < namel > +”_dn”; this means that P
is the mapping of Y in the GSPN;
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Figure 4.10: Compound rule for a gate of type AN D and one of its input events.

e aplace ) whose label is equal to < name2 > +”_dn”; this means that @
is the mapping of X in the GSPN;

e an immediate transition 1" whose label is < namel > +”_and”; this means
that this transition was created by the application of the rule in Fig. 4.9 to g
and Y.

The effect of 7, on the GSPN is the addition of a couple of oriented arcs: (Q,T")
and (7', Q).

Example. InFig. 4.11, we can see how a gate of type AN D whose output event
is labelled as M S and its input events are labelled as D1, D2, is converted in form
of GSPN, through the application of the compound rules in Fig. 4.5, Fig. 4.7, Fig.
4.9, Fig. 4.10. This gate belongs to the DFT model in Fig. 4.4. The BE labelled
as D1 becomes in the GSPN the place labelled as D1_dn, and the timed transition
labelled as D1_fasil; the BE labelled as D2 becomes the place labelled as D2_dn,
and the timed transition labelled as D2_fail. The AND gate is converted into
the immediate transition M S_and which fires when both D1_dn and D2_dn are
marked, i. e. when all the input events of the gate have occurred. When M S_and

fires, one token appears in the place M S_dn modelling the occurrence of the event
MS.
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Figure 4.11: Conversion of a gate of type AN D in GSPN form.

OR gate conversion

Fig. 4.12 shows the compound rule for a gate of type OR and one of its input
events. rs can be applied to a gate g of type OR such that

e its output event Y has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.5 or by means of the compound rule 4.6);

e the gate g has already been partially mapped in the GSPN through

o the input event X has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.5 or by means of the compound rule 4.7). X must
be connected to g through an arc drawn as a continuous line.

Two variables are present: < namel > and < name2 >. They are instanti-
ated to the label of Y and to the label of X, respectively.

The effect of r; on the DFT is the removal of the arc (X, g) and its replacement
with another arc from X to g, but drawn as a dashed line. In this way, we apply the
rule in Fig. 4.12 to the same OR gate and to the same input event, only once.

r¢ must be applied to a subnet of the GSPN composed by the following nodes:

e a place P whose label is equal to < namel > +”_dn”; this means that P
is the mapping of Y in the GSPN;

e a place Q whose label is equal to < name2 > +”_dn”; this means that )
is the mapping of X in the GSPN.

The effect of r; on the GSPN is the addition of an immediate transition 1" and
of several oriented arcs ((T, Q), (Q,T), (T, P)) and one inhibitor arc ((P,T)).

Example. In Fig. 4.13, we can see how a gate of type OR whose output event
is labelled as DA and its input events are labelled as DBUS, UPD, MS, is
converted in form of GSPN, through the application of the compound rules in Fig.
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Figure 4.12: Compound rule for a gate of type OR and one of its input events.

4.5, Fig. 4.7, Fig. 4.12. This gate belongs to the DFT model in Fig. 4.4. The
IEs labelled as DA and U PD become in the GSPN the places labelled as DA_dn
and UPD_dn; the IE M S was already mapped in the place M .S_dn during the
conversion of the gate in Fig. 4.11. The BE labelled as DBU S is converted into the
subnet whose nodes are the place labelled as DBUS_dn and the timed transition
labelled as DBUS_fail. For each place corresponding to an input event of the
OR gate (DBUS _dn, UPD_dn, M S_dn), an immediate transition is created.
For instance, the transition labelled as DA_or_DBU S puts one token inside the
place DA_dn, as soon as DBUS_dn becomes marked. So, one token appears in
DA_dn as soon as one of the places DBUS_dn, UPD_dn, M S_dn, becomes
marked, in other words, when one of the gate input events occurs.

4.6.3 Dynamic gates conversion

FDEP gate conversion

Fig. 4.14 shows the compound rule for a gate of type FDEP and one of its
dependent events. r; can be applied to a gate g of type "D E P such that

e its trigger event 1" has already been mapped in GSPN (by means of the com-
pound rule in Fig. 4.5 or by means of the compound rule 4.7); T is identified
by the presence of an arc (7, g) (drawn as a continuous line);

e the dependent event D has already been mapped in the GSPN (by means of
the compound rule in Fig. 4.5 or by means of the compound rule 4.7). D is
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Figure 4.13: Conversion of a gate of type OR in GSPN form.
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Figure 4.14: Compound rule for a gate of type F'DEP and one of its dependent

events.
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Figure 4.15: Conversion of a gate of type FFDFE P in GSPN form.

identified by the presence of an arc (g, D) (drawn as a continuous line).

Two variables are present: < namel > and < name2 >. They are instanti-
ated to the label of T" and to the label of D, respectively.

The effect of r; on the DFT is the removal of the arc (g, D) and its replacement
with another arc from g to D, but drawn as a dashed line. In this way, we apply the
rule in Fig. 4.14 to the same FFDEP gate and to the same dependent event, only
once.

r¢ must be applied to a subnet of the GSPN composed by the following nodes:

e aplace P whose label is equal to < namel > +”_dn”; this means that P
is the mapping of T" in the GSPN;

e aplace () whose label is equal to < name2 > +”_dn”; this means that @)
is the mapping of D in the GSPN.

The effect of r; on the GSPN is the addition of an immediate transition 7'1
and of several oriented arcs ((T'1,P), (P,T1), (T1,Q)) and one inhibitor arc

(Q,T1)).

Example. In Fig. 4.15, we can see how a gate of type FFDEP having the
BE labelled B as trigger event, and the BEs labelled R1, R2 as dependent events,
is converted in form of GSPN, through the application of the compound rules in
Fig. 4.7 and in Fig. 4.14. This gate belongs to the DFT in Fig. 4.4. The BE
labelled as B is mapped to the place labelled as B_dn and to the timed transition
B_ fail; the BE labelled as R1 is mapped to the place labelled as R1_dn and to the
timed transition R1_fasl; the BE labelled as R2 is mapped to the place labelled
as R2_dn and to the timed transition R2_fail. For each place corresponding to
a dependent event of the FDEP gate (R1_dn, R2_dn), an immediate transition
is created. Such transitions fire as soon as the place labelled as B_dn (modelling
the occurrence of the trigger event) becomes marked, with the effect of putting one
token inside R1_dn, R2_dn (modelling the occurrence of the dependent events),
unless these places are already marked (the dependent events may have already
occurred for another cause).
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Figure 4.16: Compound rule for a gate of type PAN D and its output event.

PAN D gate conversion

The mapping of a gate of type PAN D is realized by means of three compound
rules shown in Fig. 4.16, Fig. 4.17, Fig. 4.18, respectively.

Fig. 4.16 shows the compound rule for a gate of type PAN D and its output
event. 7, can be applied to a gate g of type PAN D such that its output event
has already been mapped in the GSPN (by means of the compound rule in Fig. 4.5
or by means of the compound rule 4.6). The output event E is identified through
the arc connecting g to F/, drawn as a continuous line. The variable < name > is
present and is instantiated to the label of F.

The effect of 75 on the DFT, is the removal of the arc (g, ), where g is the
gate of type AND. Such arc is replaced with another arc still connecting g to E,
but drawn as a dashed line. In this way, the rule in Fig. 4.16 is applied to the same
PAND gate and the same output event, only once.

r¢ can be applied to the place P such that its label is given by < name >
+”_dn”; this means that P is the place generated by the mapping of E in the
GSPN. The place @) and the immediate transition 7" are added to the GSPN by
means of 4, together with one oriented arc ((7', P)) and two inhibitor arcs ((Q,T),
(P, T)). The label of T is < name > +”_pand”’; the label of Q is < name >
+"_ok”.

Fig. 4.17 shows the compound rule for a gate of type PAN D and two input
events connected to the gate by means of two arcs having the order numbers 1 and
2 respectively. rs can be applied to a gate g of type PAN D such that

e its output event Y has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.5 or by means of the compound rule 4.6);

o the gate g has already been partially mapped in the GSPN through the rule
in Fig. 4.16 (dashed arc connecting g to Y').
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Figure 4.17: Compound rule for a gate of type PAN D and its input events with
order number 1 and 2.

e the input events A and B have already been mapped in the GSPN (by means
of the compound rule in Fig. 4.5 or by means of the compound rule 4.7). The
event A must be connected to g through an arc (A, g) (drawn as a continuous
line) such that o((A4,g)) = 1; B must be connected to g through an arc
(B, g) (drawn as a continuous line) such that o((B, g)) = 2.

Three variables are present: < namel >, < name2 > and < name2 >.
They are instantiated to the label of Y, to the label of A and to the label of B,
respectively.

The effect of r; on the DFT is the removal of the arcs (A, g) and (B, g) and
their replacement with other arcs, from A to g (with order number 1) and from B
to g (with order number 2) respectively; the new arcs are drawn as a dashed line.
In this way, we apply the rule in Fig. 4.17 to the same AN D gate and to the same
input events connected to the gate with arcs having order number 1 and 2, only

once.

r¢ must be applied to a subnet of the GSPN composed by the following nodes:

e aplace P whose label is equal to < namel > +”_dn”; this means that P
is the mapping of Y in the GSPN;

e aplace () whose label is equal to < namel > +”_ok”;
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Figure 4.18: Compound rule for a gate of type PAN D and its input events with
order number n and n + 1 (n > 2).

e aplace U whose label is equal to < name2 > +”_dn”; this means that U
is the mapping of A in the GSPN;

e aplace U’ whose label is equal to < name3 > +”_dn”; this means that U’
is the mapping of B in the GSPN;

e an immediate transition 7" whose label is < namel > +”_pand”; this
means that this transition was created by the application of the rule in Fig.
4.16togandY.

The effect of 7, on the GSPN is the addition of the immediate transition 7'2, of
several oriented arcs ((T,U), (U, T), (T, U"), (U',T),(U',T2),(T2,U"), (T2,Q)),
and of several inhibitor arcs ((U,T2), (Q,T2)). The label of T2 is given by
< namel > 47 _pand_"+ < name3 >.

Fig. 4.18 shows the compound rule for a gate of type PAN D and two input
events connected to the gate by means of two arcs having the order numbers n and
n + 1 respectively (n > 2).

Example. InFig. 4.19, we can see how a gate of type PAN D having the event
labelled as U PD as output event, and the events labelled as BD, D1 as input, is
converted in form of GSPN, through the application of the compound rules in Fig.
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Figure 4.19: Conversion of a gate of type PAN D in GSPN form.

4.5, in Fig. 4.7, in Fig. 4.16, and in Fig. 4.17. This gate belongs to the DFT in Fig.
4.4. The BE labelled as BD is mapped to the place labelled as BD_dn and the
timed transition labelled as BD_ fail. The BE labelled as D1 was already mapped
in the GSPN, during the conversion of the gate in Fig. 4.11.

The PAN D gate is mapped to a set of immediate transitions with the purpose
of verifying that the specified order of the input events is respected: the transition
UPD_pand_D1 fires if D1_dn becomes marked and BD_dn is empty, in other
words if the event D1 occurs before the event BD. One token appears in the
place labelled as U PD_ok after the firing of U PD_pand_D1, meaning that the
specified order has not been respected. In general, when an input event occurs, we
verify if its predecessor in the specified failure order, has already occurred or not.

When both BD_dn and D1_dn are marked, only if the place labelled as
U PD_ok is not marked, one token appears in the place labelled as U PD_dn (the
mapping in the GSPN of the output event U P D), by means of the immediate tran-
sition U PD_pand. The transition UPD_pand verifies the PAN D gate condition
about the occurrence of all the input events, while the transition UPD_pand_D1
verifies the condition about the order of occurrence of the input events of the gate
(section 4.2).

SE(Q gate conversion

The mapping of a gate of type SEQ is realized by means of the compound rules
shown in Fig. 4.20 and in Fig. 4.21.

Fig. 4.20 shows the compound rule for a gate of type SEQ and two input
events connected to the gate by means of two arcs having the order numbers 1 and
2 respectively. r¢ can be applied to a gate g of type SEQ such that the input events
A and B have already been mapped in the GSPN (by means of the compound rule
4.7). A must be connected to g through an arc (A, g) (drawn as a continuous line)
such that o((A4, g)) = 1, B must be connected to g through an arc (B, g) (drawn
as a continuous line) such that o((B, g)) = 2.
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Figure 4.20: Compound rule for a gate of type SEQ, its trigger event (with order
number 1) and the first of its dependent events (with order number 2).

Two variables are present: < nmamel > and < name2 >. They are instanti-
ated to the label of A and to the label of B, respectively.

The effect of ry on the DFT is the removal of the arcs (4, g) and (B, g) and
their replacement with other arcs, from A to g (with order number 1) and from B
to g (with order number 2) respectively; the new arcs are drawn as a dashed line.
In this way, we can apply the rule in Fig. 4.17 to the same SE(Q gate and to the
same input events connected to the gate with arcs having order number 1 and 2,
only once.

r+ must be applied to a subnet of the GSPN composed by the following nodes:

e aplace U whose label is equal to < namel > +”_dn”; this means that U
is the mapping of A in the GSPN;

e aplace U’ whose label is equal to < name2 > +”_dn”; this means that U’
is the mapping of B in the GSPN;

e a timed transition 7" whose label is < name2 > +”_fail”; this means that
this transition represents the occurrence of the event B in the DFT. B was
originally a BE, but it has been converted to an IE by the previous application
of the rule in Fig. 4.7.

The effect of 7, on the GSPN is the addition of a couple of oriented arcs: (U, T),
(T,U).

Fig. 4.21 shows the compound rule for a gate of type SEQ and two input
events connected to the gate by means of two arcs having the order numbers n and
n + 1 respectively (n > 2).
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Figure 4.21: Compound rule for a gate of type SE(Q and its dependent events with

order number n and n + 1 (n > 2).
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D1 D2 D1 fail D2 fail

Figure 4.22: Conversion of a gate of type SE( in GSPN form.



120 CHAPTER 4. PETRI NETS SUPPORTING DFT ANALYSIS

Y
= ¥ T
0
T mt
L || 2 |—] o
1ir conv(Y)=true — l_ﬁ_l
if conv(M)=true M
if oM, g)=0 o(M,g):=0

<namel>:=lab(Y)
<name2>:=lab(M)

L R

o > | I

T

I ff— —- T
O 8 O Q O>C) Q

if lab(P)=<namel>+"_dn"
7 > " 0 lab(Q"):=<namel>+"_sub"
f lab(G)= 2 d

if lab(Q)=<name2>+"_dn lab(T):=<namel>+"_wsp"

L 7

Figure 4.23: Compound rule for a gate of type W .S P, its output event and its input
event relative to the main component.

Example. Fig. 4.22 shows the conversion in the GSPN form of a gate of type
SE(Q with the BE labelled as D1 as trigger event, and the BE labelled as D2 as
dependent event. This gate belongs to the DFT model in Fig. 4.4. The conversion
is performed by means of the rule in Fig. 4.20. D1 and D2 were already mapped
in the GSPN, during the conversion of the gate in Fig. 4.11. In the GSPN resulting
from the SE() gate mapping, the timed transition D2_fail (modelling the occur-
rence of the BE D2), can fire only if the place D1_dn is marked, i. e. if the BE
D1 has already occurred. In this way, the events connected to the SE() gate are
forced to fail in the specified order, in the equivalent GSPN.

W S P gate conversion

The mapping of a gate of type W SP is realized by means of two compound rules
shown in Fig. 4.23 and in Fig. 4.24 respectively. Fig. 4.23 shows the compound
rule for a gate g of type W SP, its output event Y and its input event M relative
to a main component. M is identified by an arc (M, ¢g) having order number 0. 7
can be applied to a gate g of type W .SP such that

e the input event M has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.7). M must be connected to g through an arc (M, g)
(drawn as a continuous line) such that o((M, g)) = 0;
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e the input event Y has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.5 or by means of the compound rule in Fig. 4.6).

Two variables are present: < namel > and < name2 >. They are instanti-
ated to the label of Y and to the label of M, respectively.

The effect of 75 on the DFT is the removal of the arc (M, g) and its replacement
with another arc from M to g (with order number 0); the new arc is drawn as a
dashed line. In this way, we can not apply again the rule in Fig. 4.23 to the same
W S P gate, the same output event and to the same input event relative to the main
component.

r+ must be applied to a subnet of the GSPN composed by the following nodes:

e a place P whose label is equal to < namel > +”_dn”; this means that P
is the mapping of Y in the GSPN;

e aplace () whose label is equal to < name2 > +”_dn”; this means that @)
is the mapping of M in the GSPN.

The effect of 7, on the GSPN is the addition of the place @', of the immediate
transition 7', of three oriented arcs ((T', P), (T, Q), (Q,T)) and of two inhibitor
arcs (P, T), (Q',T)). The label of Q' is given by < name2 > +”_sub”; the label
of T is given by < namel > +7_wsp”.

Fig. 4.24 shows the compound rule for a gate g of type W SP, and an input
event S relative to a spare component. This rule considers also the output event
Y of g and its input event M relative to the main component. M is identified by
an arc (M, g) having order number 0. S is identified by an arc (S, g) having order
number n > (. 5 can be applied to a gate g of type W .SP such that

e the input event S has already been mapped in the GSPN (by means of the
compound rule in Fig. 4.7). S must be connected to g through an arc (S, g)
(drawn as a continuous line) such that o((M, g)) = 0;

e ¢ must have already been partially mapped in the GSPN by means of the rule
in Fig. 4.23; this property holds if the arc (M, g) is drawn as a dashed line.

Several variables are present:

e < namel > is the label of Y;

< name2 > is the label of M ;

< name3 > is the label of S;

e < num_s > is set to the number of input events of g (| ® g|);

e < num_a > is set to the order number of the arc connecting S to g (o((S, g))).
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Figure 4.24: Compound rule for a gate of type W .S P and an input event relative to
a spare component.
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The effect of 5 on the DFT is the removal of the arc (.5, g) and its replacement
with another arc from S to g (with the same order number of the removed one);
the new arc is drawn as a dashed line. In this way, we can not apply again the rule
in Fig. 4.24 to the same W SP gate and the same input event relative to a spare
component.

r¢ must be applied to a subnet of the GSPN composed by the following nodes:

e aplace P whose label is equal to < namel > +”_dn”; this means that P
is the mapping of Y in the GSPN;

e aplace () whose label is equal to < name2 > +”_dn”; this means that @)
is the mapping of M in the GSPN;

e a place Q' whose label is equal to < name2 > +”_sub”; this place was
generated by the application of the compound rule in Fig. 4.23 to g, Y and
M;

e a place U whose label is equal to < name3d > +”_dn”; this place was
generated by the application of the compound rule in Fig. 4.8 to g and S;

e a place V whose label is equal to < name3d > +”_on”; this place was
generated by the application of the compound rule in Fig. 4.8 to g and S;

¢ the immediate transition 7" whose label is < namel > +”_wsp”; this place
was generated by the application of the compound rule in Fig. 423 to g, Y
and M.

The effect of r4 on the GSPN is the addition of the place Z, of the imme-
diate transitions 7'1 and T2, of several oriented arcs ((7'1,Q"), (T'1,V), (T'1, Z),
(T1,Q),(Q,T1),(Q',T2),(Z,T2), (U,T2), (T2,U)) and inhibitor arcs ((Q', T'1),
(U,T1), (V,T1)). The label of Z is < name2 > +”_sub_"+ < name3d > 7;
the label of T'1 is < name2 > +” _switch "+ < name3 >; the label of T2 is
< name2 > +"_fail_”+ < name3 >. The priority of the immediate transition
T1lissetto < num_s > — < num_a > +1.

Example. Fig. 4.25 shows the conversion in the GSPN form of a gate of type
W SP having MEM]1 as output event, M1 as main component, R1 and R2 as
spare components of M1. This gate belongs to the DFT model in Fig. 4.4. The
conversion of this gate is realized by applying the compound rules in Fig. 4.7, in
Fig. 4.8, in Fig. 4.23, in Fig. 4.24. In the equivalent GSPN, several timed tran-
sitions and places modelling the failure of the components, are present. The tran-
sition M'1_fail models the occurrence of the failure of M1; when it fires, it puts
one token in the place M 1_dn modelling the failed state of M 1. The place R1_on
indicates if R1 is dormant (m(R1_on) = 0) or if it is working (m(R1_on) = 1).
The transition R1_of f_fail models the occurrence of the failure of R1 while
it is in the dormant state; this transition can fire only if m(R1_on) = 0. The
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transition R1_on_fail models the occurrence of the failure of R1 while it is in
the working state; this transition can fire only if m(R1_on) = 1. The effect of
the firing of both the transitions R1_of f_fail and R1_on_fail is the appearance
of one token in the place R1_dn modelling the failed state of R1. The failure of
the spare component R2 is modelled in an analogous way by the places R2_on,
R2_dn, R2_of f_fail, R2_on_fail.

If m(M1_dn) = 1 (M1 is failed), m(M1_sub) = 0 (M1 is not currently
replaced by any spare), m(R1_dn) = 0 (R1 is not failed) and if m(R1_on) =
0 (R1 is dormant), then the immediate transition M1_switch_R1 fires with the
following effects: m(R1_on) = 1 to indicate that R1 is working; m(M1_sub) =
1 to indicate that M1 is currently replaced by any spare; m(M1_sub_R1) = 1 to
indicate that M1 is currently replaced by the spare R1. In this way, the replacement
of M1 by R1 is modelled in the GSPN. If later R1_dn becomes marked (R1
is failed), the immediate transition M 1_fasl_R1 fires removing the token inside
M1_suband M1_sub_RI1.

If m(M1_dn) = 1 (M1 is failed), m(M1_sub) = 0 (M1 is not currently
replaced by any spare), m(R1_dn) = 1V m(R1_on) = 1 (R1 is failed or is
replacing another main component), m(R2_dn) = 0 (R2 is not failed), and if
m(R2_on) = 0 (M1 is dormant), then the immediate transition M 1_switch_R2
fires with the following effects: m(R2_on) = 1 to indicate that R2 is work-
ing; m(M1_sub) = 1 to indicate that M1 is currently replaced by any spare;
m(M1_sub_R2) = 1 to indicate that M1 is currently replaced by the spare R2. In
this way, the replacement of M1 by R2 is modelled in the GSPN. If later R2_dn
becomes marked (R2 is failed), the immediate transition M1_fail_R2 fires re-
moving the token inside M1_suband M1_sub_R2.

If m(M1_dn) =1 (M1 is failed), m(M1_sub) = 0 (M1 is not currently re-
placed by any spare), m(R1_dn) = 1Vm(R1_on) = 1 (R1is failed or is replacing
another main component), m(R2_dn) = 1V m(R2_on) = 1 (R2 is failed or is
replacing another main component), then the immediate transition M EM1_wsp
fires putting one token inside M E M 1_dn; this place is the mapping in the GSPN
of the output event M E M1 of the gate in Fig. 4.25. In this way, we model the
occurrence of the output event of the gate, in the case the main component M1 is
failed and there is no available spare components to replace it in its function.

Actually, the immediate transitions M'1_switch_R1, M1_switch_R2, M1_wsp
may be enabled to fire at the same time; their priority values determine which tran-
sition has to fire.

4.6.4 Conversion steps

Given a DFT model to be mapped in a GSPN, the only compound rules which
can be initially applied, concern the events; these rules are in Fig. 4.5, Fig. 4.6,
Fig. 4.7, Fig. 4.8. The TE and the IEs are simply mapped into places of the
GSPN, while the conversion of the BEs generates also timed transitions modelling
their occurrence. A compound rule for a non internal event, maps the event in the
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GSPN, and replaces in the DFT the event with an internal event. This replacement
is useful because in this way, all the input and output events are IEs; so, we have
to define compound rules only for gates having IEs as input and output events,
avoiding to distinguish the events according to their type (BEs, IEs, TE) in the
compound rules for the gates mapping.

The mapping of an event in the GSPN, is independent from the type of gate the
event is input or output of, with the exception of the case of an event relative to a
spare component. For this reason, in the rules in Fig. 4.5, Fig. 4.6, Fig. 4.7 no
gates are present in the source graph transformation rule (7). In the special case of
an event relative to a spare component, we have to apply the rule in Fig. 4.8, where
the W S P gate appears. The priorities established among all these rules, allow to
apply the correct rule to each event of the DFT.

The mapping of a gate in the GSPN target model can be performed only when
the mapping of the input events and the output event of the gate, has been per-
formed. The conversion of a gate generates immediate transitions, with the possi-
ble creation in the GSPN of other places necessary to model in the GSPN the gate
semantic.

Several compound rules may be enabled at the same time; the final result of
the DFT mapping into GSPN is not influenced by the order of application of the
compound rules (confluence property (section 4.5.2)). However, priorities among
compound rules must be respected in any order of application.

The use of the attribute conv for the events, and the replacement of some arcs
drawn as continuous lines, with arcs drawn as dashed lines, is a way to allow to
perform the mapping of an event or a gate only once. If we did not use this trick,
it would be possible to apply the same rule to the same event or gate for an infinite
number of times. Moreover, the compound rules have been expressed in a such a
way that whenever the source graph transformation rule can be applied to the DFT,
the target transformation rule can be applied as well. In other words, whenever a
match for L, exists in the DFT, a match for L; exists in the GSPN.

Since the DFT is composed by a finite number of nodes, and each event and
gate is mapped in the GSPN only once, the conversion process ends after a finite
number of steps (termination property (section 4.5.2)). More precisely, the conver-
sion process ends when no rules can be applied to the DFT target model.

4.6.5 Running example

Through the application of the transformation rules described in section 4.6, we can
convert the DFT model in Fig. 4.4, into the GSPN in Fig. 4.26. The probability of
the TE (Unreliability of the system) at time ¢ can be computed on the GSPN model
as the probability of the place T'E_dn to be marked by one token at time ¢:

Pr{TE,t} = Pr{m(TE_dn) = 1,t}

In the case of this example, and according to the failure rates and dormancy factors
indicated in Tab. 4.1, the probability of the TE versus time, obtained on the GSPN,
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timet | Pr{TE,t}
1000 h | 2.347929E-06
2000 h | 5.391436E-06
3000 h | 9.130105E-06
4000 h | 1.356352E-05
5000 h | 1.869125E-05
6000 h | 2.451289E-05
7000 h | 3.102801E-05
8000 h | 3.823620E-05
9000 h | 4.613702E-05
10000 h | 5.473005E-05

Table 4.3: Unreliability values for the Multiproc system with dependencies.

is shown in Tab. 4.3. These values have been computed by means of the GreatSPN
tool; the state space derived from the GSPN by GreatSPN, is composed by 7806
states (7806 tangible markings in the reachability graph of the GSPN). The time to
perform the GSPN analysis, has been 12 seconds’.

4.7 Module based DFT analysis

The state space analysis of a DFT through its mapping into a GSPN model (or
in a CTMC), is typically computationally expensive, since the number of states
tends to grows exponentially with the number of components. Moreover, the state
space analysis is strictly necessary for the subtrees containing dynamic gates, since
we can not express in Boolean formulas the semantic of dynamic gates. At the
same time, for the subtrees with only Boolean gates, the standard combinatorial
analysis (through the BDD generation) would be enough. So, a way to reduce the
computational cost of the state space analysis, consists of using this technique only
with the subtrees with dynamic gates, and using the combinatorial technique with
the rest of the DFT.

Such approach for the DFT analysis requires the solution of some subtrees in
isolation; in order to analyze a subtree in isolation, the subtree must be independent
from the rest of the DFT (section 2.5). So, the modules (independent subtrees)
detection on a DFT becomes necessary to this aim.

In a FT, a module is a subtree which is structurally independent from the rest of
the FT; this happens if the events contained in the subtree, do not occur elsewhere
in the FT [44]. This notion of module is still valid on a DFT, but we need also
a way to classify the modules according to the analysis technique they require
(combinatorial or state space analysis).

'The GSPN analysis has been performed on a personal computer equipped with a Pentium 4 2.4
MHz processor and with 512MB of RAM.
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4.7.1 Modules detection and classification

The modules detection algorithm [44] for FT models proposed in section 2.5.2, has
the purpose of verifying the independence of a subtree of the FT, in structural terms.
This algorithm is still useful on DFT models, to verify the structural independence
of the subtrees. However, this algorithm is applied on FTs interpreting the FT
as a tree structure by reversing the orientation of the FT arcs; if we perform the
reversing of the orientation of the DFT arcs, we can apply such algorithm to DFT's
too.

By definition the BEs of a FT are modules; in the case of DFTs, we do not
consider the BEs as modules. Moreover, in a DFT, a BE may not be a terminal
node; for instance, the BE e may be the dependent event of a gate g of type FDE P;
in this case, an arc (g, e) is present. So we have that | e ¢ # 0; in other words e
can be considered the root of a subtree €. However, in a DFT, we always consider
a module as a subtree ¢ rooted in an event ¢’ : ¢ € ZE U {TE}. In this sense, the
modules detection algorithm verifies if an event e’ is the root of a module, only if
€' € TE U{TE} (section 2.5.2).

After the modules detection through this algorithm, DFT modules can be clas-
sified according to the solution method they need:

e the module € is a Combinatorial Solution Module (CSM) if Vg € G : g €
oe,v(g) € BG. In other words, the module € is a CSM if it does not contain
any dynamic gate.

e the module € is State space Solution Module (SSM) if 3g € G : v(g) €
DG A g € oe. In other words, the module € is a SSM if it contains at least
one dynamic gate.

For the CSMs the state space analysis is not necessary; for them, the less expen-
sive combinatorial analysis is enough. The state space analysis is essential for the
SSMs, since they contain dependencies due to the presence of dynamic gates [2].
We indicate with M the set of the modules in the DFT.

Given a dynamic gate g of the DFT, a Dynamic Module (DM) is the smallest
SSM € in the DFT such that g is contained in €. Formally, € € M is a DM if

dg€G:v(9g) € DG A g € oceA EQEM:geoe'/\e'Eoe
We indicate with DM the set of the DMs of a a DFT. A module € is a Maximal
Dynamic Module (MDM) if € is a DM and is not contained inside another DM,
formally, € € DM is a MDM if
ﬁé\’ € DM :e € o€

The definition of DM and MDM is useful in the DFT analysis by modulariza-
tion.
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4.7.2 DFT modularization

The main reason to perform the DFT analysis by modularization, i. e. exploiting
modules, is applying the state space analysis to the subtrees of the DFT requiring
it, while the less expensive combinatorial analysis can be performed on the rest
of DFT. We limit our attention on the quantitative analysis of a DFT at a certain
mission time .

As in the case of the FTs (section 2.5.3), the main steps of the modularization
of a DFT are: modules detection, modules classification, decomposition, modules
analysis and aggregation. As described in the previous section, the modules de-
tection algorithm for FTs, is still valid for the modules detection on DFTs. Still in
the previous section, the modules classification is provided. In the decomposition
step, we have to detach from the DFT, modules needing the state space analysis, in
other words, we have to detach SSMs. The state space analysis of a SSM can be
realized by mapping the DFT module in a GSPN as shown in section 4.6; then, the
resulting GSPN can be analyzed returning the probability to be marked at time ¢,
of the GSPN place corresponding to root event of the module.

In the aggregation step, we have to replace each of the detached SSM with a
BE having such probability, instead of a failure rate. At this point a problem arises:
if we iterate the modularization steps and a BE having a probability is part of a
detached SSM to be converted in GSPN, we can not convert such BE in the GSPN,
since it does not have a failure rate: in the model transformation system from DFT
to GSPN (section 5.4), the compound rule to map a BE in GSPN form (Fig. 4.7)
requires the BE to have a failure rate.

In order to avoid this drawback, we have to choose the SSMs to be detached
in such a way to avoid that any BE replacing a SSM, belongs to another SSM.
The solution to this problem, is choosing the MDMs of the DFT as the modules
to be detached from the DFT. Any dynamic gate belongs to a DM and to a MDM.
Choosing the MDMs as the modules to be detached and analyzed in isolation in the
state space, all the dynamic gates in the DFT are included in one of the detached
modules. After the aggregation step, no BEs replacing modules, will be part of a
SSM, since no dynamic gates will be present in the DFT.

Following this strategy, the modularization steps do not need to be iterated, but
it is necessary to perform them only once in order to analyze in the state space any
subtree needing this kind of analysis. If the detached modules are MDMs, after the
aggregation step, the DFT does not contain any dynamic gate, so it is now a FT
and can be analyzed with the combinatorial technique (BDD generation). We can
not map a BE having a probability instead of a failure rate in a GSPN, but a BDD
can deal with such a BE.

If the whole DFT is a MDM, we convert the whole DFT in a GSPN, and we
analyze the resulting GSPN computing the probability of the GSPN place TE_dn
to be marked at the mission time ¢.

The steps to perform the modularization of a DFT follow:

1. Modules detection
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Modules classification: for each module, we verify if it is a MDM.
if TE is a MDM go to step 11, else go to step 4.

Decomposition: each MDM is detached from the DFT.

MDM conversion to GSPN: each MDM is converted to GSPN.
GSPN analysis: each MDM in GSPN form, is analyzed.

N ke

Aggregation: each detached MDM is replaced in the DFT, by a BE (we
obtain a FT).

*

FT conversion to BDD

9. BDD quantitative analysis returning the final result.
10. end.
11. DFT conversion to GSPN.

12. GSPN analysis: the DFT in GSPN form, is analyzed returning the final re-
sult.

13. end.

4.7.3 Running example

In this section, we perform the quantitative analysis by modularization of the DFT
in Fig. 4.4, for a mission time of 10000A. Fig. 4.27 shows the MDMs of the DFT;
they are DA | and CM. Both of them must be converted to GSPN; Fig. 4.28 shows
the module DA in GSPN form; Fig. 4.29 shows the module CM in GSPN form.

The state space analysis of the module DA and of the module CM at time
t = 10000h returned these probabilities:

Pr{DA,t} = Pr{m(DA_dn) = 1,t} = 5.460599F — 5

Pr{CM,t} = Prim(CM_dn) = 1,t} = 1.240670E — 7

The state space size of the module 1/),\4’ computed on the equivalent GSPN, is 14
states; the state space size of the module CM is 487 states. In both cases, the
time required to perform the analysis of the MDM in GSPN form, is less than
one second. In section 4.6.5, the state space derived from the GSPN in Fig. 4.26
equivalent to the whole DFT in Fig. 4.4, was composed by 7806 states and required
12 seconds to be analyzed. Thus, it is evident the reduction of the computational
cost if the DFT analysis is performed by modularization, instead of converting the
whole DFT into GSPN.

The replacement of the MDMs with BEs having the probability indicated above,
produces the DFT in Fig. 4.30; this DFT is actually a FT so we can generate and
analyze the corresponding BDD. Such BDD is shown in Fig. 4.31, and its quanti-
tative analysis returns the probability of the TE (5.473005E — 5).

Tab. 4.4 reports the probabilities of the MDMs and of the TE, versus time.
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Figure 4.27: The MDMs in the DFT model of the Multiproc system.
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Figure 4.28: The GSPN corresponding to the module DA.
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Figure 4.31: The BDD equivalent to the (D)FT in Fig. 4.30.

timet | Pr{DA,t} | Pr{CM,t} | Pr{TE,t}
1000 h | 2.347804E-6 | 1.25E-10 2.347929E-06
2000 h | 5.390438E-6 | 9.99E-10 5.391436E-06
3000 h | 9.126738E-6 | 3.367E-9 9.130105E-06
4000 h | 1.355554E-5 | 7.976E-9 1.356352E-05
5000 h | 1.867569E-5 | 1.5567E-8 1.869125E-05
6000 h | 2.448601E-5 | 2.6879E-8 2.451289E-05
7000 h | 3.098536E-5 | 4.2651E-8 | 3.102801E-05
8000 h | 3.817258E-5 | 6.3617E-8 3.823620E-05
9000 h | 4.604651E-5 | 9.0513E-8 4.613702E-05
10000 h | 5.460599E-5 | 1.24067E-7 | 5.473005E-05

Table 4.4: Unreliability values for the Multiproc system with dependencies.



Chapter 5

Modelling repair processes using
RFT

5.1 Introduction to Repairable Fault Trees

As mentioned in section 3.1, a way to improve the Reliability of the system, con-
sists of replicating its critical components or subsystems. Moreover, the Reliability
can be improved by providing spare components able to replace a failed compo-
nent in its function (section 4.2). Another way to improve the system Reliability
is introducing repair or recovery processes with the purpose of repairing the failed
components.

While the failure of a component determines the component state transition
from the working state to the failed state, the accomplishment of the repair process
allows a failed component to turn back to the working state. The behaviour of a non
repairable component is acyclic; this means that the component can not turn back
to a previous state: a non repairable component is initially working and may turn
to the failed state; this state is an absorbing state meaning that no state transitions
are possible from the failed state. In the case of a repairable component instead,
the failed state is not an absorbing state because the repairable component can turn
back to the working state due to the repair process; in other words, the behaviour
of a repairable components is cyclic, in the sense that the working and the failed
state may be repeatedly alternated during the life time of the component.

If the repair process involves a subsystem instead of a single component, the
behaviour of the subsystem becomes cyclic. In general, we talk about repairable
systems, when some repair process involves single components of the system, sub-
systems or the whole system.

Actually, when we deal with repairable components (systems), the term Avail-
ability should be used instead of Reliability, to indicate the probability that the
component (system) is correctly working at a certain time (see section 1.1.3).

Besides the PFT (section 3.2) and the DFT formalism (section 4.3), a further
extension of the FT formalism becomes necessary to model systems characterized

135
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by the presence of repairable components or subsystems. To this aim, the Re-
pairable Fault Tree (RFT) [32, 52] formalism has been developed together with its
evaluation technique: the presence of repair processes in the system and in its RFT
model, establishes some dependencies among the component failure events (state
transitions from the working to the failed state) and the repair events (state transi-
tions from the failed to the working state). Moreover, the model must be able to
capture all the transient behaviour that happen whenever the failure of a repairable
component (subsystem) is detected with the consequent activation of the repair
action. The combinatorial analysis used for FT's can not fit these aspects, so the
possibility of modelling repair processes requires the state space based analysis.

The RFT formalism differs from the FT formalism, for the introduction of a
new primitive called Repair Box (RB) [8, 32]. A RB allows the model designer
to represent the presence of a repair action involving a certain set of components.
The repair action is activated by the occurrence of a specific failure event (trigger
event) concerning a component or a subsystem. A repair process is characterized
by a repair policy describing the repair mode, and by repair rates influencing the
repair time; actually the time to repair a component can be considered as non de-
terministic, so the duration of a repair process is a random variable. In the RFT
formalism, the time to repair is ruled by a negative exponential distribution (as the
time to failure).

The usefulness of the RFT formalism does not regard only the possibility to
model repair processes, but also the possibility to evaluate and compare the effi-
ciency of several repair policies if applied to the same system.

A way to perform the state space analysis of the repair process involving a
subsystem modelled in the RFT, consists of mapping the failure mode and the
repair mode of the subsystem in a GSPN model and exploiting the available GSPN
solvers. The way to perform such mapping is described in section 5.4.

An example of RFT model is depicted in Fig. 5.1.

5.2 A new primitive: the Repair Box

In the RFT formalism, a new primitive called Repair Box (RB) is introduced with
the aim of indicating the presence of a repair process in the system. A RB graph-
ically appears as a wrench inside a square, and is connected by means of oriented
arcs to the events in the RFT. In particular, the event e connected to the RB b by
means of the oriented arc (e, b) is called trigger event; the aim of the trigger event
is twofold: its occurrence enables the repair action modelled by b, and it is the
“root” of the subtree whose BEs are influenced by the repair action. Moreover,
a RB b is connected to a set of BEs representing the components to be repaired,;
this set is called the basic coverage set of b and is indicated by Covpg(b); given
the BE ¢’ belonging to Covgg(b), b is connected to ¢’ by means of the oriented
arc (b, e'). The effect of the RB b is setting the value of the BEs in Covpg/(b) to
true (working), if their current value is false (failed). This happens after random



5.3. RFT FORMALISM DEFINITION 137

period of time starting in the moment of activation of the RB, i. e. when the trigger
event occurs.

Actually, the effect of the RB does not influence only the BEs in its basic cov-
erage set, but also all the IEs whose value can be expressed by a Boolean function
over a set of BEs including at least one BE in the basic coverage set of the RB:
changing the value of a BE ¢’ in the basic coverage set, may determine the change
of the value of an IE e such that a path exists from e’ to e according to the logic
circuit orientation of the RFT arcs connecting input events to gates and gates to
output events. The coverage set of the RB b is indicated by Covg(b) and is com-
posed by all the BEs and IEs whose value is influenced by the action of b. Covg(b)
is the union of Covpg(b) with any IE e such that a path exists from any element
of Covpg(b) to e.

Besides the trigger event and the basic coverage set, a RB is characterized also
by a repair rate and a repair policy. The repair rate is the parameter of the negative
exponential distribution ruling the time to repair of the RB or the time to detect the
failure (this depends on the repair policy). The repair policy describes each aspect
of the repair process, such as the maximum number of components under repair at
the same time, the order of repair of the components, etc. In some repair policies,
a repair rate must be set for each BE in the basic coverage set.

We assume that an event can be the trigger of only one RB. All these aspects
are formally defined in section 5.3, while in section 5.3.1 three repair policies are
proposed.

5.3 RFT formalism definition

The RFT formalism in an extension of the FT formalism, with the addition of the
RBs. The RFT formalism is given by the tuple
RFT = (£,G,RB, A, BG,v, A\, 1, RP, B)

where:

o £ =BEUIZEU{TE} is the set of the events in the RFT; it is the union of
the following sets:

— B¢ is the set of the BEs;
— ZE is the set of the IEs;
— {TE} is the set composed by the unique TE.

AC(ExG)UG x E)UE x RB) U(RB x BE) is the set of the arcs.
BG = {AND, ORY} is the set of Boolean gate types.

v : G — Bg is the function assigning to each gate its type.

Given g € G,
og ={e € &:3(e,g) € A} is the set of input events of g;
ge = {e € £:3(g,e) € A} is the output event of g.
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e Givene € &,

ec = {g € G:3(g,e) € A} is the gate having e as output event;
ee = {g € G:3(e,g) € A} is the set of gates having e as one of their input
events.

given b € RB,
ob = {e € &:3(e,b) € A} is the trigger event of b;
be = {e € BE : 3(b,e) € A} = Covpg(b) is the basic coverage set of b.

The following conditions about the connection of events with gates, must
hold:
-Vgeg,legl>2
-Vgeg,lge|=1
- VeeBE,|ee| =0
-VeeBE,|lee| >0
-VeeZI, |oe|=1
-VeeZ |eo|>0
- |eTE|=1
- |TEe|=0
Givene € £,0e = {¢’ € £: J[e' — €]}.

Given e € &, €is composed by any [b — €] : b € BEUBRE (€ indicates the
subtree rooted in e).

The following conditions about the connection of events with RBs, must
hold:

— VbeRB,|eb| =1
— VbeRB,|be|>1
—Vb,b € RB:b£Y, ebN el =0

Given b € RB,
—ob={ecf:3e >[N cbene cebrec e — €}
—bo={ecf:3e > TE|Ne cobNec e - TE|} —eb
Covg(b) = ob U bo is the coverage set of b.
Given b € RB and €’ € ob, the following conditions hold:

— Covgg(b) C o€
- ob C o€
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- CO’UBE(b) Q CO’UE(b)

X : BE — IR™ is the function assigning to each BE a failure rate, assuming
that BEs are ruled by the negative exponential distribution.

e i : RB — IR' is the function returning the repair rate of a RB. The repair
rate of the RB rules the time to repair (or to detect) the failure according to
the repair policy associated with the RB. Some repair policies require also
the specification of a repair rate for each BE in the basic coverage set (see
section 5.3.1).

e RP ={GRT,SRT — I,SRT — F,...} is the set of repair policies. Some
of them are described in section 5.3.1.

B : RB — RP is the function assigning a repair policy to a RB.

5.3.1 Defining a repair policy

In a repair policy, we set several aspects and parameters characterizing the repair
mode of a subsystem. The first aspect to be defined in a repair policy is the trigger
condition, i. e. the condition enabling the repair action.

The trigger condition can be

(a) a failure event;
(b) a condition expressed as a function of a set of failure events.

Besides the trigger condition, we can specify in a repair policy the following
aspects concerning the execution of the repair action:

(a) the repair order of repairable components;

(b) the number of available repair facilities: this number determines how many
components can be repaired at the same time.

Another aspect to be defined in a repair policy, is the time to repair a component
(or a subsystem); the time to repair is a random variable; if it is ruled by a negative
exponential distribution, then the parameter of the distribution is the repair rate of
the component (subsystem), equal to 1/MTT R, where MTTR is the Mean Time
To Repair of the component (subsystem). If the repair action involves a subsystem,
the time to repair can be characterized in two ways:

(a) setting a global repair rate ruling the time to repair the subsystem entirely; the
global repair rate might be state dependent, i.e. it might depend on the actual
set of components to be repaired when the repair action is triggered;

(b) setting a repair rate for each component, so that the time to repair of each
component is ruled separately.
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Moreover, a random period of time may be necessary to detect the trigger condition
enabling the repair action.

When the repair action involves a subsystem, another important aspect is the
definition of when a repair action should be considered as completed:

(a) when all components in the subsystem have been repaired;
(b) as soon as the trigger condition is no more true.

A relevant aspect in the specification of a repair policy, is the influence of the
repair action on the component failure processes:

(a) they may be stopped until repair ends;

(b) they may continue during the repair action so that new failures may occur
while the repair is taking place.

Global Repair Time policy

In this section, we provide the specification of the repair policy called Global Re-
pair Time (GRT) [32].

According to the GRT policy, the repair of a subsystem is triggered by the
occurrence of the failure of the subsystem. The detection of the trigger condition
is immediate.

The repair action may involve all the failed components of the subsystem or a
subset of them. The number of repair facilities is infinite, so there is no limit to the
number of components under repair at the same time.

A global repair rate is defined in the GRT policy, so the recovery of all the
components involved in the repair process, is considered as an atomic action which
is enabled by the trigger condition, and is completed after a random period of
time ruled by the negative exponential distribution having the global repair rate as
parameter.

During the execution of the repair action, the GRT policy assumes that no fail-
ure events can occur.

The RFT formalism defined in section 5.3, allows to associate a GRT policy to
aRB: givenb € RB: (b) = GRT,

e oy is the trigger condition of b, i. e. the event modelling the failure of the
subsystem to be repaired, and enabling the repair action of b;

e ge = Coupg(b) is set of BEs modelling the failure of the components in-
volved in the repair action modelled by b;

e the global repair rate of b is given by u(b).
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Single event Repair Time policy

In [32], another repair policy called Single event Repair Time (SRT) policy is de-
fined. In this policy, the trigger condition is still the failure of the subsystem, but
the time to detect the trigger condition and to enable the repair action, is a random
variable. Moreover, a repair rate is defined for each repairable component, so that
the end of the repair of each component, is not contemporary.

Two versions of the SRT policy are presented in [32]: with infinite repair facil-
ities (SRT-I) and with finite repair facilities (SRT-F).

In [32] the GRT, SRT-I and SRT-F policy are evaluated and compared by means
of the RFT formalism; in this chapter, we limit our attention on the GRT policy.

5.3.2 Running example
Repair mode of the system

Fig. 5.1 shows the RFT model for the Multiproc system described in section 2.2.1,
with the addition of two repair processes. One process involves the shared memory
R1 together with its memory bus B1; the repair process is activated when both the
shared memories R1 and R2 can not be accessed by the processing units, due to
the failure of the shared memories or to the failure of the memory buses. The
other repair process involves both hard disks (D1, D2) together with the disk bus
DBUS. This repair process is activated when both hard disks can not be accessed
by the processing units, due to the failure of the disks or to the failure of the disk
bus.

RFT model of the system

The RFT model of the system including the repair processes and shown in Fig.
5.1, has been obtained from the FT model in Fig. 2.3 with the addition of two
RBs named REP1 and REP2. Tab. 2.2 indicates the correspondence between
the events in the RFT and the system components and the subsystems. The failure
rates of the components are the same as in Tab. 2.1. The repair policy associated
to REP1 and RE P2 is the GRT policy (section 5.3.1); the repair rate of REP1
and REP2is 0.01h~! (u(REP1) = 0.01~h~ %, u(REP2) = 0.01h71).

REP1 models the repair process involving B1 and R1; its trigger event is
the IE SM representing the denied access to both shared memories. The basic
coverage set of REP1 is composed by the BEs R1 and Bl (Covpr(REP1) =
{R1, B1}). So, when the IE B1 occurs (B1 = true), the RB REP1 is activated
with the effect of repairing the BEs R1 and B1 (R1 = false, B1 = false) after a
random period of time ruled by a negative exponential distribution with parameter
u(REP1). As a consequence of the repair of B1 and R1, the value of other events
may become true. The events whose value is influenced by the RB REP1 is
contained in the coverage set of REP1: Covg(REP1) = {R1, B1, BR1, SM,
MEM1, MEM2, MEM3, PU1, PU2, PU3, CM,TE}.
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Figure 5.1: RFT model of the Multiproc system with repair processes.

The RB RE P2 models the repair process involving directly D1, D2 and DBUS.

The trigger event of RE P2 is the IE D A, while Covpg(REP2) = {D1,D2, DBUS}.

The repair process represented by RE P2 is activated when the event D A occurs
(DA = true), and after a random period of time the BEs D1, D2 and DBU S
are repaired (D1 = false, D2 = false, DBUS = false). The coverage set of
REP2is Covg(REP2) = {D1,D2,MS,DBUS,DA,TE}.

5.4 Converting a RFT model into a GSPN

This section describes the model transformation system (section 4.5) to convert a
RFT model (source model) to a GSPN (target model), assuming that a GRT repair
policy (section 5.3.1) is associated to each RB in the RFT.

Some of the compound rules dealing with the RB, need the specification of a
new attribute for the RBs, called RepFEwv; before the begin of the model transfor-
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mation process, for each RB b in the RFT, we set the attribute RepEwv(b) to the set
of labels of the events belonging to the set Covg(b) — Covpg(b). In other words,
the attribute RepFEwv of the RB b contains the set of the labels of the non basic
events belonging to the coverage set of b.

The compound rules in the model transformation system from RFT to GSPN,
are in the form described in section 4.5.3. These rules need the introduction in the
RFT formalism, of some new functions:

e conv : £ — IB is the function returning the true value if an event in the
source RFT model, has already been mapped in the GSPN target model, and
returning the false value if an event in the source model has not yet been
mapped in the target model.

o lab : & — {A,...,Z}T is the function returning the label assigned to an
event, where {A, ..., Z}" is the set of all the possible non empty strings we
can compose with the alphabet {4, ..., Z}.

The lab function has been defined also in the GSPN formalism:

e lab: PUT — {A,...,Z}7 is the function returning the label assigned to
a place or transition.

In the compound rules in our model transformation system, labels are used to iden-
tify the nodes inside the source model and the target model:

Ve, € £:e# €, lab(e) # lab(e)

Vp,p' € P:p# p,lab(p) # lab(p')

Vi, ' €T :t #t',lab(t) # lab(t')

We can classify RFTs and GSPNs as labelled attributed oriented graphs (section
4.5.1); labels are returned by the function lab, while attributes are returned by the
other functions defined in the RFT formalism (section 5.3) and in the GSPN for-
malism (section 4.4.2).

In order to map in the GSPN the failure mode of the system, we can use the
compound rules to convert the events and the Boolean gates, defined in the model
transformation system from DFT to GSPN (section 4.6). Such rules are depicted
in Fig. 4.5, Fig. 4.6, Fig. 4.7, Fig. 4.9, Fig. 4.10, Fig. 4.12. In order to map in the
GSPN the repair mode of the system, we use the compound rules defined in this
section.

5.4.1 RB conversion

The compound rule in Fig. 5.2 can be applied to the a RB and to its trigger event. r
can be applied to a subgraph of the target model, composed by a RB B connected
to the trigger event E by means of the arc (E, B); moreover, E must already be
mapped in the GSPN (conv(FE) = true) by means of the compound rule in Fig.
4.5, in Fig. 4.6 or in Fig. 4.7. In r,, E is an IE, but it might be originally a BE
or the TE; this is due to the previous application of the rule in Fig. 4.7 to a BE,
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Figure 5.2: Compound for the trigger event of a RB.
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if conv(E)=true E
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Figure 5.3: Compound for an event in the basic coverage set of a RB.

or of the rule in Fig. 4.6 to the TE. The effect of ¢ on the source model is the
removal of the arc (£, B) and its replacement with an arc drawn as a dashed line,
still from E to B; in this way, the rule in Fig. 5.2 can not be applied again to the
same RB and on the same trigger event. r; creates in the GSPN target model, the
subnet modelling the trigger condition of the RB, the begin of the repair action, the
time to repair, and the end of the repair action. All these aspects respect the GRT
repair policy (section 5.3.1) associated with the RB.

The compound rule in Fig. 5.3 concerns a RB and one of the events in its basic
coverage set. 75 can be applied to a subgraph of the RFT, composed by the repair
box B, the trigger event E’ and the event E belonging to the basic coverage set
of B. The trigger event E' is identified by the arc (E’, B); since in ry this arc is
drawn as a dashed line, the compound rule in Fig. 5.3 can be applied only if the
compound rule in Fig. 5.2 has already been applied to B and E’. The event E
appears in rg of the compound rule in Fig. 5.3 as an IE; originally, it was a BE; this
is due to the previous application to F of the compound rule in Fig. 4.5, in Fig. 4.6
or in Fig. 4.7. The effect of the application of r, of the compound rule in Fig. 5.3
to the RFT source model, is the removal of the arc (B, E') and its replacement with
an arc drawn as a dashed line, still from B to E; in this way, we avoid the further
application of the compound rule in Fig. 5.3 to the same RB and the same event in
the basic coverage set. The effect of the application of r; to the target model, is the
creation of an immediate transition modelling the repair of the failure event in the
basic coverage set of the RB.

The compound rule in Fig. 5.4 concerns a RB and one of the non basic events
in its coverage set. rs can be applied to a subgraph of the RFT composed by the
RB B, the trigger event E’ and the non basic event F in the coverage set of B. The
trigger event E’ is identified by the arc (E’, B); since in 7 this arc is drawn as a
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Figure 5.4: Compound for an IE in the coverage set of a RB.

dashed line, the compound rule in Fig. 5.4 can be applied only if the compound
rule in Fig. 5.2 has already been applied to B and E’. The event E appears in r
of the compound rule in Fig. 5.3 as an IE; originally, it might be the TE; in this
case, it was converted to an IE by the application of the compound rule in Fig. 4.6.
However, the event E must already be mapped in the GSPN (conv(FE) = true).
The non basic event F is classified as an element of the coverage set of B, if its
label is contained inside the attribute RepEv of B (if lab(E) in RepEv(E)). The
application of rg of the compound rule in Fig. 5.4 determines in the source RFT
model, the removal of the label of E from the set contained inside RepEv(E); in
this way, the rule in Fig. 5.4 can be applied only once to the same RB and to the
same non basic event belonging to the coverage set of the RB. The application of
¢ to the target model, creates an immediate transition modelling the repair of the
non basic event in the coverage set of the RB.

Any of the compound rules introduced in this section need the previous map-
ping of the RFT events by means of the rules in Fig. 4.5, in Fig. 4.6, in Fig. 4.7.
Any of the compound rules in this model transformation system can be applied
only once to the same elements of the RFT; this property combined with the fact
that a RFT model is composed by a finite number of nodes and arcs, guarantees the
termination of the model transformation process. The order of application of the
compound rules does not influence the final result of the transformation.

5.4.2 Running example

With the purpose of clarifying the conversion of a RFT model in GSPN, we take
into account the subtree SM of the RFT model in Fig. 5.1. The conversion into
GSPN of this subtree, is shown in Fig. 5.6. In SM the RB REP1 is present, with
Covpr(REP1)={R1, B1}; the trigger event of REP1 is SM.
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In the GSPN, the places SM _dn, BR1_dn, BR2_dn, R1_dn, B1_dn, R2_dn,
B2_dn and the transitions SM _and, BR1_or_R1, BR1_or_B1, BR2_or_R2,
BR2 _or_B2, R1_fail, B1_fail, R2_fail, B2_fail are the conversion of the
events and of the gates in S M modelling the failure mode of the subsystem. Their
conversion is realized by means of the compound rules for the events and the
Boolean gates described in section 4.6. The explanation of the conversion of the
RB REP1 in the GSPN in Fig. 5.6, follows.

The trigger condition of the RB is modelled in the GSPN by the immediate
transition S M _start which puts one token in the place SM _repair as soon as the
place SM_dn becomes marked (SM _dn corresponds to SM). The marking of
SM_repair indicates the begin of the time to repair the subsystem modelled by
SM in the RFT. The random time to repair the subsystem is modelled in the GSPN
by the timed transition SM _time whose firing rate is equal to the repair rate of the
RB REP1. The firing of this transition determines the end of the time to repair
the subsystem; the effect of the firing is moving the token from SM_repair to
S M _remove; the marking of SM _remove indicates the end of the time to repair
the subsystem.

At this point, the immediate transitions SM _clear_SM, SM_clear_BR]1,
SM_clear_R1, SM_clear_B1 are enabled to fire with the effect of removing
the token insidgihe places SM _dn, BR1_dn, R1_dn, Bl_dn corresponding to
the events of SM included in the coverage set of the RB REP1. Finally, the
immediate transition S M _end removes the token inside SM _remove to complete
the execution of the repair action.

The places SM_repair, SM _remove and the transitions SM _start, SM _time,
SM_clear_SM, SM_end are the result of the application of the compound rule in
Fig. 5.2 to the RB REP1 and its trigger event S M. The transitions SM _clear_R1
and SM_clear_B1 are the result of the application of the compound rule in Fig.
5.3 to REP1 and to the events in its basic coverage set. The application of the
compound rule in Fig. 5.4 to REP1 and the event BR1, produced the transitions
SM_clear_BRI1.

The priorities assigned to the immediate transitions in the GSPN in Fig. 5.6
allow the correct order of the steps of the repair action. Moreover, all the immediate
transitions modelling the repair process have a priority m, > 2, higher than the
priority 7y = 1 of the immediate transitions modelling the failure mode. In this
way, we assure that no failure events can occur during the repair process.

5.5 Module based RFT analysis

In a RFT model, the state space analysis is actually required only by the subtrees
where the value of the events depends on the action of some RB. The other subtrees
can be solved with the standard combinatorial method (BDD based analysis). So,
the evaluation of a RFT consists of the analysis in the state space of the subtrees
where some RB is present, and of the combinatorial analysis of the rest of the RFT.
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Such approach for the RFT analysis requires the solution of some subtrees in
isolation; in order to analyze a subtree in isolation, the subtree must be independent
from the rest of the RFT (section 2.5). So, the modules (independent subtrees)
detection on a RFT becomes necessary to this aim.

In a FT, a module is a subtree which is structurally independent from the rest of
the FT; this happens if the events contained in the subtree, do not occur elsewhere
in the FT [44]. This notion of module must be extended in the case of RFTs, but we
need also a way to classify the modules according to the analysis technique they
require (combinatorial or state space analysis).

5.5.1 Modules detection and classification

The modules detection algorithm [44] for FT models proposed in section 2.5.2, has
the purpose of verifying the independence of a subtree of the FT, in structural terms.
This algorithm is still useful on RFT models, to verify the structural independence
of the subtrees. However, this algorithm is applied to FTs interpreting the FT as a
tree structure by reversing the orientation of the FT arcs; in order to perform the
algorithm on a RFT, we have to ignore the RBs and the arcs touching the RBs, and
we have to perform the reversing of the orientation of the arcs connecting events to
gates and vice-versa.

In a RFT, we consider the subtree € (e € ZE U {T'E}) as a module if two
conditions hold:

e ¢ is structural independent from the rest of the RFT. This condition can be
verified using the algorithm to detect FT modules (section 2.5.2).

o Abe RB:e € ob— eb.

Once the RFT modules have been detected, we can classify the RFT modules
according to the solution method they need:

o the module € is a Combinatorial Solution Module (CSM) if
Ae € EN Abe RB: € € oe Ae' € Covg(b)

In other words, the module € is a CSM if it any of its events does not belong
to the coverage set of a RB.

e the module € is State space Solution Module (SSM) if
Je' € EANTbERB: e €oeNe € Covg(b)

In other words, the module € is a SSM if it contains at least one event be-
longing to the coverage set of a RB.

For the CSMs the state space analysis is not necessary; for them, the less expen-
sive combinatorial analysis is enough. The state space analysis is essential for the
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SSMs, since they contain dependencies due to the presence of RBs. We indicate
with M the set of the modules in the RFT.

Given a RB b of the RFT and its trigger event v € eb, a Repairable Module
(RM) is the smallest SSM € in the RFT such that v is contained in €. Formally,
e e MisaRMif

EIbE’R,B/\EIUEE:vEOb/\UEOe/\ﬁé\’EM:one'/\e'Eoe

We indicate with RM the set of the RMs of a RFT. A module € is a Maximal
Repairable Module (MRM) if € is a RM and is not contained inside another RM;
formally, € € RM is a MRM if

ﬁg’E’RM:eEoe'

The definition of RM and MRM is useful in the RFT analysis by modulariza-
tion.

5.5.2 RFT modularization

The main reason to perform the RFT analysis by modularization, i. e. exploiting
modules, is applying the state space analysis to the subtrees of the RFT requiring
it, while the less expensive combinatorial analysis can be performed on the rest
of RFT. We limit our attention on the quantitative analysis of a RFT at a certain
mission time .

As in the case of the FTs (section 2.5.3), the main steps of the modularization
of a RFT are: modules detection, modules classification, decomposition, modules
analysis and aggregation. In the decomposition step, we have to detach from the
RFT, modules needing the state space analysis, in other words, we have to de-
tach SSMs. The state space analysis of a SSM can be realized by mapping the
RFT module in a GSPN as shown in section 5.4; the SSM must include the RB(s)
connected to the events of the SSM. Then, the resulting GSPN can be analyzed
returning the probability to be marked at time ¢, of the GSPN place corresponding
to root event of the module.

As in the case of DFT modularization (section 4.7.2), we have to choose the
SSMs to be detached in such a way to avoid that any BE replacing a SSM, belongs
to another SSM. The reason for that is the impossibility to map in GSPN a BE
having a probability to fail instead of a failure rate (compound rule in Fig. 4.7).
So, in the Decomposition step, the MRMs of the RFT are the modules chosen to
be detached from the RFT. Any trigger event of a RB belongs to a RM and to a
MRM. Choosing the MRMs (together with the RBs connected to their events) as
the modules to be detached and analyzed in isolation in the state space, all the RBs
in the RFT are included in one of the detached modules. After the aggregation step,
no BEs replacing modules, will be part of a SSM, since no RBs will be present in
the RFT.

Following this strategy, the modularization steps do not need to be iterated, but
it is necessary to perform them only once in order to analyze in the state space any
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subtree needing this kind of analysis. After the aggregation step, the RFT does
not contain any RB, so it is now a FT and can be analyzed with the combinatorial
technique (BDD generation). While we can not map a BE having a probability
instead of a failure rate in a GSPN, a BDD can deal with such a BE.

If the whole RFT is a MDM, we convert the whole RFT in a GSPN, and we
analyze the resulting GSPN computing the probability of the GSPN place T'E_dn
to be marked at the mission time ¢.

The steps to perform the modularization of a RFT follow:

1. Modules detection

2. Modules classification: for each module, we verify if it is a MRM.
3. if TE is a MRM go to step 11, else go to step 4.

4. Decomposition: each MRM is detached from the RFT.

5. MRM conversion to GSPN: each MRM is converted to GSPN.

6. GSPN analysis: each MRM in GSPN form, is analyzed.

7. Aggregation: each detached MRM is replaced in the RFT, by a BE (we
obtain a FT).

8. FT conversion to BDD

9. BDD quantitative analysis returning the final result.
10. end.
11. RFT conversion to GSPN.

12. GSPN analysis: the RFT in GSPN form, is analyzed returning the final re-
sult.

13. end.

5.5.3 Running example

In this section, we perform by modularization, the quantitative analysis at time
t = 10000h of the RFT model in Fig. 5.1.

According to the RFT module definition and classification pr0V1ded in sectlon
5 5.1, the RFT in Fig. 5.1 contains the followmg CSMs: BR2 MM 1, MM? 2,
MMS3. The SSMs in the RFT in Fig. 5.1 are: SM,CM, DA, TE.

Fig. 5.5 shows the MRMs present in the RFT model of the Multiproc sys-
tem, according to the MRM definition provided in section 5.5.1; they are SM and
DA. According to the RFT modularization steps listed in Fig. 5.5.2, each of these
MRMs together with the RB connected to its events, needs to be detached from the
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Figure 5.5: The MRMs in the RFT model of the Multiproc system.
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Figure 5.6: The GSPN corresponding to the module SM.

RFT (decomposition step), converted in GSPN form (conversion step), analyzed in
GSPN form (analysis step) and replaced by a BE whose probability to occur is the
probability of the MRM to be failed at the required mission time.

By means of the model transformation system from RFT to GSPN described
in section 5.4, the MRM SM has been converted in the GSPN depicted in Fig.
5.6, while the MRM DA has been converted in the GSPN shown in Fig. 5.7. The
probability of the MRM SM to be failed at time ¢ = 10000 is computed as the
probability of the place SM _dn in the corresponding GSPN, to be marked at time
t = 10000h:

Pr{SM,t} = Pr{m(SM_dn) = 1,t} = 2.006E — 9

The module SM is replaced in the RFT model by the BE SM having this probabil-
ity. The probability of the MRM D A to be failed at time ¢ = 10000/ is computed
as the probability of the place D A_dn in the corresponding GSPN, to be marked
at time ¢ = 10000h:

Pr{DA,t} = Pr{im(DA_dn) = 1,t} = 1.601743E — 4

The module DA is replaced in the RFT model by the BE DA having this proba-
bility.

Replacing the MRMs of the RFT with BEs, we obtain the RFT shown in Fig.
5.8; this RFT contains no RBs, so it is actually a FT: it can be solved by generating
and analyzing the corresponding BDD depicted in Fig. 5.9. The probability of the
TE (Unavailability of the system) at time ¢ = 10000A is 1.602984F — 4; Tab. 5.1
shows the results obtained on the RFT for a mission time varying between 1000h
and 10000A.
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Figure 5.7: The GSPN corresponding to the module DA.

timet | Pr{SM,t} | Pr{DA,t} | Pr{TE,t}
1000 h | 1.84E-10 1.601671E-4 | 1.601672E-4
2000 h | 3.89E-10 1.601743E-4 | 1.601753E-4
3000 h | 5.73E-10 1.601743E-4 | 1.601777E-4
4000 h | 7.78E-10 1.601743E-4 | 1.601823E-4
5000 h | 9.83E-10 1.601743E-4 | 1.601899E-4
6000 h | 1.188E-9 1.601743E-4 | 1.602012E-4
7000 h | 1.392E-9 1.601743E-4 | 1.602170E-4
8000 h | 1.597E-9 1.601743E-4 | 1.602379E-4
9000 h | 1.802E-9 1.601743E-4 | 1.602648E-4
10000 h | 2.006E-9 1.601743E-4 | 1.602984E-4

Table 5.1: Unavailability values for the Multiproc system with repair processes.
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Figure 5.8: The RFT model of the Multiproc system after the analysis of the
MRMs.
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Figure 5.9: The BDD corresponding to the (R)FT in Fig. 5.8.
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Chapter 6

Integration of extended FT
formalisms

6.1 Integrating the PFT, DFT and RFT formalism

In this chapter, we compose the PFT, DFT and RFT formalism described in chap-
ters 3, 4 and 5 respectively, to generate a unique formalism called Dynamic Re-
pairable Parametric Fault Tree [8, 9, 29] (DRPFT). The DRPFT formalism in-
cludes and integrates the primitives of the FT formalism (BEs, IEs, TE, Boolean
gates), the primitives introduced in the PFT formalism (REs, BREs, parameters,
types), the primitives introduced in the DFT formalism (dynamic gates), and the
primitive introduced in the RFT formalism (repair box (RB, for short)).

So, the DRPFT formalism allows to build models where replicated components
and subsystems can be represented in compact form, dependencies among compo-
nent failure events can be represented by means of dynamic gates, and the presence
of repair processes can be modelled using RBs.

An example of DRPFT model is shown in Fig. 6.6.

Due to the presence of dynamic gates and RBs, a DRPFT model needs the
state space analysis. While a DFT model or a RFT model can be converted in
a GSPN model (sections 4.6 and 5.4), a DRPFT model can not be mapped in a
GSPN because there is no way to maintain the parametric form using the GSPN
formalism. Instead of GSPN, a DRPFT model can be mapped in a High-level
Stochastic Petri Net, in form of Stochastic Well-formed coloured Nets (SWN) [24,
25]. The SWN formalism extends the GSPN one, with the addition of coloured
tokens [23], introduced for the first time in Coloured Petri Nets (CPN) [65]. The
conversion of a DRPFT in a SWN allows to perform the state space analysis and
to maintain the representation of the redundancies in parametric form.

As in the case of GSPN, the analysis of a SWN begins with the generation
of the reachability graph. SWNs have the property that they generate symbolic
markings that may be viewed as a high level description of sets of actual markings.
So, from a SWN, a symbolic reachability graph [25] can be derived; the definition

157
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of symbolic markings allows to exploit symmetry properties in the model and to
generate the underlying CTMC in lumped form. The degree of saving in the state
space generation depends on the redundancies present in the system and can be
very consistent [11].

The way to convert a DRPFT model in a SWN is described in appendix A.

A further reduction of the computational costs of the state space analysis of
a DRPFT, can be achieved by analyzing the DRPFT by modularization, in such
a way to apply the state space analysis only to the DRPFT subtrees containing
dynamic gates and/or RBs, while the rest of the DRPFT (containing only Boolean
gates) can be solved through the combinatorial approach (pBDD).

6.1.1 Considerations on SWN and SAN

A coloured subnet of a SWN model, folds several symmetric GSPNs representing
them in a compact way; from this point of view, the SWN formalism reminds the
Stochastic Activity Networks (SAN) [86]. The main composing elements of the
SAN formalism are immediate and timed activities (similar to GSPN transitions),
places (containing tokens), and gates (differing from FT gates and used to set which
place markings enable activities to fire, together with effect of the activities firing
on the place markings). In the SAN formalism, there are no coloured tokens.

The Replicate/Join formalism [85] was conceived for SAN models; such for-
malism allows to express by means of a tree structure, the way to compose together
several SAN models in a unique large composed SAN model. In the tree structure,
leaf nodes are atomic SAN models, each non leaf nodes is a Join or Replicate
operator, and the root node is the model resulting from the composition of atomic
models according to the operators in the composed model. In particular, the Join
operator compose two or more SAN models by superposition over their common
elements; the Replicate operator constructs a model consisting of a number of
identical copies of a certain SAN model (copies may share common elements).

The composition and the analysis of SAN models is supported by the Mébius
tool [27, 34, 35, 37]. As in the case of SWN models, if a composed SAN model
presents structural symmetries, its analysis exploits such symmetries by solving a
smaller state space than if the symmetry were not present [85].

While in a composed SAN model, the replication (folding) is obtained by
means of atomic SAN models and the use of specific operators in an associated
tree structure, the SWN formalism allows to specify any aspect concerning the
symmetric structure of the system to be modelled, directly in the SWN model by
exploiting coloured tokens, with no external composition model. In other words,
a composed SAN model involves two formalisms (the SAN formalism and the
Replicate/Join formalism), while a SWN model is based on a unique formalism.

For this reason, mapping the semantic of a DRPFT model in a SWN is easier
to be implemented by a a model transformation system based on graph transfor-
mation rules (section 4.5.3), than mapping a DRPFT in a composed SAN model.
Moreover, the SWN formalism can be classified as an evolution of the GSPN for-
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malism, as the DRPFT formalism can be considered as an extension of the DFT
and RFT formalism; since a model transformation system from DFT to GSPN (sec-
tion 4.6) and from RFT to GSPN (section 5.4) were already studied, the conversion
of DRPFTs into SWNs can be obtained by combining and extending such model
transformation systems (appendix A).

6.1.2 Dynamic gates in parametric form

The semantic of the dynamic gates described in section 4.2, must be extended in
order to cope with the presence of (B)REs among the input, trigger or dependent
events of a dynamic gate.

Let us consider first the F'D E P gate; the trigger event of a FFDE P gate must
not be a (B)RE; in the original notation of the this type of gate, given in the DFT
formalism (section 4.3), the trigger event must be a single event; a (B)RE folds
several (B)Es, so a (B)RE as trigger event of a F'D E P gate would not be consistent
with the notation of this type of gate. The trigger event e’ of a gate of type FDEP
can be a BE or an IE. A (B)RE e can be instead the dependent event of a FDEP
gate, modelling the functional dependency of several events folded in e, on the
trigger event e’.

A gate of type PAN D can have a (B)RE as input event; in this case, we assume
that it is not allowed for the gate to have other input events. Suppose that the (B)RE
e is the input of a gate g of type PAN D) p is the parameter declared in e, and the
type of pis Cp = {1,...,m} (m > 2) If € is the output event of g, then the value
of €' is true if two conditions holds:

° e(p = 1) = true,e(p = 2) = true,... ’e(p = m) = true
This means that the value of each event folded in e according to the parame-
ter p, is true.

eclp=1)<e(p=2)<...<e(p=m)
This means that the events folded in e according to the parameter p occurred
in a certain order given by the increasing order of the elements of the type of

b (T(P) = Cp)-

The output event of a gate of type PAN D can be an IE or a RE.

A gate g of type SEQ can be connected to a BRE e by means of the arc (g, ).
In this case, we assume that the g can not be connected to other events, while e
folds several BEs, including the “trigger” event and the dependent events of g. If p
is the parameter declared in e, and the type of pis C), = {1,...,m}, thene(p = 1)
is the "trigger event” of g, and e(p = 2),...,e(p = m) are the dependent events
of g. In other words, the BEs folded in e are forced to fail respecting the increasing
order of the elements of the type of p:
e(p=1)<elp=2) <... <e(p=m).

In the notation of a gate of type W SP, provided in the DFT formalism, a gate
of type W S P must have as input events one BE relative to a main component, and
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one or several BEs relative to the spare components. In the DRPFT formalism, a
W SP gate must still have one BE relative to a main component as input event.
The input events relative to spare components, can be BEs or BREs. In the case of
a gate g of type W.SP with the BE m and the BRE s as input events, m models
the failure of the main component, while s folds several BEs modelling the failure
of spare components with the same failure rate and the same dormancy factor. In
this case, we assume that g can not have other B(R)Es as input events. The output
event of a gate of type W SP can be an IE or a RE. Moreover, we assume that the
B(R)Es concerning spare components, can not be connected also to gates of type
SEQ.

The conditions ruling the use of parameters in a PFT model (section 3.2) still
holds in a DRPFT.

6.1.3 Repair Box semantic in a DRPFT

The RB semantic in a DRPFT model must take into account the dependency exist-
ing among events connected to dynamic gates, together with the representation of
symmetric subsystems in compact form by means of parameterization.

As in the RFT formalism (section 5.3), in the DRPFT formalism a RB must be
connected to its trigger event and to the elements of its basic coverage set by means
of arcs, while the coverage set of a RB is the set of events whose Boolean value
is influenced by the repair action of the RB on the elements of its basic coverage
set. The basic coverage set of the RB must be composed by events belonging to
the subtree whose “root” is the trigger event of the RB. In a DRPFT, the trigger
event of a RB can belong to these categories: BEs, BREs, IEs, REs, TE; the basic
coverage set can be composed by BEs and BREs.

Given a RB b such that the parameter set of its trigger event e, is not empty, b
models the presence of several repair processes, each acting on one of the symmet-
ric subsystems represented in compact form by the subtree €. If a BRE x belongs
to the coverage set of a RB b, then b repairs all the BEs folded in z.

In this chapter, we limit our attention to the GRT repair policy (section 5.3.1)
associated to a RB.

6.1.4 Dynamic gates semantic in case of repair

The failure event of a repairable component, is repeatable; so, the presence of RBs
in the model, influences the semantic of the dynamic gates requiring or forcing a
set of events to occur in a certain order. Let us suppose the presence in the DRPFT
of a gate of type PAN D whose output event is Y, whose input events are X 1 and
X2, and the failure order required to determine the occurrence of Y, is: X1 < X2.
If X2 is repairable (i. e. X 2 belongs to the coverage set of some RB), the event X2
is repeatable, i. e. the value of X2 can change repeatedly from false to true, and
from true to false. Let us suppose that X2 fails and is repaired; then, X1 fails.
In this case, the failure order has been respected or not? Actually, when X1 fails,
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X2 is not failed; this can be interpreted as the respect of the failure order; however,
when X1 fails, X2 had previously been in the failed state; from this point of view,
the failure order has not been respected by the input events of the PAN D gate.
In other words, when we deal with a gate of type PAN D having some repairable
input event X, we have to decide if the first or the last failure of X must be taken
into account in the verification of the failure order of the input events. In our
interpretation, we consider the first failure of the repairable component.

A similar problem arises when a gate of type SE(Q forces a set of events to
occur in a certain order, and one (or more) of these events is repairable. Let us
suppose that by means of a gate g of type SEQ), the events X1 and X2 are forced
to fail in this order: X1 < X2; moreover, X1 is repairable. Let us suppose that
X1 fails and is repaired; if X2 has not yet failed, is it possible the failure of X2
now? Two answers can be given to this question: we can say that X2 can not fail
now because X1 is not currently failed, or we can say that X2 can fail because X1
failed in the past. In other words, when we deal with a gate of type SE(Q) acting
on some repairable component X, we have to decide if the successor of X in the
failure order, can fail if X is currently failed, or if X failed at least once in the past.
We assume that the first interpretation holds.

Also the semantic of a gate of type W SP is influenced by the presence of
some RB. We suppose that the gate g is of type W . SP, M is its input event relative
to the main component, and S1, S2, S3 are its input events relative to the spare
components available to replace the main one in case of failure. Moreover, M is
repairable. Let us suppose that M fails and M is replaced by S1; then, S1 fails
and M is replaced by S2. If now M is repaired, S2 must turn to the dormant state.
In general, if the main component is repairable, the effect of its repair is twofold:
the main component turns from the failed to the working state, and the spare com-
ponent replacing the main one when the repair ends, turns from the working state
to the dormant state (stand-by). If later, the main component fails again, such spare
component is still available to replace the main one.

6.2 The DRPFT formalism

The DRPFT formalism is the union of the PFT (section 3.2), DFT (section 4.3) and
RFT (section 5.3) formalism. The DRPFT formalism can be defined by the tuple
,DR,PfT = (g’ g7 ‘A’ P’ T’ RB’ gT’ U’ ’Y’ T, 97 5, w, A’ a’ M, RP, /87 ¢)

where:

e £E=BEUIEU{TE} UREUBRE is the set of the events in the DRPFT;
it is the union of the following sets:
— B¢ is the set of the BEs;
— TE& is the set of the IEs;
— {TE} is the set composed by the unique TE;
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— RE is the set of the REs;
— BRE is the set of the BREs.

G is the set of the gates.
RB is the set of the RBs.
AC(ExG)UWG xE)UE x RB)U(RB x BE) is the set of the arcs.

o : A — IN is the function returning the order number of an arc.
GT = BG UDG is the set of types of gate. It is the union of two sets:

- BG = {AND, OR} is the set of Boolean gate types.
- DG = {PAND,FDEP,SEQ,W SP} is the set of Dynamic gate
types (described in section 4.2).
v:G — GT is the function assigning to each gate its type.
P is the set of parameters.

T is the set of types.

T : P — T is the function assigning to each parameter the corresponding
type.

0:{E—{TE}} - Q{PUe} is the function returning the set of parameters
associated with an event.

d: {RE UBRE} — P is the function returning the parameter declared in a
RE or in a BRE. The following properties must hold:
- Vey,eq € {REUBRE}, 6(e1) Nd(eg) =0
- Vee REVp € dle),qe' :peBle) Ne € oe
- Given e € RE, 6(e) = {p}, ¢ € ce, p € O(¢), we have that Ve €
[ —e],p € 6(e")

Given the event e € & such that §(e) # () and O(e) = {p1,...pm}, With
m > 1, we indicate such event in the DRPFT as e(p1,...,pm). If e €
{RE U BRE}, then §(e) = {pm}

w:{€ —{TE}} — IN is the function returning the multiplicity of an event:
-Vee {EUIZEU{TE}}, w(e) =1
- Ve € {REUBRE}, w(e) = |1(d(e))|

Giveng € G : v(g) € BGV v(g) = PAND V v(g) = WSP,
og ={e € & :3(e,g) € A} is the set of input events of g;
ge = {e € & :3(g,e) € A} is the output event of g.
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—~~

e Givenge G : vy
og:{eEE:ﬂ
go:{eEEZH

g) = FDEPV (g) = SEQ,
e,g) € A} is the trigger event of g;
g,e) € A} is the set of dependent events of g.

e Giveng € G : y(g9) = WSP,
ovg ={eec&:3eg) € A:ole,g) = 0} is the input event of g relative
to the main component (| e, g| = 1);
osg = {e € £:3(e,g) € A: o(e,g) > 0} is the set of input events of g
relative to the spare components (| e g| > 1).
°g = epgUesg.

—~~

~~

e given b € RS,
ob = {e € £:3(e, b) € A} is the trigger event of b;
be = {e € BEUBRE : 3(b,e) € A} = Covpg(b) is the basic coverage set
of b.

e Givene € £,8e = {g € G : I(g,e) € A} = epe U epe is the set of gates
having e as output event or dependent event; it is the union of

-eoe={g€G:(v(9) € BGV~(9) = PANDV~(g) = WSP) A
3(g,e) € A} is the set of gates having e as output event.
-epe={g€G:(y(9) = FDEPV(g) = SEQ) A3(g,¢) € A} is

the set of gates having e as dependent event.

ee = {g € G:3(e,g) € A} = e ey Ueer is the set of gates having e as
input event or trigger event; it is the union of

-eer ={g€G:(v(g) € BGV(g9) = PANDVy(g) = WSP) A
(e, g) € A} is the set of gates having e as input event.
-eor={g€G:(v(g) = FDEPV~(g9) = SEQ) A(e,g) € A}is

the set of gates having e as trigger event.

e The following conditions about the connection of events with gates, must
hold:

-VgeG:v(g) € BGU{PAND,WSP}, 3 \eco wl(e) > 1
-VgeG:v(g) € BGU{PAND,WSP},|ge|=1
-Vgeg:v(g)
- Vg€G:v(g)
- Vg€ G:v(9) = FDEP,eg C IE U BE
-VgeG:v(9) =FDEP,|eg| =1
-VYgeG:v(9) =FDEP,|ge|>1
- Vg€G:v(9)
-VgeG:v(9) = SEQ,|lge| >0
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- Vee BEUBRE,|epe| =0
- Vee BEUBRE,|epe| >0
- Vee BEUBRE,|leor |+ |eop | >1
-VecIEURE,|epe| =1
-VecIEURE,|epel >0
-VeeZEURE, |ees |+ |eer|>1
- |eoTE| =1
- |epTE| >0
- |TEe|=0

e The following conditions about the connection of events with RBs, must

hold:

-Vbe RB,|eb| =1
-Vbe RB,|be|>1
- Vb, e RB:b#£b,ebNet =0

e Givenb € RB,

—ob={ecf:3e s €A cbene cobhec e — €]}

—bo={ecf:3e > TE|Ne cobNec e - TE|} —eb
Covg(b) = ob U bo is the coverage set of b.

e Given b € RB and €’ € b, the following conditions hold:
— Covpg(b) C o€
— ob C o€
- Covgg(b) C Covg(b)

e Giveng € G : 7(g) = SEQ, we assume that

- Veceg,e c BEUBRE
- Ve € ge,e € BEUBRE
- Vecge, BgEG:v(9) =WSPAe€ e,g

o \: {BEUBRE} — IR™ is the function assigning a failure rate to a BE or
to a BRE, if we assume its negative exponential distribution.

e a:BEUBRE — (0,1) is the function assigning to a B(R)E connected to a
gate of type W S P, a dormancy factor.

p: RB — R is the function returning the repair rate of a RB.
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e RP ={GRT,SRT — I, SRF — F,...} is the set of repair policies. How-
ever, in the DRPFT formalism, we limit our attention to the GRT policy.

e 3:RB — RP is the function assigning a repair policy to a RB.

o ¢: & — B = {true, false} is the function returning the Boolean value of
an event (Boolean variable).

6.3 Introduction to SWN

The SWN formalism extends the GSPN one, mainly through the introduction of
colour classes. A colour class is a finite non empty set of colours; any two colour
classes are disjoint sets. Colours are used in SWNs to identify the tokens inside a
place, by assigning a colour to each token. Typically, a colour class is used to iden-
tify object of the same nature. A colour class may be ordered; in this case, given
a colour in the colour class, we can determine its predecessor and its successor in
the ordered colour class.

Each place of a SWN has a colour domain which is the Cartesian product of
the set of colour classes associated with the place. The colour of a token inside a
place, must belong to the colour domain of the place. Any two tokens in the same
place, can not have the same colour. The colour domain of the place p is indicated
by cd(p).

In a SWN, also the transitions have a colour domain; the colour domain of a
transition is constrained by the colour domains of the places connected to the tran-
sition by means of oriented or inhibitor arcs. The colour domain of the transition ¢
is indicated by cd(t). The relation between the the colour domain of the transition
and the colour domain of such places, is defined through arc expressions.

An arc expression is assigned to an oriented or inhibitor arc connecting the
transition to a place, or vice-versa. An arc expression consists of a weighted sum
of tuples, where each element of a tuple in turn is a weighted sum of terms denoting
multisets of colour classes.

A multiset a over the set A (A # 0), is the mapping a € {A — IN} (a =
Bag(A)). In other words, a can contain several occurrences of the same element
z € A. Formally,

a = Bag(A) = Z a(z)z (6.1)

T€EA

where a(z) is the coefficient expressing the multiplicity of z in a, i. e. the number
of occurrences of x in a.

An arc expression is structured according to the colour domain of the place
touched by the arc. If the colour domain of the place contains & colour classes, the
arc expression is the sum of k-tuples. Given a k-tuple, each of its elements is the
weighted sum of terms; the sth element of a k-tuple, is an expression denoting a
multiset of C;, where C; is the ith colour class composing the colour domain of the
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place. The 4th element of a k-tuple is the weighted sum of terms; each term can be
expressed by means of one of the following basic function:

o the projection function: this function is indicated by a parameter = denoting
an element of Cj.

e The successor function: this function is indicated by !z, where x is a pa-
rameter; this function denotes the successor element of the element of C;
denoted by z (C; must be an ordered class).

o the diffusion/synchronization function: this function is indicated by S¢, and
returns the whole set C;.

A whole arc expression denotes a multiset in the Cartesian product of the colour
classes composing the colour domain of the place.

The transitions in a SWN, can be considered to be procedures with parameters;
these parameters are present in the arc expressions assigned to the arcs touching
the transition. The parameters compose the colour domain of the transition. To
each parameter, a colour class is assigned. The colour domain of a transition may
be composed even by a predicate (guard); a predicate is a Boolean expression
expressed over the parameters; given the parameters x and y, the allowed predicates
arex = y and z # y.

A transition instance is a transition whose parameters have been instanced to
actual values. An actual value is an element of the colour class corresponding to
the parameter. An instance of the transition ¢ is indicated by [¢, ¢], where c is the
assignment of the parameters of ¢, to actual values. In a SWN, we can only fire
transition instances.

A transition instance [t, ¢] is enabled to fire iff all the following conditions hold:

o the predicate of [¢, c] is evaluated to ¢true (in the case the predicate is present).

e For each oriented arc (p, t), the place p contains the multiset resulting from
the evaluation of the arc expression assigned to (p, t).

e For each inhibitor arc (p,t), each tuple contained in p has a smaller multi-
plicity than the same tuple in the multiset resulting from the evaluation of
the corresponding arc expression assigned to (p, t).

The effect of the firing of an instance [¢, c] is the following:

e for each oriented arc (p, t), the multiset resulting from the evaluation of the
arc expression through the assignment c, is removed from the place p.

e for each oriented arc (¢, p), the multiset resulting from the evaluation of the
arc expression through the assignment c, is added to the place p.
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The same parameters may appear in several arc expressions. If a parameter
appears in two (or more) arc expressions assigned to arcs touching the same tran-
sition, then the parameter always refer to the same element of the corresponding
colour class. If instead a parameter appears in two (or more) arc expression related
to different transitions, then there is no relation among the elements referred by the
parameter in every arc expression.

Many instances of the same transition may be enabled to fire concurrently; in
this case, the firing of one of such transition instances is independent from the firing
of the other transition instances.

However, in a SWN, the colour domain of a place may be empty (no colour
classes are associated with the place). In this case, the tokens inside the place have
a neutral colour such that the tokens inside the place are not distinguishable. An arc
connecting a transition to a place p : cd(p) = () (or vice-versa), has an empty arc
expression, but it may have a cardinality. The rules for the transition firing enabling
and the firing effect, defined in the GSPN formalism, still hold in a SWN, when a
transition has a place with empty colour domain, as input, output or inhibitor place.

Further notions and information on the SWN formalism can be found in [25].
An example of SWN is shown in Fig. 6.2.

6.4 SWN formalism definition

The SWN formalism is given by the tuple (P, T, A, C, cd, m, pred, f, card, \,w, )
where

e P is the set of the places.
e T =T, UT; is the set of the transitions; it is the union of two sets:

— T; is the set of the immediate transitions;

— Tj is the set of timed transitions.

A is the set of arcs; it is the union of two sets:

- Ag C (P xT)U(T x P) is the set of the oriented arcs;
— Aj C P x T is the set of the inhibitor arcs.

C is the set of colour classes. The following properties hold:

-VeeC,c#0
-Vel,2eC:cl#c2,clNc2=10

cd: PUT — @{C U €} is the function returning the colour domain of a
place or a transition.

m is the function returning the marking of a place p.
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— If ed(p) # 0, then m(p) is expressed as a multiset of the colour domain

of p (Bag(cd(p))-
- Ifp : cd(p) = 0, then m(p) is expressed as the number of tokens inside
p.

e pred is the function returning the predicate (if any) of the transition ¢ :

cd(t) # 0.

e f is the function returning the arc expression of assigned to an arc touching
a place p : cd(p) # 0.

e card : A — IN — {0} is the function returning the cardinality of an arc
touching a transition p : cd(p) = 0.

e \:T; — IR is the function returning the firing rate of a timed transition.
e w : T; — IR is the function returning the weight of an immediate transition.

o 7w : T; — IN — {0} is the function returning the priority of an immediate
transition.

e Givente T

- ot = {p € P :3(p,t) € Ay} is the set of the places such that an
oriented arc is drawn between each of them and ¢. Such places are
referred as input places.

- teg = {p € P:3(t,p) € Ag} is the set of places such that an oriented
arc is drawn between ¢ and each of them. Such places are referred as
output places.

- oyt ={p € P:3(p,t) € Ap} is the set of places such that an inhibitor
arc is drawn between each of them and ¢. Such places are referred as
inhibitor places.

6.5 Module based DRPFT analysis

The use of SWNs instead of GSPN's to perform the state space analysis of a DRPFT,
leads to reduce the computational costs; a further reduction of the computational
effort can be achieved by exploiting the DRPFT modules. As in the case of DFT
and RFT models, the state space analysis can be limited to the subtrees of the
DRPFT containing some kind of event dependency due to the presence of dynamic
gates or RBs. If the quantitative analysis of a DRPFT model is required at time
t, an independent subtree (module) requiring the state space analysis can be ana-
lyzed in isolation with the proper technique, and replaced by a BE having the same
probability of the module to be failed at time ¢.

In the previous chapters, several definitions of module have been provided ac-
cording to the current formalism (FT, PFT, DFT, RFT). In each of these cases, some
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conditions must hold in order to verify if a subtree is independent from the rest of
the model. In order to detect the modules of a DRPFT, we must take into account
all the conditions identifying a module in each of the formalisms integrated in the
DRPFT formalism. We assume that the D/IEDFT modules are rooted in IEs, in REs
or in the TE. The whole DRPFT model (T'F) is a module by definition.

6.5.1 Modules detection and classification

The first step to detect the DRPFT modules consists of detecting the structurally
independent subtrees; this can be performed by the modules detection algorithm
for FTs (section 2.5.2), applied to the DRPFT ignoring the presence of the RBs
and of the arcs connecting the RBs to the events and vice-versa, and inverting the
orientation of the other arcs.

In the second step, appropriate conditions on the parameter set of the root of
every structurally independent subtree, are checked in order to verify the presence
of parameterized shared subtrees. So, a subtree ¢/ (¢! € & — (BE U BRE)) is
structurally and parametrically independent if two condition holds:

e the subtree is structurally independent
e Veec&:ecod, b(e) DO()

In the third and final step, we have to consider Athe presence of RBs; so, a
structurally and parametrically independent subtree e’ is a DRPFT module if the
following condition holds:

Abc RB:€ €ob—eb

DRPFT modules can be classified according to the technique they need to be
analyzed:

e the module €'is a Combinatorial Solution Module (CSM) if both the follow-
ing conditions hold:

- A €EN Bbe RB: e €ceNe € Covg(b)
- VgeG:g€oen(g) €BG

In other words, the module € is a CSM if any of its events does not belong
to the coverage set of a RB, and the module does not contain any dynamic
gate.

e the module € is State space Solution Module (SSM) if at least one of the
following condition holds:

-3 €ENTbeRB: e €oeAe € Covg(b)
-39€G:7v(g9) €EDGNg E oe
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In other words, the module € is a SSM if it contains at least one event be-
longing to the coverage set of a RB, or if it contains at least one dynamic
gate.

For the CSMs the state space analysis is not necessary; for them, the less ex-
pensive combinatorial analysis is enough. The state space analysis is essential for
the SSMs, since they contain dependencies due to the presence of dynamic gates
or RBs. We indicate with M the set of the modules in the DFT.

The definition of MDM (section 4.7.1) and the definition of MRM (section
5.5.1) still hold in the DRPFT formalism. In a DRPFT, a module may be contem-
porary a MDM and a MRM.

6.5.2 DRPFT modularization

The modularization of a DRPFT model, requires some new steps with respect to
the modularization of a DFT or RFT module:

1. Modules detection
2. Modules classification: for each module, we verify if it is a MDM or a MRM.
3. if TE is a MDM or a MRM go to step 12, else go to step 4.

4. Decomposition: each module classified as MDM or MRM is detached from
the DRPFT.

5. Module simplification: the parameter set of the module root event is sub-
tracted from the parameter set of every event in the module.

6. MDM/MRM conversion to SWN.
7. SWN analysis: each MDM/MRM in SWN form, is analyzed.

8. Aggregation: each detached MDM/MRM is replaced in the DRPFT, by a
BE/BRE (we obtain a PFT).

9. PFT conversion to pBDD
(or PFT unfolding to FT followed by FT conversion to BDD).

10. (p)BDD quantitative analysis returning the final result.
11. end.
12. DRPFT conversion to SWN.

13. SWN analysis: the DPRFT in SWN form, is analyzed returning the final
result.

14. end.
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We limit our attention to the quantitative analysis of a DRPFT model at time .

First, modules must be detected and classified. In the following Decomposition
step, the modules to be detached are those classified as MDM or MRM (the same
module may be classified as both a MDM or a MRM).

At this point, a problem arises: the root event e of a module may be an event
having a non empty parameter set; in this case, e folds several events according to
its parameter set, while the root event of a module should be a unique event. A
way to solve this problem, consists of removing from the parameter set of every
event in the module ¢/ (including €'), the parameter set of e’. Since a module of a
DRPFT model is a parametrically independent subtree (section 6.5.1), every event
e inside € includes the parameters of e’ in its parameter set. Formally, Ve € & :
ece, 0(e') C 6(e). So, before the conversion into SWN of a MDM/MRM e, we
perform on every event e € ¢/, this operation: f(e) = 6(e) — 6(e'). We call this
new step module simplification. Moreover, in this step, if the module root event is
a RE, it is converted to an IE, because its parameter set becomes empty.

Then, the module (including the RBs and the arcs touching the RBs) can be
converted into SWN by means of the model transformation system reported in
appendix A (Conversion step). The module in SWN form can be analyzed com-
puting the probability of the place corresponding to the root event of the module,
to be marked at time ¢ (Analysis step).

In the Aggregation step, if the module root event before the module simpli-
fication step, was an IE, the module is replaced in the DRPFT by a BE with the
probability to occur computed on the correspondent SWN; if the module root event
was a RE before the simplification step, it is replaced by a BRE. In both cases, the
parameter set of the B(R)E replacing the module, is equal to the parameter set of
the module root event before the simplification step.

After the Aggregation step, the DRPFT contains no dynamic gates and no RBs;
now, the model is actually a PFT. If the current DRPFT respects the restrictions on
the use of parameters reported in section 3.5.1, the corresponding pBDD can be
generated and analyzed; if such restrictions are not respected, the DRPFT can be
unfolded [11] (i. e. converted to a FT model), and the corresponding BDD can be
generated and analyzed.

The analysis of the (p)BDD returns the final result, i. e. the probability of the
TE at time ¢ (system Unreliability or Unavailability). It may happen that the whole
DRPFT is a MDM or a MRM; in this case, the whole model is mapped to SWN
and analyzed in this form.

6.6 Running example

In this section, we refer to the Multiproc system and to its DFT model described in
section 4.3.1. Several redundancies and symmetries can be observed in the Mul-
tiproc system: we have three processing units (PU1, PU2, PU3) composed by
the same type and the same number of components: one processor and one inter-
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nal memory; we have two identical spare memories (R1, R2), and each of them
is functionally dependent on the memory bus B connecting the shared memories
to the processing units. Moreover, every spare memory is available to replace any
failed internal memory (M1, M2, M3).

Such symmetries and redundancies in the system lead to the presence in the
DFT model in Fig. 4.4, of several subtrees with the same structure; for instance,
subtrees fﬁ, ?UZ, PU3 are isomorphic and their BEs concern the same types
of components. Moreover, the BEs referring to the same class of components
(for instance, the processors) have the same failure rate. The BEs R1 and R2
contemporary belong to the subtrees f(]'\l, f\UZ, PU3. Both R1 and R2 are
the input events of three gates of type W . SP whose output events are the event
MEM1, MEM?2, MEMS3, respectively. Moreover, both R1 and R2 are the
dependent events of the same F'DFE P gate having B as trigger event.

The symmetric structure of the DFT model in Fig. 4.4 is reflected in the equiv-
alent GSPN in Fig. 4.26, where symmetric subnets are present and represent the
failure mode of the redundant parts of the system.

6.6.1 The DRPFT model

If we model the same system as a DRPFT, the symmetric subtrees are folded in a
parametric subtree, as shown in Fig. 6.1, where the DFT subtrees PU1, PU2 and

PUS3 are folded in PU (i) with the parameter i of type C1 = {1,2,3}; the BRE
R(j) with 7(j) = C2 = {1, 2}, folds the DFT BEs R1 and R2.

Fig. 6.2 shows the conversion to SWN of the DRPFT in Fig. 6.1; comparing
the GSPN in Fig. 4.26 and the SWN in Fig. 6.2, we can observe that the symmetric
subnets present in the GSPN are folded in a coloured subnet of the SWN. In this
way, the SWN formalism allows to maintain the parametric form concerning the
redundant parts of the system.

A size reduction can be observed also in the state space (CTMC) derived from
the SWN, with respect to the dimensions of the state space derived from the GSPN.
This is due to the fact that we can derive a symbolic state space from the SWN.
The state space generated from the GSPN in Fig. 4.26 by means of the GreatSPN
tool, is composed by 7806 states (7806 tangible markings in the GSPN reacha-
bility graph), while the symbolic state space derived from the SWN in Fig. 6.2
is composed by 1374 symbolic states (1374 tangible markings in the SWN sym-
bolic reachability graph). Moreover, the time to analyze the GSPN by means of the
GreatSPN tool, consists of 12 seconds; the analysis of the SWN instead, requires 4
seconds!. Thus the use of the parametric form allows to reduce the computational
cost of the system analysis both in terms of state space size and in terms of time.

The probability of the TE is computed on the SWN in Fig. 6.2, as the proba-
bility of the place T'E_dn (corresponding to the TE of the DRPFT in Fig. 6.1) to

'Both the GSPN and SWN analysis have been performed on a personal computer equipped with
a Pentium 4 2.4 MHz processor and with 512MB of RAM.
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Figure 6.1: DRPFT model for the Multiproc system with dependencies (without
repair).

be marked at a certain mission time:

Pr{TE,t} = Pr{m(TE_dn) = 1,t}
We obtained the same results given by the DFT model in Fig. 4.4, and reported in
Tab. 4.3, but decreasing the computational cost.

Modularization

A more evident reduction of the state space size, is achievable if we perform the
analysis of the DRPFT in Fig. 6.1 exploiting modules. In such model two MDMs
are present: DA and CM (Fig. 6.3). The module DA is not in parametric form,
so its conversion into SWN actually produces a GSPN (shown in Fig. 6.4); the
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Figure 6.3: The MDMs in the DRPFT model of the Multiproc system with depen-
dencies (without repair).

result of the conversion into SWN of the module C'M , is shown in Fig. 6.5. Both
modules have been converted into SWN by means of the model transformation
system provided in appendix A.

The state space for the module DA consists of 14 states, while the state space
for the module C'M is composed by 85 states. The state space obtained from the
complete mapping to SWN of the DRPFT model, was instead composed by 1374
states. Moreover, for both modules, the time to perform their state space analysis
is less than 1 second.

The probabilities obtained for the modules and for the whole system on the
DRPFT model, are the same as those reported in Tab. 4.3 and obtained by the
modularization of the DFT model in Fig. 4.4 (see section 4.7.3).
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Figure 6.4: The SWN corresponding to the module DA of the DRPFT in Fig. 6.1.
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#p.u. | CM size (DFT) | ord. st. sp. size | C M size (DRPFT) | sym. st. sp. size
3 16 487 7 85

4 20 2479 7 157

5 24 12703 7 263

6 28 64447 7 410

7 32 321663 7 605

8 36 1577727 7 855

9 40 7612927 7 1167

10 44 36199423 7 1548

Table 6.1: State space size of the module CM according to the number of process-
ing units.

6.6.2 Parametric form efficiency

In this section, we investigate how the state space size of the module CM changes
if we increase the number of processing units in the system. In order to model such
increase in the DRPFT of the system, we only have to change the cardinality of the
type C'1 associated with the parameter 7 declared in the RE PU (7) and identifying
the processing units. If instead, we want to model the increase of the number of
the processing units in the DFT (Fig. 4.4), we have to add some new subtrees in
the model.

For a number of processing units varying from 3 to 10, Tab. 6.1 indicates the
following measures:

e the size of the module C'M of the DFT model in terms of number of events.
o the size of the ordinary state space derived from the module C'M of the DFT.

e the size of the module (7]\\/1 of the DRPFT model in terms of number of
events.

e the size of the symbolic state space derived from the module CM of the
DRPFT.

Observing the values in Tab. 6.1, the size reduction of the model and of the
state space size due to the parametric form, is evident.
The size of the DFT module CM is given by the formula

1+4-7T+3
This formula is the sum of the following addends:
e 1 takes into account the root event C M.

e 4.7 is the number of events concerning the processing units; I is the number
of processing units.
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e 3 takes into account the events R1, R2, B.

The size of the module C M in the DRPFT instead, is constant: only the cardinality
of C'1 changes according to the number of processing units: I = |C1].

The ordinary state space is obtained from the GSPN equivalent to the DFT
module C'M, while the symbolic state space size is obtained from the SWN equiv-
alent to the DRPFT module CM. The respective size have been computed by
means of the GreatSPN tool.

6.6.3 Repairable version of the system

In this section, we add some repair processes in the Multiproc system described in
section 4.3.1. The DRPFT model of this version of the Multiproc system, is shown
in Fig. 6.6.

We assume the presence of a repair process recovering both the disk D1 and
the disk D2, the disk bus DBU S, and the device BD performing the periodical
update of D2. The repair process is activated when the access to the disks is com-
promised. This repair process is represented in the DRPFT model in Fig. 6.6 by
the RB RE P1 whose trigger event is the IE D A representing the impossibility to
access the disks, due to the failure of the disk bus (event DBU S), to the failure of
both disks (event M .S), or to the missing update of D2 (event UPD). The basic
coverage set of REP1 is Covgg(REP1) = {DBUS,BD, D1, D2}. The cover-
age set of REP1is Covg(REP1) = Covpg(REP1)U{UPD,MS,DA,TE}.

Other repair processes are present in this version of the Multiproc system. For
each processing unit, a repair process is present, acts on the processor and on the
internal memory of the processing unit, and is activated as soon as the failure of
the processing unit occurs. As the failure of the processing units is represented
in parametric form in the DRPFT in Fig. 6.6, also their repair is represented in
parametric form by the RB RE P2 whose trigger event is the event PU (z), while
its basic coverage set is Covpg(REP2) = {P(i), M (¢)}. In this way, we model
the presence of several repair processes, each activated by the occurrence of an
instance of the RE PU (7) identified by a possible value of the parameter 7, and
acting on the instances of P(i) and M (3) for the same value of 7. The coverage set
of REP2is Covg(REP2) = Covgg(REP2) U{MEM/ i), PU (i), CM,TE}.

The repair policy associated to every RB (repair process) is the GRT policy
(section 5.3.1) with repair rate equal to 0.001h L.

The structurally independent subtrees in the DRPFT model in Fig. 6.6 are the

——

following: TE, DA, CM, P/UF), EM(i). The structurally and parametrically
independent subtrees are: TE, DA, CM. The modules are: TE, DA, CM:; all
of them are SSMs. The module DA and the module CM can be classified as both
MDM and MRM. Fig. 6.6 shows the MDM/MRM in the DRPFT model. The
conversion of DA in SWN is shown in Fig. 6.7, while the conversion of CM in
SWN is shown in Fig. 6.8.
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Figure 6.6: The DRPFT model for the Multiproc system with dependencies and
repair.
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Figure 6.7: The SWN corresponding to the module DA of the DRPFT in Fig. 6.6.

In the SWN corresponding to the module DA (Fig. 6.7), the subnet represent-
ing the repair process, clears the places corresponding to the events belonging to
the module and included in the coverage set of the RB REP1.

In the SWN in Fig. 6.8 (corresponding to the module C'M), the subnet gen-
erated by the conversion of the RB RE P2, is ’coloured”; in this way, this subnet
models several repair processes, each involving one of the processing units. The
aim of the immediate transition called M _switch_of f_R is modelling the state
transition from the working state to the dormant state of the spare component re-
placing the main one when the repair of the latter is completed.

If we want to perform the quantitative analysis of the system at time ¢ =
10000h, we have to compute on the SWN in Fig. 6.7 the probability of the place
DA_dn to be marked at time ¢ = 10000Ah, while we have to compute on the SWN
in Fig. 6.8 the probability of the place C' M _dn to be marked at the same time. We
obtain these probability values:

Pr{DA,t} = Pr{m(DA_dn) = 1,t} = 8.216427FE — 6
Pr{CM,t} = Pr{m(CM_dn) =1,t} = 1.25E — 10

In the DRPFT, the module DA is replaced by the BE DA having 8.216427F —
6 as probability to occur; the module C'M is replaced by the BE C'M whose prob-
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Figure 6.9: The DRPFT model after the analysis of the MDM/MRMs.
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Figure 6.10: The pBDD corresponding to the (DR)PFT model in Fig. 6.9.

ability is 1.25F — 10. In this way, we obtain the DRPFT in Fig. 6.9; from it, the
corresponding pBDD can be generated and is shown in Fig. 6.10. The analysis of
this pBDD returns the unavailability of the system: 8.216552E — 6.

Tab. 6.2 reports the probabilities obtained for the modules and for the whole
system, and computed on the DRPFT model in Fig. 6.6, for a mission time varying
from 1000A to 10000~A.

6.7 A software framework for DRPFT analysis

All the concepts introduced so far on the DRPFT analysis, have been implemented
in a software framework [8, 31] for the quantitative analysis of DRPFT models.
Fig. 6.11 shows the architecture of the framework.

The DRPFT models are drawn by means of the customizable graphical user
interface called Draw-Net [53, 58, 59, 60, 106, 109]; Draw-Net can be adapted to
draw any kind of graph based models; the formalisms must be defined in XML for-
mat files; in a formalism, several aspects have to be defined, such as the primitives
of the formalism, the measure to be computed on the models, and the graphical
representation of the formalism primitives. The most recent version of Draw-Net
allows to draw multi-formalism models [58]. Once the model has been drawn by
the user, the model can be saved in a file, still in XML format, together with the
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timet | Pr{DA,t} | Pr{CM,t} | Pr{TE,t}
1000 h | 1.520130E-6 | 3.2E-11 1.520162E-6
2000 h | 2.518513E-6 | 8.1E-11 2.518594E-6
3000 h | 3.324223E-6 | 1.07E-10 3.324330E-6
4000 h | 4.058319E-6 | 1.18E-10 4.058437E-6
5000 h | 4.765339E-6 | 1.22E-10 4.765461E-6
6000 h | 5.461667E-6 | 1.24E-10 5.461791E-6
7000 h | 6.153333E-6 | 1.24E-10 6.153457E-6
8000 h | 6.842556E-6 | 1.25E-10 6.842681E-6
9000 h | 7.530153E-6 | 1.25E-10 7.530278E-6
10000 h | 8.216427E-6 | 1.25E-10 8.216552E-6

Table 6.2: Unavailability values for the Multiproc system with dependencies and
repair.

specification of the results request.

In our case, Draw-Net has been adapted to draw DRPFT models; the user can
specify at which mission time the quantitative analysis of the DRPFT must be
performed. When the user invokes the analysis of the DRPFT model, Draw-Net
saves the model and the mission time specification in a XML file (indicated as
DRPFT.xzmlinFig. 6.11), and is passed to the DRPFTproc block for the modules
detection and classification (section 6.5.1); each MDM/MRM in the model is saved
in a XML file and passed to the DRPFT2SWN block (in Fig. 6.11 the XML files
for the modules are indicated as modl.xml, mod2.xml, ...). In the XML file
containing the module, also the mission time is indicated.

The block DRPFT2SW N implements the model transformation system from
DRPFT to SWN, expressed by means of compound rules in appendix A. The block
DRPFT25W N receives one or several modules, each contained in a XML file;
DRPFT2SW N translates every module in a SWN which is saved in a couple
of files according to the GreatSPN tool [22, 26] format. For instance the mod-
ule inside modl.xml is converted into the SWN described in the files modl.net
and modl.def; modl.net contains the specification of the places, the transitions
and the arcs of the SWN, while modl.def contains the specification of the colour
classes used in the SWN, and of the results to be computed on the SWN.

DRPFT2SW N specify in the .def file of each module that the following
result has to be computed: the probability to be marked at the mission time of the
place corresponding to the module root event.

GreatSPN is a tool developed for the design, the analysis and the simulation
of GSPN or SWN models. In our framework, the SWN analyzer developed for
GreatSPN is exploited. The .net and .def files containing the description of every
SWN are passed to the GreatSPN SWN analyzer computing the result indicated in
the .def file. Once all the SWNs corresponding to the DRPFT modules, have been
processed by the SWN analyzer, the obtained result for each SWN is passed back
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Figure 6.11: The architecture of the framework for the DRPFT analysis.

to the DRP FTproc block.

Now, DRP FTproc replaces the MDM/MRMs in the DRPFT with B(R)Es;
the probability to occur of every B(R)E replacing a module, is the probability com-
puted on the SWN corresponding to the module. By replacing the MDM/MRMs
in the DRPFT, a PFT is obtained. The PFT is saved by DRPFTproc in a XML
file (indicated as PFT.zml in Fig. 6.11) containing also the indication of the
mission time. This file is passed to PFT _unfolder performing the PFT un-
folding (PFT conversion to FT); the equivalent FT is saved by PFT_un folder
in a XML file (indicated as FT.xml in Fig. 6.11). This XML file is passed to
the X M L2S HARPE block which converts the FT from the XML format to the
SHARPE [82, 83] tool format.

SHARPE is a tool developed for the analysis of several kinds of models, such
as FTs, CTMCs and GSPNs. In our case, SHARPE is used to perform the quan-
titative analysis of the final FT at the required mission time. The result returned
by SHARPE is the probability of the TE at the required mission time; this value is
passed back to Draw-Net to be showed to the user.

Fig. 6.12 shows a screenshot of Draw-Net used as graphical interface in our
framework for the quantitative analysis of DRPFT models.
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Chapter 7

Conclusions

In this work, we presented several extensions to the FT formalism; each extension
introduces new primitives with the purpose of increasing the FT modelling capac-
ity. Each extended FT formalism (PFT, DFT, RFT) is oriented to the modelling of
particular features characterizing the behaviour or the failure mode of the system:
the PFT formalism is oriented to represent systems with redundant parts, the DFT
formalism is oriented to model dependencies in the failure mode, and the RFT
formalism allows to model both the failure and repair mode of a system.

For each extended FT formalism, we proposed a way to perform the analysis
of the models built according to that formalism; in the case of the PFT formalism,
we introduced a new version of BDD called pBDD with the aim of performing the
analysis of a PFT model exploiting both the efficiency of BDDs and the parametric
form for the compact representation of the redundancies in the system. In the case
of the DFT and RFT formalism, our solution method is based on the conversion
of DFT and RFT models (or of their modules) into GSPNs by means of model-to-
model transformation based on graph transformation rules. In the solution methods
proposed for each formalism, our intent is reducing the computational cost of the
analysis; we achieved this purpose by means of the parametric form or by means
of the model modularization.

Finally, we integrated all the extended FT formalisms described in this work,
in a unique formalism called DRPFT collecting and integrating all the primitives
introduced in each extended FT formalism. The analysis of DRPFT models is
supported by the conversion of DRPFT models (or of their modules) into SWNs
(the ”coloured” version of GSPNs).

Actually, a model designer could represent the system behaviour directly in
form of SWN, but this way of modelling the system, is usually rather complicated
with respect to the more practical and intuitive modelling in form of DRPFT; for
instance, if we compare the module CM in the DRPFT model in Fig. 6.6 with the
equivalent SWN depicted in Fig. 6.8, we can observe how the DRPFT is easier to
be drawn, decisely more intuitive to be interpreted, and more compact in terms of
model size.
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So, the DRPFT formalism can be interpreted as an high level language allowing
the model designer to express in a straightforward way the relations among the
failure and repair events in the system, while their modelling in form of SWN is
obtained by the automatic conversion of the DRPFT model (or modules) into SWN.

Open problems

Some aspects concerning the formalisms described in this work, can be the object
of further studies and development. For instance, in the case of the PFT models,
their analysis by resorting to pBDDs is possible if some restrictions about the use
of parameters are respected; the pBDD based technique for the analysis of PFT
models could be extended in order to remove such restrictions. Moreover, the
pBDD technique have been developed for PFT models where the gates can be of
type AN D or of type OR; actually the PFT formalism includes also the K : N
gate, so the PFT solution method based on pBDD needs to be extended in order to
deal with gates of type K : N as well.

In this work, the K : N gate has been omitted in the DFT, RFT and DRPFT
formalism, but the mapping of this type of gate to GSPN (or SWN), can be easily
implemented by introducing other compound rules in the model transformation
systems from DFT (or RFT) to GSPN, and from DRPFT to SWN: in [30], the
transformation rule to convert to GSPN a K : N gate of a DFT, is provided; in
[11], the way to map in SWN form a K : N gate, is described, but the authors limit
their attention to the case of a K : N gate having a unique (B)RE as input event
(such input event folds N input events).

In the case of RFTs, new repair policies might be defined and represented: we
limited our attention to policies where the trigger condition is a single failure event;
it would be of interest evaluating policies where the recovery process is oriented
to the preventive maintenance of the system, instead of the repair of the failed
subsystem.

The evaluation methods that we proposed in this work for DFT, RFT and
DRPFT models, concern exclusively the quantitative analysis of the models with
the aim of computing the probability of the TE at a given time. The computation
of the importance measures (section 2.3.3), the qualitative analysis and the compu-
tation of the MCS probabilities, are still open problems for these kinds of model.

Future directions

A parallel research direction on DFT analysis, is oriented to the use of Bayesian
Networks (BN) and Dynamic Bayesian Networks (DBN) [13, 73, 74, 77], instead
of CTMCs or GSPNs. BNs and DBNs are based on the concept of conditional
probability and their use to support DFT analysis has several advantages such as
the computation of diagnostic and importance indices in a straightforward way.
Exploiting DBNSs for the analysis of DRPFT models would be of interest.
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Though the DRPFT formalism collects all the primitives introduced in the PFT,
DFT and RFT formalism, the modelling capacity of a DRPFT model may not be
enough to fit the behaviour of a very complex system. In this case, we can build
multi-formalism [58, 84, 107] models; this means creating a model composed by
several submodels, each conforming to a certain formalism. In this way, instead
of referring to a single formalism, several formalisms are involved in the model.
Every aspect of the system behaviour is modelled according to the formalism which
is the most suitable to fit that aspect. The submodels of a multi-formalism model
interact with each other by exchanging measures or by means of common nodes.
The extended FT formalisms can be involved in a multi-formalism model, together
with other formalisms not deriving from the FT one.
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Appendix A

Model transformation from
DRPFT to SWN

This appendix provides a model transformation system (section 4.5.3) to map DRPFT
models to the equivalent SWNs. The source model is a DRPFT, while the target
model is a SWN. The compound rules in this model transformation system concern
RBs and the several types of event and gate. Such rules are in the form described in
section 4.5.3. The model transformation system proposed in this section, requires
the definition of two new functions in the DRPFT formalism:

e conv : £ — IB is the function returning the true value if an event in the
source DRPFT model, has already been mapped in the SWN target model,
and returning the false value if an event in the source model has not yet
been mapped in the target model.

o lab: & — {A,...,Z}7 is the function returning the label assigned to an
event, where {A, ..., Z}* is the set of all the possible non empty strings we
can compose with the alphabet {A, ..., Z}.

The lab function has been defined also in the SWN formalism, together with two
new functions concerning colour classes:

e lab: PUT — {A,...,Z}7 is the function returning the label assigned to
a place or transition.

e Given the ordered colour class ¢ € C,
first(c) returns the first element of c;
last(c) returns the last element of c.

In the compound rules in our model transformation system, labels are used to iden-
tify the nodes inside the source model and the target model.

Some of the compound rules dealing with RBs, need the specification of a new
attribute for the RBs: before the begin of the model transformation process, for
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each RB b in the DRPFT, we set the attribute RepEv(b) to the set of labels of the
events belonging to Covg(b) — Covpg(b).

We can classify DRPFTs and SWNs as labelled attributed oriented graphs (sec-
tion 4.5.1); labels are returned by the function lab, while attributes are returned by
other functions defined in the DRPFT formalism (section 6.2) and in the SWN
formalism (section 6.4).

Some compound rules may have an higher priority with respect to other ones.

There is a general correspondence between DRPFT elements and the elements
of the equivalent SWN obtained through our model transformation system:

e generic event < place

e BE,IE or TE < place p : cd(p) = 0

e RE or BRE < place p : cd(p) # 0

e type < colour class

e Cartesian product of types < colour domain
e not occurred event < empty place

e occurred event < marked place

e BE occurrence < timed transition firing

e gate < set of immediate transitions

The description of all the compound rules used in our model transformation
system, follows. In the target graph (SWN) transformation rules, whenever it is
not differently indicated, we have that

e the marking of a place is equal to ;

the colour domain of a place equal to {;

the priority of an immediate transition is equal to 1;

the cardinality of an oriented arc touching a place p : cd(p) = 0, is 1;

an oriented arc has no arc expression;

the cardinality of an inhibitor arc touching a place p : cd(p) = 0, is 1;

e an inhibitor arc has no arc expression.

Moreover, we assume that all the colour classes are ordered. The colour domain
of a place is indicated as the set of colour classes composing it; actually the colour
domain is given by the Cartesian product of the colour classes composing it (section
6.3). Similarly, we indicate the initial marking of a place with non empty colour
domain, as the set of colour classes whose Cartesian product provides the colours
of the tokens initially contained in the place.
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-

L

Ec— K R
r, It = E——
if conv(E)=false f— E— »
<name>;=lab(E)
<domz>:=t(8(E))

conv(E)=true

R

L K PO

lab(P);=<name>+"_dn"
cd(P):=<dom>

Figure A.1: Compound rule for an IE.

Events conversion

Fig. A.1, Fig. A.2 and Fig A.3 show the compound rules to map the non replicator
events (BEs, IEs, TE) of the DRPFT source model in the SWN target model. REs
and BREs can be mapped in the target model by means of the compound rules
in Fig. A4 and in Fig. A.5, respectively. The BEs and the BREs representing
the failure of spare components must be mapped in the SWN by means of the
compound rules in Fig. A.6 (BEs) and in Fig. A.7 (BREs). If the rule in Fig. A.6
can be applied to a BE of the source model, also the rule in Fig. A.3 can be applied
to the same BE; this conflict is avoided by assigning an higher priority to the rule
in Fig. A.6 with respect to the rule in Fig. A.3. After the application of the rule
in Fig. A.6 to a BE, the rule in Fig. A.3 can not be applied to the same BE. In a
similar way, given a BRE representing the failure of a set of spare component, both
the rule in Fig. A.7 and the rule in Fig. A.5 can be applied to the BRE. For this
reason, the rule in Fig. A.7 has an higher priority with respect to the rule in Fig.
AS.

The rules dealing with gates require the previous conversion of the events con-
nected to the gate.

Boolean gates conversion

AN D gate conversion

Given a gate of type AN D whose output event is an IE, the compound rule in Fig.
A.8 must be applied to map the gate in the SWN, together with the application of
the rule in Fig. A.9 to every non replicator input event of the gate, and with the
application of the rule in Fig. A.10 to every replicator input event of the gate.

We omit the compound rules for the conversion of a gate of type AN D with a
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-
L R
TE w— I E =
rS 5 e—fe
if conv(E)=false conv(E).=true
lab(E):="TE"
emb: (g, TE) ---> (g, E)
R
I K
P
rt ~ff— — O
lab(P):="TE dn"
.
Figure A.2: Compound rule for the TE.
-
L
R
&
K —F
if conv(E)=false
T, . e | conv(E):=true
& | <name>:=lab(E) lab{E"):=<name>
<ratex>:=AE) B(E ):=<expr>
<expr>=0(E) . — !
<domz=w8(E)) embs: (E, g) -—> (K, g)
R
P
L K
T
Iy i — - | ab(P):=<name>+"_dn"
lab{T):=<name>-+"_fail"
MT).=<rate>
cd(P):=<dom>
f(T, Py:=<expr>
fiP, Ty=<expr>
.

Figure A.3: Compound rule for a BE.




L
...... R
— K ------
¢ if conv(E)=false f— P » i
- conv(E)=true
<name>;=lab(E)
<domz>:=t(8(E))
R
L K
PO
Ty lab(P);=<name>+"_dn"
cd(P):=<dom>
Figure A.4: Compound rule for a RE.
L
e | R
8]
K fezodl B

if conv(E)=false

s | <name>:=lab(E)
<ratex=A(E)
<expr>=0(E)
<dom>:=t(8(E))
<dec_par>:=6({E)

< — e — i

emb: (E, g) ---> (E', g

conv(E"):=true
lab(E"):=<name>
B(ED:=<expr>
S(E"):=<dec_par>

R

P

T

lab(P):=<name>+"_dn"
lab(T):=<name>+"_fail"
MT):=<rate>
cd(P):=<dom>

(T, P)=<expr>

f(P, T):=<expr>

Figure A.5: Compound rule for a BRE.
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I
=
. R
K

o %
if conv(E)=false E n

. | it o )00 Af— — =E

conv(EY):=true

<name>:=lab(E)

te>=A(E) , lab(E"):=<name>
:?zct;rx:a(E) emb: (E, g) > (E', g) B(E"):=<expr>
o(E, g)=n

<expr>=0(E)
<dom>:=1(0(E))

R

Tra

Q

v

L lab(P):=<name>+"_dn"
lab():=<name>+"_on"
cd(P).=<dom>

cd(Q):=<dom>
lab(T1):=<name>+"_off fail"
lab(T2):=<name>+"_on_fail"
MTL1):=<rate>*<factor>
MT2):=<rate>

f(Q, T1):=<expr> f(Q, T2):=<expr>
f(T1, P)i=<expr> £{(T2, Py:=<expr>
f(P, T1):=<expr> (P, T2):=<expr>

Figure A.6: Compound rule for a non replicator event relative to a spare.
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e R
f_J n
T, . E K E
n
if conv(E)=false E t?—_l-_ -E'
- — " conv(E):=true
<name>=lab(E) lab(E'::=<name>
<rate>:=ME) ofE, g)=n
<factor=alF) emb: (E, g) > (E, 2  [alE)=<expr>
<expr>=6(E) 8(E):=<dec_par>
<dec_par>=4(E)
<dom>:=t(8(E))
R
P
o /Ck*;
T2
L
Q
L g lab(P):=<name>+"_dn"
lab{(Q):=<name>+"_on"
cd(P):=<dom>
cd(Q):=<dom:>
lab(T1):=<name>+"_off_fail"
lab(T2):=<name>+"_on_fail"
MT1):=<rate>"*<factor>
MT2):=<rate>
f(Q, Tly=<expr>  f(Q, T2):=<expr>
f{T1, P)=<expr> (T2, P):=<expr>
f(P, T1).=<expr> f(P, T2).=<expr>
L vy
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Figure A.7: Compound rule for a replicator event relative to a set of spares.

f L

E——

i
el

5 :
if conv(E)=true
<name>:=lab(E)
<expr=:=0(E)
L
P
- O e

if lab(P)=<name>+"_dn"

E——

el )

i g@
R
3

.

lab({(T):=<name>+"_and"
f('T, P):=<expr>
(P, Ty=<expr>

Figure A.8: Compound rule for a gate of type AN D with an IE as output event.
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L ™
HE K R
Ty ;
X
| o) [—] e
if conv(X)=true X X —
<namel>:=lab(Y)
<name2>:=lab(X)
<expr>=0(X)
R
L
K B q
P
% P q ok
T ——— !
Iy p— T — —le
QO 00 QO
if lab(P)=<namel>+"_dn" f(Q, T):=<expr>
if lab(@)=<name2>+"_dn" f(T, Q):=<expr>
if lab(T)=<namel>+"_and"
. 7

Figure A.9: Compound rule for a gate of type AN D with a non replicator event as
input event (and an IE as output event).

if conv(X)=true
<namel>:=lab(Y)
<name2>:=lab(X)
<expr>=0(X)-56(X)

P C% K P q
L E o
I,

t Q O ~af— T — —
if lab(P)=<namel>+"_dn" Q O

if lab(Q)=<name2>+"_dn"
if lab{T)=<namel>+"_and"

f(Q, T):=<<expr>, 5>
f(T, Q):=<<exprs>, 5>

Figure A.10: Compound rule for a gate of type AN D with a replicator event as
input event (and an IE as output event).
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8 L ™
T
£ K =
Iy T Y= Y=
X
if conv(Y)=true < g — Q
if conv(X)=true XI:I
<namel>:=lab(Y) P Q—
<name2>:=lab(X)
<exprl>=8(Y)
<expr2>=6(X)
R
b P
K
rQ T
Iy - f— — Q
Q0 Q
Q O lab(T):=<namel>+"_or_"+<name2:
(T, P):=<exprl>
if lab(P)=<namel>+"_dn" (P, T):=<exprl>
if lab(Q)=<name2>+"_dn" f(Q, T=<expr2>
f(T, Q):=<expr2>
. /

Figure A.11: Compound rule for a gate of type O R with a non replicator event as
input event (and an IE as output event).

RE as output event; such rules differ from the rules in Fig. A.8, in Fig. A.9 and in
Fig. A.10, only by the presence of a RE as output event of the gate, instead of an
IE.

OR gate conversion

Given a gate of type OR having an IE as output event, the gate is converted into
SWN by means of the application of the compound rule in Fig. A.11 to every non
replicator input event of the gate, and of the compound rule in Fig. A.12 on every
replicator input event of the gate.

We omit the compound rules for the conversion of a gate of type OR with a
RE as output event; such rules differ from the rules in Fig. A.11 and in Fig. A.12,
only by the presence of a RE as output event of the gate, instead of an IE.

Dynamic gates conversion

FDEP gate conversion

The dependence of a non replicator event on some other event, expressed by means
of a gate of type F'DE P, can be mapped in the SWN target model by means of the
compound rule in Fig. A.13. If the dependent event is a replicator event, the rule
in Fig. A.14 must be used.
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{ 1, N
T
A < -
% X \'.'.'T'.'.“
if conv(Y)=true < —p
if conv(X)=true
<namel>:=lab(Y)
<name2>:=lab(X)
<exprl>:=0(Y)
<expr2>=6(X)
R
L P
K
rQ T I
Ty < — Q
e Q
Q O lab(T):=<namel>+"_or_"+<name2>|
. (T, P):=<exprl>
if lab(P)=<namel>+"_dn" #(P, T)=<exprl>
if lab(@)=<name2>+'_dn" f(Q T:=<expr2>
(T, Q):=<expr2>
\. J

Figure A.12: Compound rule for a gate of type O R with a replicator event as input
event (and an IE as output event).

- ™
L
g K B
i : =
- — ==
Ty if conv(T)=true == = —

if conv(D)=true T D T D

<namel>:=lab(T)

<name2>:=lab(D})

<exprl>=8(T)

<expr2>=6(D)

L R

K
PO
P
O PO [
T T
T O S
Q
l@) Q
if lab(P)=<namel>+"_dn" " "
i lab(Q)=<name2>+"_dn’ lab(T1):=<namel>+"_fdep_"+<name2>
f(P, Th=<exprl>
f(T, Py:=<exprl>
(T, Q):=<expr2>
f(Q, T):=<expr2>
L J

Figure A.13: Compound rule for a gate of type F'D E P with a non replicator event
as dependent event; the trigger event must be a non replicator event.
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Ty [if conv(D)=true = FE e
if conv(D)=true T D T D
<namel>==lab(T)
<name2>:=lab(D))
<exprl>=6(T)

<expr2>=6(D)

L R
K
PO

P

T

T O ~afj— —

Q

QO Q

i: ::EEE);ZT;:?;IZi:Cﬂ:' lf;:al;(TTl))::mamle 1>+"_fdep_"+<name2>

, T):=<exprl>

(T, Py=<exprl>

f(T, Q):=<expr2>

f(Q, T):=<expr2>

Figure A.14: Compound rule for a gate of type F'D E P with a replicator event as
dependent event; the trigger event must be a non replicator event.

PAN D gate conversion

A gate of type PAN D whose output event is an IE and its input events are non
replicator events, can be mapped in the SWN by applying the following rules: the
compound rule in Fig. A.15 on the output event of the gate, the compound rule in
Fig. A.16 on the first and the second of its input events, and the compound rule in
Fig. A.17 on the following input events of the gate, if any. If the PAN D gate has
an IE as output event and a replicator event as unique input event, the compound
rule to be applied to the input event, is shown in Fig. A.18.

We omit the compound rules for the conversion of a gate of type PAN D with
a RE as output event; such rules differ from the rules in Fig. A.15, in Fig. A.16,
in Fig. A.17 and in Fig. A.18, only by the presence of a RE as output event of the
gate, instead of an IE.

S E() gate conversion

A gate of type SE(Q whose “trigger” and dependent events are all non replicator
events, is converted to SWN by means of the application of the compound rule
in Fig. A.19 to the trigger event and on the first of the dependent events. If the
gate has other dependent events, the rule in Fig. A.20 must be applied to them. If
a SE(Q) gate is connected to a unique replicator event, folding the trigger and the
dependent events, the gate must be converted into SWN by means of the rule in
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( ™
L
Ec—— K R
T, e —
; if conv(E)=true g g @

<name>:=lab(E)
<expr>=0(E)

R
K
PO Q d\”—" T
Ty % P O —
. i lab(T):=<name>+"_pand"
if lab(P)=<name>+"_dn S S—— o

f(T,P):=<expr>
f(P,T):=<expr>
Q. T):=<expr>

N v

Figure A.15: Compound rule for a gate of type PAN D with an IE as output event.

Fig. A21.

W S P gate conversion

Given a gate of type W .S P having an IE as output event, the gate can be mapped
into SWN, by applying the following compound rules: the rule in Fig. A.22 to the
output event of the gate and to the event relative to the main component, the rule
in Fig. A.23 to every non replicator event relative to a spare component, the rule in
Fig. A.24 to every replicator event relative to a set of spare components.

We omit the compound rules for the conversion of a gate of type W SP with a
RE as output event; such rules differ from the rules in Fig. A.22, in Fig. A.23 and
in Fig. A.24, only by the presence of a RE as output event of the gate, instead of
an IE.

Repair Boxes conversion

A RB having a non replicator event as trigger event is converted into SWN by
applying the following compound rules:

o the rule in Fig. A.25 to trigger event of the RB;

o the rule in Fig. A.26 to every non replicator event in the basic coverage set
of the RB;
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L
Y=
; R
g K
1 2 Y ?l
- Ve
—" A
A B
if conv(Y)=true =T T
if conv(A)=true — A B
if conv(B)=true A B
if 6(A,g)=1 o(A,g):=1
if o(B,g)=2 o(B,g):=2
<namel>:=lab(Y)
<name2>:=lab(A)
<name3>:=lab(B)
<exprl>:=0(Y)
<expr2>:=6(A)
<expr3>:=06(B)
<dom1>:=1(6(A)
<dom2>:=1(6(B)
L
P C%
o mk X
Q T'] e
P
Tt N O O v %
< Q CT?O—O
if lab(P):=<namel>+"_dn"
igﬁfg;;ﬁ;ﬁfii +_”p i?g U O O U lab(T2):=<namel>+"_pand_"+<name3>
if lab(U):=<name2>+"7 dn” lab(T3):=<namel>+"_fail "+<name2>
i lab(U’).':<name3>+”_ dn" lab(T4):=<namel>+"_fail "+<name3>
! — cd(R):=<dom1> cd(R’):=<dom2>
lab(R):=<namel>+"_"+<name2>+"_ko"
lab(R’):=<namel>+"_"+<nam3>+"_ko"
f(U,T1):=<expr2> f(T1,U):=<expr2>
f(U’,T1):=<expr3> f(T1,U’):=<expr3>
f(R’,T2):=<expr3> f(T2,R’):=<expr3>
f(U,T3):=<expr2> f(T3,U):=<expr2>
f(T3,R):=<expr2> f(R,T3):=<expr2>
f(U’,T4):=<expr3> f(T4,U’):=<expr3>
f(T4,R):=<expr3> f(R’,T4):=<expr3>
f(R,T2):=<expr2> f(T2,Q):=<exprl>
f(Q,T2):=<exprl>
\

Figure A.16: Compound rule for a gate of type PAN D and its input events with

order numbers 1 and 2 (with an IE as output event).
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e
L
Yo
; R
g
n n+l Yo
Y— A
—43  — H
A B @ g@
< & N
if conv(Y)=true =" =y
if conv(A)=true — — A B
if conv(B)=true A B
if 6(A,g)=n>1 o(B,g):=n+1
if 6(B,g)=n+1
<namel>:=lab(Y)
<name2>:=lab(A)
<name3>:=lab(B)
<exprl>:=0(Y)
<expr2>:=6(A) R
<expr3>:=06(B)
<dom>:=1(6(B)) P C%
Q T1 EI"—\
L Qv
P I
T3
K
Q T'] =
o "R QP
U
T,
t <«| Q O m» i T2
RO
O U lab(T2):=<namel>+"_pand_"+<name3>
if lab(P):=<namel>+"_dn" lab(T3):=<namel>+"_fail "+<name3>
if 1ab(T1):=<namel>+"_pand" lab(R’):=<name2>+"_ko"
if lab(Q):=<namel>+"_ok" R O cd(R’):=<dom>
if lab(U):=<name3>+"_dn" f(U,T1):=<expr3> f(T1,U):=<expr3>
if lab(R):=<name2>+"_ko" f(R’,T2):=<expr3> f(T2,R’):=<expr3>
f(U,T3):=<expr3> f(T3,U):=<expr3>
f(T3,R):=<expr3> f(R’,T3):=<expr3>
f(R,T2):=<expr2> f(T2,Q):=<exprl>
f(Q,T2):=<exprl>

Figure A.17: Compound rule for a gate of type PAN D and its input events with

order numbers n and n + 1 (with an IE as output event).
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if conv(Y)=true
if conv(X)=true

<namel>:=lab(Y)
<name2>:=lab(X)
<exprl>:=0(Y)
<expr2>:=0(X)-3(X)
<expr3>:=0(X)
<dec_par>:=3(X)
<col>:=1(8(X))

<dom>:=1(8(X)-3(X))

L

P

Q CTE"B
r, uQ

if lab(P):=<namel>+"_dn"
if lab(T1):=<namel>+"_pand"
if lab(Q):=<namel>+"_ok"
if lab(U):=<name2>+"_dn"

T3
R
<<expr2>, <expr3>
! <dec_par >>

T2 -
ov

lab(T2):=<namel>+"_pand_"+<name2>
lab(R):=<name2>+"_ko"
lab(U’):=<name2>+"_last"
cd(R):=<col> cd(U’):=<col>
f(U,T1):=<<expr2>, S>
f(T1,U):=<<expr2>, S>
f(U,T8):=<expr3> {(T3,U):=<expr3
f(T3,R):=<expr3> f(R,T3):=<expr3>}
f(R,T2):=<<expr2>, | <dec_par> >
f(T2,R):=<<expr2>, | <dec_par> >
f(R,T2):=<expr3> f(U’,T2):=<expr3
f(T2,Q):=<exprl> f(Q,T2):=<exprly
m(U’):=<dom>, last(<col>)

Figure A.18: Compound rule for a gate of type PAN D having a replicator event
as input event (with an IE as output event).
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if conv(A)=true —
if conv(B)=true A

if o(A,g)=1
if 6(B,g)=2
<namel>:=lab(A)
<name2>:=lab(B)
<expr>:=6(A)

o(A,g):=1
o(B,g):=2

L
R

@) U K ! O
L | _[® 7=

Ty
if lab(U):=<namel>+"_dn" T L
if lab(U’):=<name2>+"_dn" ffg} %::ng
if 1ab(T):=<name2>+"_fail" » L)i=<exp
& J

Figure A.19: Compound rule for a gate of type SEQ having a non replicator event
as “trigger” event, and a non replicator event as dependent event with order number

2.

-
L

g
K
n a’m—l
= ? n E n+l

—

R ] nx — — =
if conv(A)=true — A B
if conv(B)=true A T
if 6(A,g)=n>1 o(B,g):=n+1
if o(B,g)=n+1
<namel>:=lab(A)
<name2>:=1ab(B)
<expr>:=0(A)

R

I|_[ 71| 4

if lab(U):=<namel>+"_dn" T '_

if lab(U’):=<name2>+"_dn" ?IITJy I’%;:::ezp:z

if lab(T):=<name2>+"_fail" ) L)=<exp
J

v

I‘t T

Figure A.20: Compound rule for a gate of type SE(Q having two non replicator
events as dependent events, with order numbers n and n 4 1 respectively.
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s T ~
g )
R
CUOE K
if (E)=tr g g
N 1T conwv( ue E E
Slmamer=lab® | 0 | - E i
<exprl==o®) | 20 L] ] A E

<expr2>=8(E)-8(E)
<dom>=u(8(E))
<dec_par>=5(E)
<col>=1(8(E))
<dom>=w(B(E)-3(E))

P
L
P K T

[ : )
T T ~Stf— I —p @ Q
if lab(P)=<name>+"_dn" T lab{@)):=<name>+"_next"
if lab(T)=<name>+"_fail" cd(@):=<dom>
f(Q, T)=<exprl>
f(T, Q)=<<expr2>, ! <dec_par>>
m(Q):=<dom>, first(<col>)

Figure A.21: Compound rule for a gate of type SFE(Q having a replicator event as
dependent event.

o the rule in Fig. A.27 to every replicator event in the basic coverage set of the
RB;

e the rule in Fig. A.28 to every non basic non replicator event in the coverage
set of the RB;

e the rule in Fig. A.29 to every non basic replicator event in the coverage set
of the RB.

We omit the compound rules for the conversion of a RB with a RE as trigger
event; such rules differ from the rules in Fig. A.25, in Fig. A.26, in Fig. A.27, in
Fig. A.28 and in Fig. A.29, only by the presence of a RE as trigger event of the
RB, instead of an IE.
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y
L
Y
T K B
Y
e T =
g
) IR (PR R =="1 (R =
i conv(Y )=true — I_ﬁ._l
if conv(M)=true M
if o(M,g)=0 o(M,g)=
<namel>:=lab{Y)
<name2>:=lab(M)
<exprl>=0(Y)
<expr2>=0(0\)
<dom>:=1(0(Y))
R
P
L
K
O p s T
Or I
Or Q
n i -
O Q lab(Q)"):=<namel>+"_sub"
o Q cd(@):=<dom>
if lab(P)=<namel>+"_dn" lab(T)=<namel>+"_wsp"
if lab{@Q)=<name2>+"_dn" f{T,P):=<exprl>
(P, T):=<exprl>
f(T,6)):=<expr2>
flQ,T):=<expr2>
Q' Ty=<exprl>
.

Figure A.22: Compound rule for a gate of type W .SP with an IE as output event.
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( L
Y
T g . R
Y
0 Y
=5 i“ T E .
M S
r, |- < 0 E — 0FT .
if conv(S)=true — —4
if o(S,g)=n>0 = M S
M S
<namel>:=lab(Y) o(S,g):=n R
<name2>:=lab(M)
<name3>:=lab(S)
<num_s>:=le gl P
<num_a>:=0(S,g
<dom1>:=t(6(M)
<dom2>:=7(6(M)
<exprl>:=6(Y)
<expr2>:=0(M)
<expr3>:=0(S)
L
P
K
T T P
Oa O« T !
Ty lab(T1):=<name2>+"_switch_on_"+<name3>
OU ¢ OQ Q | =P |1ab(T2):=<name2>+"_fail_"+<name3>
lab(T1):=<name2>+"_switch_off_"+<name3>
O v lab(Z):=<name2>+"_sub_"+<name3>
O U cd(Z):=<dom1>, <dom2>
if lab(P)=<namel>+"_dn" m(T1):=<num_s>-<num_a>+1
if lab(Q)=<name2>+"_dn" O v f(Q,T1):=<expr2> f(T1,Q):=<expr2> f(T1,Q’):=<exprl>
if lab(Q")=<namel>+"_sub" f(Q,T1):=<exprl> f(U,T1):=<expr3> f(T1,V):=<expr3>
if lab(U)=<name3>+"_dn" f(V,T2):=<expr3> f(T1,Z):=< <expr2>, <expr3> >
?flab(V)=<“ame3>+"—°“" flQ,T2):=<exprl> f(Z,T2):=< <expr2>, <expr3> >
if lab(T)=<name1>+"_wsp" f(U,T2):=<expr3> f(T2,U):=<expr3>
f(Q,T3):=<expr2> f(V,T3):=<expr3>
f(Z,T3):=< <expr2>, <expr3>> f(Q,T3):=<exprl>
.

61¢C
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if conv(S)=true
if 6(S,g)=n>0

<namel>:=lab(Y)
<name2>:=lab(M)
<name3>:=lab(S)
<num_s>:=le gl
<num_a>:=6(S,g
<dom1>:=t(6(M))
<dom2>:=1(6(M))
<exprl>:=6(Y)
<expr2>:=0(M)
<expr3>:=6(S)

Qvu
Ov

=

Qvu

if lab(P)=<namel>+"_dn"

if lab(Q)=<name2>+"_dn" O A

if lab(Q)=<namel>+"_sub"
if lab(U)=<name3>+"_dn"
if lab(V)=<name3>+"_on"
if lab(T)=<namel>+"_wsp"

—

lab(T1):=<name2>+"_switch_on_"+<name3>
lab(T2):=<name2>+"_fail_"+<name3>
lab(T1):=<name2>+"_switch_off_"+<name3>
lab(Z):=<name2>+"_sub_"+<name3>
cd(Z):=<dom1>, <dom2>
m(T1):=<num_s>-<num_a>+1

f(Q,T1):=<expr2> f(T1,Q):=<expr2> f(T1,Q):=<exprl>
flQ,T1):=<exprl> f(U,T1):=<expr3> f(T1,V):=<expr3>
f(V,T2):=<expr3> f(T1,7Z):=< <expr2>, <expr3> >
flQ,T2):=<exprl> f(Z,T2):=< <expr2>, <expr3> >
f(U,T2):=<expr3> f(T2,U):=<expr3>
f(Q,T3):=<expr2> f(V,T3):=<expr3>

f(Z,T3):=< <expr2>, <expr3d>> f(Q,T3):=<exprl>
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L
B <—l:| E K R
r if conv(E)=true < |B C—E | mmmp | B R— —FE’

<name>:=lab(E)
<rate>:=(B)
<expr>:=6(E)
<dom>:=1(8(E)) R

TI T2
n=3
L

Or

if lab(P)=<name>+"_dn" lab(Q):=<name>+"_repair"

- lab(R):=<name>+"_remove"
cd(Q):=<dom> cd(R):=<dom>
lab(T1):=<name>+"_start"
lab(T2):=<name>+"_time"
lab(T3):=<name>+"_clear_"+<name>
lab(T4):=<name>+"_end"

m(T1):=2

(T3):=4

n(T3):=3

f(P,T1):=<expr> f(T1,P):=<expr>
f(P,T3):=<expr> f(T1,Q):=<expr>
f(Q,T1):=<expr> f(Q,T2):=<expr>
f(T2,R):=<expr> f(T3,R):=<expr>
f(R,T3):=<expr> f(R,T4):=<expr>

Figure A.25: Compound rule for the trigger event of a RB; the trigger is a non
replicator event.
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( )
L
B [ L
——E
Ty
if conv(E)=true
if conv(E’)=true
<namel>:=lab(E)
<name2>:=lab(E’)
<exprl>:=6(E’)
<expr2>:=0(E)
R
n=4
= O—]—O
K
O« Or Q 1 P
T — P | —p
if lab(P)=<namel>+"_dn" O Q O lab(T):=<name2>+"_clear_"+<namel>
if lab(Q)=<name2>+"_Remove" n(T):=4
f(Q,T):=<exprl>
f(T,Q):=<exprl>
f(P,T):=<expr2>
& J

Figure A.26: Compound rule for a non replicator event in the basic coverage set of
a RB whose trigger event is a non replicator event.

( )
L
o g P « R
A B e —FE’
S o g PA—
rg — —
if conv(E)=true
if conv(E’)=true CTE
<namel>:=lab(E)
<name2>:=lab(E’)
<exprl>:=0(E’)
<expr2>:=0(E)
R
n=4
L
« O—}—0
Ocq Or Q Tt P
r — P | —p
if lab(P)=<namel>+"_dn" O Q O lab(T):=<name2>+"_clear_"+<namel>
if lab(Q)=<name2>+"_Remove" (T):=4
f(Q,T):=<exprl>
f(T,Q):=<exprl>
f(P,T):=<expr2>
- J

Figure A.27: Compound rule for a replicator event in the basic coverage set of a
RB whose trigger event is a non replicator event.
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L
R
Y — <
»
ok B [
Ty — —p
if conv(E)=true —E
if conv(E’)=true —E -
if 1ab(E) in RepEv(E) RepEv(E):=RepEv(E)-lab(E)
<namel>:=lab(E)
<name2>:=lab(E’)
<exprl>:=6(E’)
<expr2>:=0(E) R
L n=4
K O—|—O
O« Or Q T P
Ty Q Or >
if lab(P)=<namel1>+"_dn" O lab(T):=<name2>+"_clear_"+<namel>
if lab(Q)=<name2>+"_Remove" n(T):=4
f(Q,T):=<exprl>
f(T,Q):=<exprl>
f(P,T):=<expr2>
~ y,
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Figure A.28: Compound rule for a non basic non replicator event in the coverage
set of a RB whose trigger event is a non replicator event.

~
L
R
Y — <
B
ez O B 4 -------------- —E
Ts -_—
if conv(E)=true UIDE
if conv(E")=true bkl o) -
if lab(E) in RepEv(E) RepEv(E):=RepEv(E)-lab(E)
<namel>:=lab(E)
<name2>:=lab(E’)
<exprl>:=6(E’)
<expr2>:=0(E) R
L n=4
K O—|—O
O« Or Q T P
" Q Opr |=—>
if lab(P)=<namel1>+"_dn" O lab(T):=<name2>+"_clear_"+<namel>
if lab(Q)=<name2>+"_Remove" n(T):=4
f(Q,T):=<exprl>
f(T,Q):=<exprl>
(P, T):=<expr2>
~ y,

Figure A.29: Compound rule for a non basic replicator event in the coverage set of
a RB whose trigger event is a non replicator event.



