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Abstract

The recent growing adversarial activity against critical systems, such as the power grid, has
raised attention on the necessity of appropriate measures to manage the related risks. In this
setting, our research focuses on developing tools for early detection of adversarial activities,
taking into account the specificities of the energy sector. We developed a framework to
design and deploy Al-based detection models, and since one cannot risk disrupting regular
operation with on-site tests, we also included a testbed for evaluation and fine-tuning. In
the test environment, adversarial activity that produces realistic artifacts can be injected and
monitored, and evidence analyzed by the detection models. In this paper we concentrate
on the emulation of attacks inside our framework: A tool called SecuriDN is used to
define, through a graphical interface, the network in terms of devices, applications, and
protection mechanisms. Using this information, SecuriDN produces sequences of attack
steps (based on the MITRE ATT&CK project) that are interpreted and executed by software
called Netsploit. A case study related to Distributed Energy Resources is presented in order
to show the process stages, highlight the possibilities given by our framework, and discuss
possible limitations and future improvements.

Keywords: power grids; cybersecurity; network modeling; attack graphs; attack emulation;
MITRE ATT&CK framework; IEC 61850

1. Introduction

The complexity of modern power grids and their critical role in our society call for
particular attention in the domain of cybersecurity. We have witnessed in recent years
several significant attacks such as Stuxnet [1], BlackEnergy [2], and Industroyer 1 and 2 [3].
European directives also target the issue and recommend taking all necessary measures to
limit the risks [4].

In this context, in a cooperation between the University of Eastern Piemont (UPO)
and Ricerca Sistema Energetico S.p.A. (RSE), we have developed a framework for the
design and deployment of Al-based detection models and a testbed for their evaluation and
fine-tuning. Our main goals in the definition of the system are user-friendliness, limited
necessary competences, and adherence to the MITRE ATT&CK classification. We described
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in [5] the aspects related to detection, whereas in this paper we concentrate on the emulation
of attacks.

It is obviously dangerous validating security functions for critical systems in place;
apart from the damage that could result from discovering that the functions are ineffective
in front of real-world attacks, it is inappropriate and risky to emulate attacks that could
impair the functions of the system. So it is customary to create a test environment in which
realistic but fully controlled adversarial activity is injected. A monitoring system on the
emulated network collects the data and conveys it to detection models whose reactions are
thus observed and evaluated.

1.1. Contributions

Our proposal for the emulation of the attack processes follows the same criteria as
for the detection models: Through a graphical interface, and in a framework that is based
on the MITRE ATT&CK project, definitions of the network, devices, applications, and
protection mechanisms and articulated sequences of attack steps are produced. These
sequences are interpreted and executed by a software engine. The attacks are actually
carried out, and so the artifacts left on the victim machines and in the network by the
process are realistic.

We implemented a graphical tool called SecuriDN, which is based on the framework
DrawNET Modeling System (see Section 3.2). The software for emulation of attacks is
called Netsploit (see Section 6), because it has Metasploit at its core, although it can also
carry out offensive steps that are not available in Metasploit.

The novelty in our proposal lies in the integration of our emulation tool within
a framework specifically designed to facilitate the setup of automated experiments by
security experts, which includes the following:

e A graphical interface enables security experts to reproduce the system configuration;

*  Vulnerability information is derived from the MITRE ATT&CK projects;

*  Attack processes can be derived automatically;

* A synthetic attacker executes the attacks in an emulated network, producing realistic
artifacts of adversarial activity;

¢ All of this is complemented with a monitoring system and detection models (not the
focus of this paper, but briefly presented in an overview in Section 4).

1.2. Structure of the Paper

In the next section we discuss related approaches. In Section 3 we present the system
background. Then, Section 4 presents in more detail the platform that we have sketched
above. Section 5 describes how the attack sequence is generated starting from the com-
plete network specification. In Section 6 further details regarding the synthetic attacker
are presented. In Section 7 a SecuriDN use case is presented starting from the network
specification up to the attack sequence generation. Conclusions, possible limitations and
future developments are discussed in Section 9.

2. Related Work

There is extensive literature on platforms whose aim is either cybersecurity posture
evaluation, cybersecurity education or software security testing. In our discussion of related
work, we focus on approaches that are close to ours because they target critical systems, in
particular the smart grid, and whose aim is cybersecurity posture evaluation. In the final
part of this section we specifically address tools for attack emulations, given their centrality
in our research.
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Carrying out tests on security measures in critical systems is very risky since they
might cause unexpected reactions that make the system unavailable, possibly damage
costly assets, disrupt services, and that could even result in loss of lives. Therefore, we are
certainly not the first to use an emulated environment as a testbed for Intrusion Detection
Systems (IDSs). Here we are not interested in surveying the testbeds in their entirety, but
rather in looking at how the adversarial behavior is injected into them. See for instance [6]
for a broader analysis of the literature.

An interesting survey is [7], from 2020. Among the platforms reviewed in [7], the
only two that are emulation-based and whose aim is security software testing are [8,9].
The former specifically targets power grids. In both cases, we found no description of
automated injection of adversarial activity.

A more recent (2021) survey on testbeds for ICS systems [10] shows that many testbeds
specific to power grids are either not meant for cybersecurity research or are not available
to the public. We find there a proposal close to our interests [11], from 2019: They specifi-
cally implement an IEC 61850 standard, including the MMS communication protocol (see
Section 6). The paper focuses on the performance of the testbed without discussing the
features and results relative to attacks; there is no description of how attacks are injected,
whether attack processes are automated, or which results they achieve.

Another recent approach is [12] (2022). They implement a minimal power system
testbed with a voltage transformer process, an HMI, a SCADA system, and a database.
Among other protocols, they offer IEC 61850 over MMS. They implemented four MITRE
ATT&CK techniques (see Section 3.1) and they provide .pcap traces of regular traffic and
cyber attacks. The paper does not describe how attacks are orchestrated.

In the testbed structure proposed in [13], the attacks are injected in the system by
altering traffic traces (.pcap files). In contrast, we propose to emulate the attacker to
produce more realistic traffic patterns, and, given the flexibility of our approach, we can
easily fine-tune our attacker to produce traffic traces with various characteristics.

A testbed for intrusion detection in an electricity generation and distribution control
system is described in [14]. Here the adversarial traffic is simulated as malformed traffic,
starting from real traffic captured at the boundaries of a real industrial power system.
With this approach, no attack processes can be injected in the traffic flow, and the samples
are useful for anomaly detection and thus do not enable forecasting or diagnostics on
adversarial activities.

The following proposals are all based on real attacks and in that respect are close to our
approach. In [15], the authors present a cyber-physical testbed to test intrusion detection
of critical manufacturing systems. In this case, the adversarial activity was limited to five
specific attack vectors. Older proposals, such as [16,17], consider a limited range of attacks,
and are not meant to be flexible tools as ours is.

The LARIAT [18] and TIDeS [19] emulators and the LLSIM [20] simulator are very
interesting proposals. To the best of our knowledge, the projects have not been carried out.

To complete the picture, it makes sense to look at tools that emulate attacks, indepen-
dently of their use in a testbed. Since we considered only open-source tools and chose to
base our software on Metasploit, let us briefly consider rationales and alternatives.

A very good analysis of open-source tools that allow us to emulate attacks is in [21]: it
explains very clearly the kind of analysis that drove our choice. The analysis in [21] takes
into consideration, for each tool, parameters that are fundamental to us, like the coverage
of MITRE techniques, ease of automation, and invasiveness. It points to Metasploit and
MITRE’s Caldera as the best tools for testing security software. Indeed, the requirements
we laid out for the software (see Section 6) are met by both these software. We preferred
Metasploit over Caldera since the latter requires installing agents on target machines, which
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we deemed too invasive. We used Caldera to attack machines with a Linux OS, even though
in [21] it is reported as a tool for Windows systems only.

Another noteworthy framework is AutoTTP [22], a scripting tool for automating complex
attack procedures based on open-source attack emulators” APIs. It can automate Metasploit
processes as well as Empire’s (Empire [23] is a post-exploitation framework that is based
on PowerShell for Windows and Python 3 for Linux and OsX). Since we want to customize
the attack process based on the information on the network, devices, and applications (see
Section 7), we cannot benefit from AutoTTP that requires specific scripting for each attack
process.

Finally, we must mention Wattson [24], a co-simulation framework designed for imple-
menting cyberattacks targeting power grids. Wattson enables the reproduction of both the
fingerprint of such attacks on ICT communications and their impact on physical devices. It
is built on Containernet [25] for network communication emulation and pandapower [26]
for power grid simulation, coordinated by a synchronization layer to allow realistic rep-
resentation of monitoring and control networks. Unlike our platform, Wattson focuses
on reproducing IEC 60870-5-104 [27] communications. Although it supports executing
individual attacks using built-in components or by invoking Metasploit scripts, it lacks a
concept of attack paths for fully automated, multi-step attack execution.

3. Background
3.1. MITRE ATT&CK

The MITRE ATT&CK framework [28] is the backdrop of our work. It is a repository of
adversarial activity, in which attack processes have been split into basic steps (technigues)
that aim at achieving short-term goals (tactics). The tactics and techniques catalogue
is a common reference for cybersecurity practitioners and allows for the adoption of
a shared language for analysis, categorization, and mitigation of attacks. We mainly
draw the information we need from the Enterprise Matrix [29], which focuses on attack
methodologies related to desktop and cloud environments, and the ICS matrix [30], a
specialized attack knowledge base for industrial control systems, which is very useful in
the domain of critical infrastructures.

3.2. SecuriDN

SecuriDN [5] is a tool we implemented over the framework DrawNET Modeling
system (DrawNET) [31]. It allows us to graphically define the architecture of an IT/OT
system, including the attacks to which the system is possibly vulnerable and the parameters
that characterize the various attack steps. This information is derived from the MITRE
ATT&CK project. Its name recalls that it is a specialization of DrawNET.

We give in this section a concise introduction to both DrawNET and SecuriDN. A
more detailed description can be found, e.g., in [5].

3.2.1. DrawNET

DrawNET allows us to design and solve models in any graph-based formalism. It is
written in Java and is based on the DNIib library. It offers an editor for the design of new
formalisms and models that will be saved in XML files. It has been used in various contexts
(e.g., [32-34]).

The architecture of DrawNET contemplates three distinct levels. The starting point is
a formalism. On a formalism a specific model can be built. Solvers can be defined to work
on a model. We summarize this in Figure 1. All data, including graphical elements, are
saved to XML files.
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Figure 1. DrawNET general architecture.

[ formalism (XML)

to design any model.
The fundamental entities are the elements (nodes and edges), since DrawNET works
with graph-based models.

*  Elements have attributes, which are called properties that are typed (integer, float,
boolean, string, etc.); among them we have graphical properties, such as shape, size,
and color.

¢  Elements must satisfy consistency relations, if any, expressed by constraints.

e  Elements can be organized hierarchically, with elements containing sub-elements.

Model Level: DrawNET enables graphical design of models. To specify a model, it is
first necessary to specify which formalism the model will instantiate. DrawNET loads the
requested formalism and then provides the elements, as graphical objects, to instantiate,
allowing us to set the properties and enforce the constraints and the element hierarchy that
has been established in the formalism.

3.2.2. SecuriDN’s Formalism and Model

Recall that it is possible to define a hierarchy of elements in DrawNET. One of the
top-level elements of SecuriDN is the architecture graph. The others are the global attack
graph (see Section 5.1) and the Dynamic Bayesian Network (DBN), which we will not
discuss in this paper (see [5]).

Architecture Graph: The nodes of the architecture graph are assets and the edges are
associations between assets. Assets represent all possible targets of attacks and, at present,
include computers, networks, applications, channels, etc. The associations are used to relate
the assets in that they specify which network a device is connected to, on which device an
application is running, which applications communicate on a certain channel, and so on.

The constraints are imposed to keep the model consistent; for example, an instance of
an application can run on a computer.

In the architecture graph, the operator will also specify an asset that has already been
compromised by the attacker (which will be the origin of the attack process) to design
scenarios based on hypotheses on more exposed assets. Moreover, the cybersecurity analyst
will specify a target of the attack to study the security posture of specific assets.

An architecture graph is shown on the left side of Figure 2 (see Table 1 for an explana-
tion of the symbols).

Table 1. Meaning of symbols in SecuriDN’s architecture graph (see an example in Figure 2).

Icon Meaning Icon Meaning
® etwork firewall
& host application

IED virtual environment

O Beb

compromised asset communication channel

analysis target
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Figure 2. An architecture graph with local attack graphs of two assets. Link colors represent specific
association types between assets (for further details refer to [5]).

Each host is connected to the network it belongs to. All applications are explicitly
drawn and connected to the host on which they are executed. In this example one can also
see communications channels (green icons). Notice the compromised workstation at the
top of the figure and the target icon denoting the asset whose security posture is of interest
in the current analysis. See Section 7 for an illustration of the example architecture.

Local Attack Graph. To each asset a local attack graph (locAG) is associated. The
locAG expresses the attack processes that an attacker could potentially try against the
asset. The nodes of the locAG implement techniques from the MITRE ATT&CK project and
defense measures.

Figure 2 shows two simplified local attack graphs: the topmost for a historian server,
and the other one for a Tomcat service running in the virtual engine on a station computer.
See Section 7 for a description of the example architecture.

In both locAGs of Figure 2 no defenses appear. The techniques are represented by
circles. The double circles have a special role; we will return to them in Section 5.1. The
directed edges in the graph express preconditions when they connect techniques. A tech-
nique with outgoing edges enables its neighboring techniques. For instance, in the example
of Figure 2, remoteShell can take place only after addSSHkey has been successfully exploited.

Techniques can be parameterized with additional information, depending on the
specific way in which SecuriDN is applied. We are interested in the annotation of the target
port for external techniques. Another use, out of the scope of this paper, is, for instance, the
parameterization of the detection models.

When the edge’s origin is a defense, it will connect the defense to a technique, rep-
resenting a measure to mitigate that attack step (defenses are not taken into account in
this paper).

Additional nodes are logical operators (AND, OR) that enable us to express more than
one precondition to a technique or alternative preconditions, respectively.

In a locAG also analytics appear, i.e., units of a monitoring system that collect infor-
mation useful to expose adversarial activities (these are inspired by the MITRE project

CAR [35]). They are depicted as notepads in Figure 2. In this work, we will not discuss ana-
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lytics, since the paper focuses on the attack processes (an example of analytics is reported
in [5]).

A default locAG is provided for each asset, but new locAGs can be designed or
imported from a library. Currently, locAGs must be built by an expert, but we are envisaging
automatic generation as future work.

3.2.3. Solver Level

Solvers enable any processing of the model: conversions, analyses, simulations,
etc. The solvers are written in Java, and the results of the processing can be displayed
by DrawNET.

Among the solvers we implemented for SecuriDN, we will discuss in later sections
one solver that derives the global security posture of the whole network from the locAGs
(Section 5.1) and one used to produce attack processes for Netsploit (Section 5.2).

In addition, another solver produces a Dynamic Bayesian Network to be used as a
detection model and an Octave [36] script to run it. We will not present this solver here,
but it is fundamental to complete the context (again, we refer the interested reader to [5]).

3.3. Metasploit

Metasploit [37] is one of the best-known pen-testing tools. It is highly modular and
offers support for reconnaissance, exploit, and post-exploit activity. According to [21],
Metasploit was covering 100 MITRE techniques out of 266 existing when the paper was
published, and 11 tactics out of 12 (although some had much better coverage than others).
Metasploit does not provide pre-configured multi-step attack processes but accepts the
definition of procedures through “resource scripts” written in Ruby, and a Python library
allows programmatic access to Metasploit APIs.

4. The Complete Picture

The operational pipeline that translates network models defined by the cybersecu-
rity analysts into emulated attack scenarios is a crucial part of a testbed for the design,
deployment, and validation of detection models. The pipeline is illustrated in Figure 3
along with the additional functionalities of SecuriDN. The result is a realistic but controlled
environment that mimics crucial aspects of power control infrastructure to evaluate the
effectiveness of detection models.

Figure 3 shows step-by-step how SecuriDN is used and how it interacts with the
validation testbed. In brief, the numbered arrows in the picture describe SecuriDN’s func-
tionalities that, from the definition of the architecture, allow us to derive attack processes
and a detection model with its manager. The thick arrows labeled with letters show how
SecuriDN’s artifacts are integrated in the validation testbed.

The process starts when cybersecurity analysts use the graphical interface of SecuriDN
to construct a detailed model of the target network (arrow (1) in Figure 3). This model
includes the devices, the applications running on them, and the network topology; more-
over, it also represents the network firewalls and their rules. In this way the analysts can
incorporate hypotheses about potential weak points and identify critical assets on which
they want to focus their analysis. In our example, we consider a possible ICT infrastructure
integrating Distributed Energy Resources (DERs) where the resources are controlled by a
utility infrastructure.
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Figure 4. The logical architecture of the framework.

Based on the analysts” input, SecuriDN first associates each defined asset with the
corresponding local attack graph (locAG). As we detailed in Section 3.2, these locAGs repre-
sent known attack techniques with their execution dependencies, derived from the MITRE
ATT&CK framework. For instance, operational conditions affecting lateral movement and
persistence attacks can be introduced by the analyst whenever needed. SecuriDN then
composes individual locAGs based on the network topology, firewall policies, and software
running on each device, as specified in the architectural definition in SecuriDN. This way
it builds a global attack graph (globAG) that provides a general view of potential attack
paths across the entire modeled network, from the specified possible attacker entry points
to the predefined targets (arrow (2) in Figure 3).

In turn, the globAG serves as a base to create emulated attack sequences. A specific
solver within SecuriDN (further discussed in Section 5.2) traverses this graph and produces
an ordered list of attack techniques that represents a specific plausible attack campaign
performed on the vulnerable network. The generation process is represented by arrow (6)
in Figure 3.
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The attack sequence is then provided to Netsploit, our automated adversary (as
depicted by the thick arrow labeled (c) in Figure 3), to be executed within the emulated
network. Figure 4 shows in detail the validation testbed from the lower left corner of
Figure 3. The platform itself consists of containerized hosts orchestrated as a stack [38] via
DockerSwarm [39].

Notice that since the target network and the attacks are emulated and not simulated,
there could be unforeseen effects of the attack processes that cause unexpected behavior.
This is a price to pay for a more realistic execution environment.

In any case, it is always the user’s responsibility to ensure that SecuriDN configuration
correctly represents the target system and to import/introduce the correct locAGs, and
this is true also for the testbed and therefore the emulated network. If the configuration is
correct, then the implementation of SecuriDN ensures coherence and compatibility.

Concurrently, a monitoring system based on Opensearch and Logstash (bottom-right
in Figure 4) generates logs about specific monitored events happening within the emulated
environment. This data is then fed, by an event streaming platform like Kafka, to a series
of deployed detection models (top-right side of Figure 4). The alerts and diagnostic or
predictive information that are generated by these models can then be compared against the
ground truth of the emulated attack, allowing analysts to assess the detection mechanisms’
performance. The monitoring system collects artifacts generated by real attacks, and it
does so using standard monitoring tools such as auditd and the Elastic beats. Thus,
it does not take any advantage from the fact that it is running on an emulated system
or that the attacker is emulated and controlled by the security analyst. False positives
and negatives can occur in the detection, but validating the detection models is precisely
the purpose of the platform. While data collection and distribution and the detection
models’ capabilities have been detailed in [5], in this work we focus on the attack emulation
pipeline that provides meaningful input for the validation of detection models. In [40,41]
we provide more detail and background on the detection models, as well as an analysis of
their effectiveness for monitoring in real time the security posture of the network and for
planning adequate defenses and a useful monitoring system.

The right side of Figure 3 shows how SecuriDN also produces detection models and
the software to run them (arrows (3) and (5) in the figure), that are deployed in the detection
platform (thick arrows (a) and (b)), also discussed in [5], whereas their parameterization
(4) uses additional techniques that are out of the scope of this paper.

5. From the Network to an Attack Process

To produce potential attack processes for Netsploit to emulate, we first need to create
a global picture from the fragmentary security information provided by the locAGs. We
show in this section how the global cybersecurity posture is determined and how an attack
sequence is derived from it.

5.1. The Security Posture of the Whole Network

A solver of SecuriDN enables the integration of all local security information given
by the locAGs to obtain global information about the network. We described an earlier
version of this solver in [5], but since then the architecture graph has been enhanced with
firewalls, and the solver has been modified accordingly. In particular, the addition of
firewall modelling capabilities to the formalism enables a more flexible propagation of
adversarial activity, at the same time bounding the computational cost of the generation
process (see [42]).

The firewalls we have added are packet filters that implement a deny-all policy in
which all traffic is rejected unless it is explicitly allowed. The whitelists on each firewall
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specify the direction of the traffic (looking at the incoming and outgoing interfaces), the
source and destination IPs, and the destination port. We assume that the packet filters are
dynamic, i.e., carry out stateful inspection of the packets, and so we only need to specify
acceptance of the packets that initiate a connection. Figure 5 shows an example in which
we allow traffic from IP 2.2.2.2 (the historian server) to IP 3.3.3.3 (the station computer) if
directed to port 443.
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Figure 5. Example of firewall configuration from SecuriDN’s interface.

To combine locAGs into a globAG, the special techniques depicted with the double
circles in Figure 2 are key. We refer to those as external techniques as opposed to those with a
single circle that are internal. The idea is that external techniques are subsequent attack
steps that can be taken on some different assets, if reachable. Of course, the locAGs of the
figure are highly simplified, since we will always assume that the attacker has multiple
choices. In the figure, the external techniques are bruteForce and escapeHost. The number
below bruteForce in Figure 6 is the number of the port targeted by the attack. For the
technique escapeHost, no port number applies.

To fuse two locAGs into a single one, we need to match an external technique of the
first to an internal one of the second. In the example shown in Figure 2, if the station
computer vulnerable to a brute force attack can be reached from the historian that has a
bruteForce external technique, the two locAGs can be combined into a single one.

SecuriDN looks for possible matches for external techniques by visiting the architecture
graph, but in doing so, it respects firewall rules. So for instance, in our example, let us
consider the search for an asset on which a bruteForce attack can be carried out. The
parameter of the bruteForce node specifies a target port 443. As the search reaches the
firewall that separates the DMZ from the corporate network (at the top of Figure 6), it
aborts the search since the whitelist of that firewall does not allow any through traffic in
this direction.

On the other hand, the whitelist of Firewall 2 in Figure 7 has a rule admitting traffic
from the historian to the station computer directed to port 443.
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So the search continues, but SecuriDN can only look for a bruteForce internal node in
the locAG of the station computer. Finding the node, it fuses the two locAGs, matching
their bruteForce external and internal nodes (Figure 8).

This process is iterated for all external nodes in each locAG. All possible locAGs are
fused. The process might obviously produce multiple graphs, but recall that we focus on
particular weakness hypotheses and on the security posture of specific assets. These focal
points are defined through the SecuriDN interface as an asset already compromised by the
attacker and a target of the adversarial activity, as we anticipated in Section 4 and detailed
in Section 3.2.2.

Thus the globAG will be a directed acyclic graph that has the compromised device as
a source and the target as a sink, pruning all dead branches that would not contribute to an
attack process from source to sink.

[ ] ® SecuriDN - DrawNET 3.7
i View ity Window  Help
LRe=E psmE s o
L <ee T
MR, sfRootseauion se{prent ) =
A= shellExecution s
v I AttackArcl (o}
=iz J —_ e
EA E'mt(q/orkS[a(icm attacker Vat -
iz 1.1.2 compromise |
gQ . T ©
Exlimfl{)
@ A .1.1.0/24 NodeOR1 bruteForce escapeHost
-
— Firewalll .
‘ historian
Internal8 Exacutel
loginFrequency
remoteShell rmtShellSession —_—
Expiorer &
Pravigator) Loyers' Structure
: p MMSclient
‘F"ﬁ"}’a”z tomcatWeb5Server
i 4 Communicate 1 Communicate 3
Execute3
Connectd o (@) — a
:
oT stationComputer i e e
3.3.3.0/24 3333 0P virtualEng MMSTLS1 MMSTLS2
Internall3 mmunis n
s . @5 CommunicateServerl
— — N S— 9?.‘%1357'.‘.,” vy CommunicateServer2 s
_Sha.. ¥ @ﬂ@z@ﬁé
3] Elgment ®
o) tostonce Properties
IxmEs o o
v.pEe]  w[wes O
Rotation: o
| 4 %P0
| wpo

Figure 8. Fusion of two locAGs: the search finds an internal node (bruteForce in the Tomcat web
server) matching the source external node (bruteForce within the historian server).

The globAG that we obtain is also used by the solver to derive the detection models
(see [5]). But in the following, we focus on the generation of a schedule for adversarial activity.
Further details and an analysis of the algorithm can be found in Appendix A.

5.2. Attack Process Generation

Given the globAG, SecuriDN can generate an attack sequence that the attacker, Net-
sploit, executes in the emulated environment. A specific solver is in charge of this step. It
saves the attack sequence in a JSON file.

The solver implements a variant (Algorithm 1) of Kahn's algorithm for the topolog-
ical order [43] that processes the global graph respecting the attack preconditions and
specifically enabling an OR node when a precondition is satisfied; the algorithm can be
parameterized to use different strategies.
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Algorithm 1 Generation of an attack sequence from the globAG

1: ready = @
2: attack_sequence = [] > attack_sequence is an ordered sequence
3: forv < 1tondo
4 indegree[v] < in-degree of node v
5: if v is an OR node then
6: isOR[v] =T
7: end if
8: if indegree[v] = 0 then
9: ready < ready \J{v}
10: end if
11: end for
12: while ready is not empty do
13: v < a node from ready > v is removed from ready
14: attack_sequence < v > v is added to the end of attack_sequence
15:  for v’ neighbour of v such that indegree[v] > 0 do
16: if isOR[v'] then
17: indegree[v'] + 0
18: else
19: indegree[v'] — —
20: end if
21: if indegree[v'] = 0 then
22: ready < ready | J{v'}
23: end if
24: end for

25: end while

The choice of the order of attack steps in the algorithm can be randomized, still
respecting the preconditions. The resulting process can be saved and reused; this is an
interesting feature that enables reproducibility of each attack campaign.

Correctness and complexity of the algorithm are analyzed in Appendix B.

If the network is correctly modeled in SecuriDN and MITRE techniques are correctly
modeled and implemented, the attack sequences output by the solver can be emulated.

6. The Attacker

The attack sequence produced by SecuriDN is then run by our automatic adversary,
Netsploit.

Our adversary is fully automated in the sense that it is capable of carrying out entire
attack processes without the need of human intervention.

We worked at making it modular and expandable in order to enrich over time the pool
of attacks that can be carried out, with the specific aim of increasingly specializing our tool
for power systems.

We opted for building Netsploit over well-established open-source software to provide
a tool that can be of use to the community at large.

Our criteria for choosing the core software on which to base our automated attacker
include the necessity of a tool that achieves the following:

1.  Implements many MITRE techniques;

Is easy to automate, i.e., it offers a command line interface or APIs;
Allows Linux systems as targets;

Enables real, life-like attacks;

SN IR

Is as little invasive as possible, meaning that it does not require installing software on
the victim machines;
6. Is open source.
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We built our adversary around Metasploit, which has become the toolbox of our
adversary. The choice has been discussed in Section 2, taking advantage of the very
thorough survey [21].

We also added for Netsploit the capability of running attack processes that do not
use the Metasploit module. This has become necessary since we want to specifically focus
on the power grid and must therefore implement more specific attacks. For instance, we
implemented a Man-in-The-Middle attack against the protocol Manufacturing Message
Specification (MMS) over TLS, the communication protocol used by the DERs to commu-
nicate with the controller. This attack is not among Metasploit’s modules, and so it was
completely implemented in our project in Python.

We have also made Netsploit able to carry out random attacks, since this is interesting
from the defense point of view, allowing adversarial activity not entirely under control.
But the reality is that we are rather focusing on having our attacker follow a specified
attack sequence so we can have full control of its activity to test the response of the
detection models.

6.1. Attack Database

The attacker software executes attacks from a database. The attack database is a
JSON file that lists attacks, identified by a unique name, with the necessary information to
run them.

The information on each attack step includes instructions, configuration information,
and additional useful information on the attack.

The instructions are mostly lists of Metasploit directives that generally also include a
call to a resource script written in Ruby, allowing us to specify more complex attacks. Some
attacks also use software external to Metasploit.

Each attack requires configuration files, possibly with different structure, especially
for more complex attacks that need to download a post-exploit payload. The record for
each attack specifies the path to the templates for the configuration files and where the
completed configuration files must be stored. On these files, the fields that specify the
attack target and some custom ports are set up at run time depending on the chosen victim.
We will discuss in Section 6.3 how this information is retrieved.

A wait time is also specified for each attack. This is customized when designing the
attack, generally to leave Metasploit enough time to establish a new session with the victim
or for other concurrent actions to take place. This time-out depends on the specific attack.

The attack type specifies whether the attack uses a single Metasploit module, or a
resource script (with possibly some preliminary instructions), or an attack carried out with
specific software that does not call Metasploit. A final type of attack, NotImplemented At-
tack, is useful for testing purposes; when coupled with the attack sequence provided by
SecuriDN, it means that the attack is a dummy. In this case, all other fields are empty.

6.2. Managing Sessions

This is a tricky point since Netsploit must interact with Metasploit. We especially
need Netsploit to be able to move across the network with lateral movements to progress
towards its final target. So successful exploits open Metasploit sessions on the victim
machine, and the session is upgraded to a Meterpreter session (see [44] for an introduction
to Meterpreter and [45] for up-to-date information) to obtain the full power and stealth of
Metasploit. Exploits that must open a shell are considered successful by the program only
if the new session has been opened.
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In some situations, typically when we are traversing firewalls, to attack the next target,
we might need to carry on the subsequent attack steps from the foothold we have most
recently established. To do this, we pivot on the latest victim implementing port forwarding.
This way we mimic the behavior of an attacker that would move in depth into the network,
progressing from the latest device it has compromised.

6.3. Configuration

Netsploit needs all attacks to be configured for the right environment; that is, the
correct IPs and ports must be specified. This way the framework can be used to emulate
networks with their real IPs for more clarity and ease of use by the cybersecurity analysts.

Moreover, we do not want to constrain attacks to be carried out only against designated
machines. We want to be able to change the topology of our testbed network, adding and
moving devices, including firewalls, and changing rules on the firewalls. This implies that
the attacker’s strategy must be flexible as well.

To obtain this, our requirements are that each attack can be carried out against any
machine (even if it fails) and against services that might not use standard ports.

The information for the attacks is obtained by Netsploit from two separate config-
uration files. One is the JSON attack sequence generated by SecuriDN; the other is the
Docker stack configuration file. At present, consistency between these two files must be
maintained manually, but we plan to add a consistency checker.

The stack configuration file specifies on which virtual machines the Docker services
must run and other information useful for running the stack. But it also specifies service
ports that are to be used by Netsploit (or more precisely, by Metasploit), since these ports are
related to the emulated attacker’s own strategy rather than to the planned attack sequence,
in the sense that those ports are independent from the specific adversarial process.

The attack sequence file lists all attacks, identifying them by the names of the tech-
niques they implement, as in the attack database. It also lists the ports on which the attack
must be carried out. Notice that this information, which is produced by SecuriDN, is based
on the information on the reference network that is input by the cybersecurity operator
through SecuriDN'’s graphical interface.

Attacks are configured on the fly by Netsploit before execution. The configuration file
templates are retrieved at the location specified in the database of attacks, and all place-
holders are filled in with information from the attack sequences generated by SecuriDN
and from additional information in the Docker stack configuration file.

7. An Example

In this use case of SecuriDN, we defined the network model of Figure 9, which has
the same architecture as the emulated network on the left-hand side of Figure 4. This
network is part of the ICT infrastructure for the monitoring and control of power grids
integrating Distributed Energy Resources. In this example, we model only some of the
assets for brevity, but the system is useful in a real-life application only if all assets are
modeled, along with their locAGs (see Section 8 for a discussion on complexity issues). See
again Table 1 for an explanation of the symbols in Figure 9. Here the corporate network of
a power distribution utility is at the top, with network address 1.1.1.0/24, the DMZ is at
the center, with network address 2.2.2.0/24. Below the DMZ, the OT network is depicted,
with network address 3.3.3.0/24. At the bottom, the WAN connects the OT network to the
Distributed Energy Resources (DERs) with IEDs 1 and 2.
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Figure 9. Example network as defined in the architecture graph of SecuriDN.

Notice how the relevant applications are defined: the historian on the historian server;
the virtual environment on which a Tomcat server runs on the station computer; and on
the same host, the MMS client; in addition, the MMS servers on the IEDs.

The historian database is updated from the OT network, but it can be consulted from
the IT network through a web interface that runs on the same host. The web interface
allows us to consult historian data from the corporate network, so Firewall 1 allows
HTTPS traffic from network 1.1.1.0/24 to the historian server on port 443, but no traffic
initiated from the DMZ. The access to the historian is read-only, so no authentication
mechanism is implemented. The lack of authentication, although motivated by the read-
only configuration, opens up a scenario in which attackers, being allowed to interact with
the web interface, remotely exploit vulnerabilities of the system (see later). The historian
data is updated from the OT, and Firewall 2 allows this traffic.

Firewall 2 also allows HTTPS traffic to any server in the OT. This configuration was
planned because of a second host on the DMZ, the certificate management server, that runs
a PKI application and connects to the target hosts through HTTPS connections. We have
not explicitly included this host in the network in SecuriDN, to keep it simpler, but have
kept the necessary rules in the firewall’s whitelist.

The MMS client on the station computer connects to DERs to request measures and
to issue commands. Corresponding rules on the whitelists of firewalls 3, 4, and 5 allow
this traffic.
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The analysts have assumed the workstation on the corporate network as a potential
weak point, compromised by the attacker: this is shown by the attacker icon at the top of
Figure 9. They want to analyze the security posture of IED1, as specified by the target icon
in the figure.

Each asset has a locAG as explained in Section 3.2.

We base the choice of techniques on the MITRE ATT&CK project, and in general
the idea is to propose a coverage that is as complete as possible (see Section 8). In the
example we propose and in the testing of the platform, we started by choosing techniques
and implementations that have the capability to disturb the data flows of energy control
systems, potentially producing a higher impact on the physical system.

The locAG of the historian application is shown in Figure 10a. The attack steps are
as follows:

*  scanVuln that implements the technique Active Scanning for tactic Reconnaissance from
the Enterprise ATT&CK Matrix.

*  reverseShelllnjection that implements the technique Exploitation of Remote Services for
tactic Lateral Movement from the ICS ATT&CK matrix.

*  shell is an external technique. Recall the function of external techniques explained in
Section 5.1: it will be merged with a technique of the same name on the locAG of a
different asset, if reachable.

Figure 10b shows the locAGs of the historian server. The techniques considered
here are as follows:

*  shell implements the technique Command Line Interface for the tactic Execution of the
ICS ATT&CK matrix. The precondition for this attack is that the attackers have user
access on the target host. They obtain a shell on the host. When building the globAG,
this technique will be merged with the external shell from the locAG of Figure 10a.

*  addSSHkey implements the technique Account manipulation for the tactic Persistence of
the Enterprise ATT&CK Matrix: An attacker, having obtained a shell as user U on a
host that runs SSH, will install an SSH public key for persistence.

*  remoteShell implements the technique Remote Access Software for the tactic Command
and Control of the Enterprise ATT&CK Matrix: A remote SSH shell is opened on
the victim.

¢  The external technique bruteForce.

In the locAG of the Tomcat server in Figure 10c, only one attack step is considered.
This is bruteForce, an implementation of Unsecured Credentials for tactic Credential Access of
the Enterprise ATT&CK Matrix: it is a brute force attack to guess a password. In addition,
there is the external technique escapeHost.

Figure 10d shows the locAG of the virtualization engine that runs on the station
computer. Here again we consider a single possible attack step, escapeHost, that implements
the technique Escape to Host for tactic Privilege Escalation from the Container ATT&CK
matrix, which enables the attacker that has taken control of a container to overcome the
container limitation and take control of the host the container is running on. The external
technique is shell.

For the sake of simplicity we limit our description to these four locAGs, because this
is sufficient to exemplify our work.

Figure 11 shows a fragment of the globAG in which it can be seen how the four locAGs
we discussed are fused.
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Figure 10. Local attack graphs of the historian application (a), the historian server (b), the Tomcat
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Figure 11. Fragment of the globAG.

From this globAG, SecuriDN derives an attack sequence. Listing 1 shows the fragment
of attack sequence derived from the locAGs we have discussed above.

The first item in the sequence, with attribute “compromise”, indicates the attackers’
initial foothold, whereas the last one, with attribute “target”, denotes the asset targeted
by the current attack process and focus of the analysis. These two entries are irrelevant
for the attack and are included for documentation. We omitted other attack steps that are
generated from locAGs we have not discussed in this work.

The attack steps in the attack sequence are taken from the attack database, which
specifies the implementations. For instance, reverseShelllnjection is an SQL injection on the
historian web interface. The attack opens a reverse shell from the historian server to the
workstation compromised by the attackers. It is successful if the web application does not
sanitize inputs and the User Defined Function sys_exec() is available on the SQL database.
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In our environment, moreover, we assume that MySQL runs as root. The database entry
for this attack step is in Listing 2.

Listing 1. Fragment of an attack sequence, where “...” replaces the omitted part.

{
"attack_sequence": [

{

"attack_name":"compromise",
"Ip":"1.1.1.2",
"additional_attribute":"Attacker"

},

{

"attack_name":"scanVuln",
"Ip":"2.2.2.2",
"additional_attribute":"None"

},

{
"attack_name":"reverseShellInjection",
"IpP":"2.2.2.2",

"PORT":"443",
"additional_attribute":"None"

},

{

"attack_name":"shell",
"Ip":"2.2.2.2",
"additional_attribute":"None"

},

{

"attack_name":"addSSHkey",
"IP":"2.2.2.2",

"PORT":"443",
"additional_attribute":"None"

},

{

"attack_name":"bruteForce",
"Ip":"3.3.3.3",

"PORT":"443",
"additional_attribute":"None"

},

{

"attack_name":"escapeHost",
"Ip":"3.3.3.3",
"additional_attribute":"None"

},

{

"attack_name":"DERfailure",
"IP":"4.4.4.4",
"additional_attribute":"Target"

}

1}

The database entry specifies the code for the attack (field “instructions”), the kind
of attack (field “attack_type”), and more information required to configure correctly the
script for the current environment. Additional information includes a “wait_time” (see
Section 6.1), locations of configuration files, locations of templates and destinations for all
necessary files, ports and IP addresses, and additional parameters for Metasploit (in this
case “workspace” and “targeturi”).
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Listing 2. Entry for reverseShelllnjection in the attack database.
"reverseShellInjection": {
"instructions": "back \n resource /data/attacker/
custom_attacks/sql_injection/reverse_shell_injection.rc",
"attack_type": "ResourceAttack",
"wait_time": "80",
"config": "../stack/data/attacker/custom_attacks/
sql_injection/config_rc.json",
"templates": [
{
"template": "templates/reverse_shell_injection/config_rc.
json",
"output_path": "../stack/data/attacker/custom_attacks/
sql_injection/config_rc.json",
"fixed_params": {
"workspace": ".",
"targeturi": "/employees_search-1.0-SNAPSHOT/search"
1,
"ports": {
"lport": "reverse_shell_lport",
"netcatport": "reverse_shell_netcat"
1,
"attacker_ip": "{{lhost}}"
}
]
}

8. Discussion
8.1. Whitelists

Firewall rules are modeled using unique whitelists. Regardless of the fact that any set
of rules can be expressed using only whitelists, it is important that the security analyst can
configure SecuriDN mirroring exactly the rules that are implemented on the real firewall.
This way there is a guarantee that SecuriDN is precisely aligned to the modeled system.
Therefore, in the future, we need to enable more flexible ways to define firewall rules. This
will not introduce conceptual nor complexity issues, since SecuriDN parses the list of rules
much like a firewall does. If blacklist rules are introduced and the solver finds a drop
rule that matches the parameters of the connection that is being considered, the search is
directly interrupted.

8.2. Completeness of Vulnerability Information

Ideally, all attack techniques deemed plausible should likely be modeled in the locAGs
to achieve significant results, leaning on the MITRE ATT&CK database for complete
coverage. However, there is always the risk of incomplete modeling due to human error or
undiscovered vulnerabilities. Moreover, complete coverage might not be feasible because of
the excessive complexity it would entail. It is true that any missing (or wrong) information
in the configuration of the tool will result in a less than optimal performance; therefore,
continuous revision and update of the models are necessary. Finally, the tradeoff between
complexity of the system and attack coverage should be taken carefully into account,
the risk level that is deemed acceptable should be assessed, and techniques should be
prioritized accordingly, based, e.g., on their frequency or impact.

This kind of approach is necessary with any cybersecurity tool, whether for assessment,
detection, or protection, and they must always be viewed as a component of a more
comprehensive cybersecurity plan. In particular, our framework, as any assessment tool,
must be viewed as a support to security analysts and not as a definitive solution.
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8.3. Complexity

Our algorithms are efficient, and we are using heuristics to make them even more
responsive in practice; moreover, we are presenting here a prototype, and engineering of
the software would definitely improve its performance. But it is a fact that a huge system
with thousands of assets is not easy to deal with. The task is more difficult when the system
is complex and heterogeneous, with a large choice of software running on its hosts and
different policies and security levels required in different areas.

The solution to this is partitioning the system into smaller and more homogeneous
units (again, modeling firewalls takes us in this direction [42]), observing each one in
isolation but foreseeing a coordination of the single partitions with a hierarchical approach,
a suitable exchange of information, and prompt inter-subsystem responses. The smart grid
is indeed a System-of-Systems (SoS) [46], and there is a lot of research on modeling an SoS
for cybersecurity assessment and protection (see, e.g., [47]).

9. Conclusions and Future Work

The resilience to cyber attacks of energy infrastructures is a challenging research area.
Making the system resistant to an evolving threat landscape requires the deployment of
advanced monitoring architectures able to collect security-related information through
appropriate smart agents that feed powerful detection modules. The paper addresses
the above challenge by means of an attack emulation tool—Netsploit—characterized by
two innovative features: the tool implements attack processes automatically generated by
SecuriDN by incorporating knowledge about attack techniques and defense measures, and
it is integrated with an experimental monitoring and detection platform. The combination
of these distinctive properties allows exploiting the tool for improving the detection capa-
bilities of SecuriDN models and enhancing the monitoring and detection platform in real
energy infrastructures.

Netsploit is being actively developed to make it daily more modular and flexible.

We plan to add logic to verify the consistency of the attack sequence with the Docker
stack configuration file. This should not be blocking, because we might also want to
have the emulated attacker fail or target nonexistent IPs, but we could detect unwanted
misalignments of the emulated environment with the network defined on SecuriDN. Notice
that this would be an extra for the simulated environment, in the sense that in general it
is the responsibility of SecuriDN’s users to make sure that the configuration matches the
target network, as noted in Section 4.

At present, Netsploit determines the success of an attack when it sees that a new
session has been established. Some attacks, like for instance those that pry into private
data or install a private SSH key for persistence, do not establish new sessions. Therefore
currently we have no way of verifying the correct execution of these attack steps from
Netsploit. We plan to lean on the Metasploit internal database to communicate to Netsploit
the attack success. Then Netsploit will access the record and determine if the attack has
been successful.

To further extend this framework, we plan to apply our automated attack gener-
ation and execution approach on emulated networks of containers using tools such as
Containernet-WiFI [48]. This framework enables the deployment of containers in resource-
constrained environments, allowing us to evaluate the outcome of cyberattacks on legacy or
low-power devices commonly used in decentralized monitoring and control infrastructures.
Additionally, since the current version of our emulation platform only connects multiple
host interfaces modeling ideal communication channels, the integration of Containernet-
WiFi would allow us to create software-defined networks of multiple routers, switches,
and access points with predetermined link properties such as data rate, delay, or packet
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loss probability, which would greatly improve the emulation realism in terms of network-
induced latencies.

Another possible extension would concern the evaluation of the bias introduced in
the DBN model automatically generated by SecuriDN. Since both the DBN model struc-
ture and its parameters are derived by the globAG topology and the estimated technique
completion time, respectively, it is crucial to verify that all attack dependencies are rep-
resented and that the resulting inferences adequately assess the attack progression in a
real-world environment.

Moreover, we aim to broaden the attack methods currently available in Netsploit.
For instance, deep learning-based soft sensors used in industrial control systems are
vulnerable to adversarial transfer attacks [49]. This specific attack can be viewed as a
concrete implementation of the abstract “Spoof Reporting Message” technique found in
the MITRE ATT&CK database. It leverages deep neural networks to generate adversarial
samples, causing the production of highly confident yet incorrect measurements. Such
attacks would be a valuable addition to future extensions of Netsploit.
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API Application Programming Interface
AutoTTP  Automated Tactics Techniques and Procedures
ATT&CK  Adversarial Tactics, Techniques, and Common Knowledge

CAR Cyber Analytics Repository
DBN Dynamic Bayesian Network
DER Distributed Energy Resource
DMZ Demilitarized Zone

DNlib DrawNET Library
globAG Global Attack Graph
HTTPS Hypertext Transfer Protocol Secure
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ICS Industrial Control System
IED Intelligent Electronic Device
I Internet Protocol

IT Information Technology
JSON JavaScript Object Notation

LARIAT Lincoln Adaptable Real-Time Information Assurance Testbed
LLSIM Lincoln Laboratory Simulator

locAG Local Attack Graph

MITRE Massachusetts Institute of Technology Research and Engineering

MMS Manufacturing Message Specification

oS Operating System

OoT Operational Technology

SoS System-of-Systems

SQL Structured query language

SSH Secure Shell

TIDeS Testbed for Evaluating Intrusion Detection Systems
TLS Transport Layer Security

WAN Wide Area Network

XML Extensible Markup Language

Appendix A. Analysis of the Merge Algorithm
Appendix A.1. Correctness

To prove the correctness of the algorithm, we must show that globAG contains all
and only the paths from the compromised asset to the target that exploit the local attack
processes described by the locAGs.

The algorithm first creates a single graph whose components are all the locAGs. Then,
for each external technique, it visits the architecture graph looking for matching internal
techniques. The search space is reduced by the rules on the firewalls: when the algorithm
encounters a firewall, it continues past it only if the firewall rules allow it.

If it finds a single asset with the correct internal technique, it merges the external node
with the internal one. If it finds multiple suitable assets, it clones the external technique
and its incoming edge to have one external node for each asset and then merges each
external/internal node pair.

On the other hand, if there are multiple external nodes matching the same internal
technique, then an OR node is inserted before the internal technique, and the external
nodes are both merged onto the OR node.

This procedure guarantees that each path from the compromised asset to target is in
the graph obtained. Moreover, since firewall rules are respected, only paths that can be
actually followed by the attacker are in the graph.

The final phase of the merge algorithm is the pruning.

Before the actual pruning, a depth-first visit of the graph, starting from the compro-
mised asset, determines which nodes are relevant, i.e., belonging to a path from attacker
to target.

If the visit reaches the target, then all ancestors of the target node in the visit are
marked as relevant (the marking is performed as the control returns to the ancestors on the
function call stack). During a depth-first search of a directed acyclic graph, while visiting a
new node, one can find the following;:

* A forward edge to a previously visited node: in this case the node currently visited is

an ancestor of the head of the edge and thus if the head was marked as relevant, so
was the tail;
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* A transversal edge to a previously visited node: in this case, if the head of the edge is
marked as relevant, also the current node and all of its ancestors must be marked relevant.

This ensures that all nodes belonging to a path from attacker to target are marked
relevant during the visit, and so during the actual pruning, no attack processes are lost.

At this point, all nodes that are not marked relevant are removed from the out-
put graph.

The pruning of the graph reduces the size of the globAG, limiting the costs of the
solvers that process it further. For instance, the extraction of attack sequences from the
graph will benefit from the pruning.

Appendix A.2. Costs

We analyze the complexity of the algorithm, assuming that the whitelists of the
firewalls admit all through traffic. This gives us the asymptotic worst-case cost. The
presence of more restrictive firewall rules reduces the search space and thus the costs, but it
is a heuristic.

The first merge phase uses a hybrid visit, which transverses at the same time on the
graph of all locAGs and the architecture graph. This amounts to visiting a graph with n;
nodes (the sum of the nodes of all the locAGs) and m; 4 m, edges (the sum of the edges of
all the locAGs and of the edges of the architecture graph). The visit has a linear cost in the
dimension of the graph and must be repeated for each of the external techniques (whose
number is bounded above by #;), yielding a total cost of O(n;(n; + m; + m,)).

The pruning phase has a linear cost.

Appendix B. Analysis of the Solver That Produces Attack Sequences
The algorithm has the following properties:

1. It terminates.
All nodes are added to the ordered attack_sequence.

3. Thetopological order is respected, except for OR nodes. More precisely, the topological
order is respected as follows:

e For each edge (u,v) such that v is not an OR node, u comes before v in the
attack_sequence;
e Ifvisan ORnode, it appears in attack_sequence after at least one node u such that
(u,v) is an edge of the graph.
4.  If the graph is represented using an adjacency list and choosing a node from the set
ready has cost O(1), the cost of the algorithm is O(n + m), where n is the number of
nodes in the graph and m the number of edges.

Notice that Properties 2 and 3 guarantee that the attack_sequence is as required. Indeed,
all nodes will be in the sequence, and the topological order will be respected except in the
case of OR nodes that can appear in the sequence as soon as one of their preconditions
is met. Moreover, notice that picking nodes from the set ready at random allows us to
randomize the attacker’s strategy, respecting preconditions of attack steps.

Proof. We prove the following properties:

1. Each node enters ready exactly once, either in Line 9 if its indegree is zero, or when the
value of indegree for that node becomes zero (Line 22). Since at each iteration of the
while loop a node is removed from ready, the algorithm terminates after one iteration
per node.

2. Since each node enters the set ready by Property 1 and it is appended to the
attack_sequence in Line 14, this property also holds.
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3. Ifnode visnot an OR node, its indegree becomes zero only after all of the nodes u such
that (u,v) is an edge of the graph have already been appended to the attack_sequence
(Lines 14 and 19); therefore, the first part of this property holds. When v is an OR
node, at least one of the nodes u of which v is a neighbor enters the attack_sequence
before v, by Lines 14 and 17, and so also the second part of the property holds.

4. The initialization loop scans the whole graph, and therefore it has a cost of O(n + m)
if the graph is represented with an adjacency list. The main loop executes n times and
all in all considers each edge once. The strategy for choosing a node from the set ready
is not specified, and it could have a non-constant cost; but if its cost is constant, the
bound holds.

This completes the proof. [
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