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Abstract

The digitalization and automation of anti-financial crime (AFC) investigations has
made significant progress in recent years. However, key challenges remain—in
particular, the need for interpretability in the output of Al models and the limited
availability of labeled data for training. Criminal activity in transaction networks often
involves complex, evolving patterns specifically designed to evade detection. We
introduce FlowSeries, a top-down flow analysis methodology to explore transaction
data and analyze complex interaction patterns over time. Rather than relying on pre-
defined patterns or labeled training data, our approach scales to large transaction
volumes and provides interpretable insights into anomalous behaviors, aiding AFC
analysts in their investigations. We evaluate the effectiveness of this method using

a dataset provided by the bank Intesa Sanpaolo (ISP), comprising 80 million cross-
border transactions over a 15-month period. In collaboration with ISP's AFC experts,
our analysis focuses on detecting anomalous transactions and identifying suspicious
actors in the context of the economic sanctions imposed on Russia following its
invasion of Ukraine on February 24th, 2022.

Keywords Network analysis, Anti financial crime, Anti money laundering, Temporal
networks, Graph search algorithm

Introduction
The development of effective financial crime detection models presents significant chal-
lenges, as these models need to be: (i) explicable, (ii) scalable, and (iii) highly adaptable.
In particular, AFC investigative tools must provide a high level of interpretability—an
essential requirement for regulators to initiate formal investigations. As a result, many
black-box models, including some deep learning approaches, despite their potential
effectiveness, fall short of the transparency standards required for real-world application.
In 2020, the Single Euro Payments Area (SEPA) supported financial transactions for
more than 523 million European citizens across 36 countries, processing more than 25.1
billion credit transfers and 23.2 billion direct debits (Bank 2021). Given this enormous
volume of transactions, even small to medium-sized financial institutions in Europe
need to deploy analytical models that can efficiently scale to handle large datasets and
detect complex transaction patterns.

©The Author(s) 2025. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which permits use,
sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or other third party material in this article
are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the material. If material is not included in the
article’s Creative Commons licence and your intended use is not permitted by statutory regulation or exceeds the permitted use, you will need to
obtain permission directly from the copyright holder. To view a copy of this licence, visit http:/creativecommons.org/licenses/by/4.0/.


http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1007/s41109-025-00711-0
http://crossmark.crossref.org/dialog/?doi=10.1007/s41109-025-00711-0&domain=pdf&date_stamp=2025-7-8

Capozzi et al. Applied Network Science (2025) 10:28 Page 2 of 25

In addition, the AFC domain faces a significant challenge due to the scarcity of labeled
data, largely due to privacy regulations and data protection requirements. To mitigate
this limitation, some approaches rely on generic, pre-defined transaction patterns that
are commonly flagged as suspicious due to their potential to mask criminal or illegal
activity. However, these patterns must be continuously validated and updated to remain
effective against evolving crime tactics.

Against this background, we present FlowSeries, a top-down search methodol-
ogy designed to act as a “magnifying glass” for AFC analysts, aiding in the detection
of potentially illicit transactions and non-compliant entities. We apply FlowSeries to a
dataset of 80 million anonymised cross-border banking transactions over a 15-month
period. This dataset, described in Sect. 4, was provided by Intesa Sanpaolo and complies
with all relevant legal privacy and security regulations. Data supporting the findings of
this study are available upon request from Intesa Sanpaolo’s AFC Digital Hub'. The use
cases presented in Sect. 5, developed in close collaboration with Intesa Sanpaolo’s AFC
experts, focus on detecting attempts to circumvent the economic sanctions imposed on
Russia following its military invasion of Ukraine on February 24th, 2022.

This manuscript is an extended version of the work presented in the International
Conference on Complex Networks and Their Applications, held in Istanbul in December
2024 (Capozzi et al. 2024).

Related work

Financial markets are inherently complex, adaptive and dynamic systems in which differ-
ent actors—including hedge funds, individual investors and banks—interact in ways that
influence overall market stability. Complex network theory provides a powerful frame-
work for modeling various facets of economics and finance, and considerable research
has focused on identifying the key drivers behind both stabilizing and destabilizing mar-
ket dynamics (Lillo et al. 2008; Mu et al. 2010).

A wide range of studies have examined different aspects of stock markets, including
correlations between stock prices (Vandewalle et al. 2001) and the structure of share-
holder networks (Caldarelli et al. 2004). Other research has analyzed the topological
properties of financial market networks, with particular attention to their resilience to
destabilizing shocks (Kaué Dal’'Maso Peron et al. 2012; Yan et al. 2014). Rauch (2001)
has studied international trade, highlighting its complex interdependence with the social
networks of countries shaped by linguistic, cultural and religious ties. Network-based
analytical frameworks have also proved valuable in the study of financial crises, particu-
larly the 2008 global financial crisis (Faggini et al. 2019; Lee et al. 2011; Leila 2011).

Beyond stock and trade markets, complex network theory has been applied to a variety
of economic and financial domains. For example, Lopez et al. (2003) used network-based
approaches to model competitive dynamics in the World Wide Web market. Similarly,
network analysis has been widely used to study cryptocurrency markets from different
perspectives. Papadimitriou et al. (2020) conducted a comprehensive three-year study to
identify dominant cryptocurrencies, while other research has focused on the structural
properties of cryptocurrency transaction networks (Serena et al. 2022) and the temporal

12adh@pec.afcdigitalhub.com.
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and multiplexing characteristics of connections within the Ethereum network (Lin et al.
2020).

Network analysis for AFC and AML

Network analysis has been widely used in the fight against financial crime, particularly
in the areas of anti-financial crime (AFC) and anti-money laundering (AML), and more
generally in the detection of anomalies within transaction networks. Complex networks
provide a natural and effective framework for representing transaction data. Despite the
increasing digitization of crime detection processes, human insight remains essential.
Automating some or all of this complex workflow can significantly improve the efficiency
of financial crime detection, while optimizing the allocation of time and resources.

In this research context, many scholars have emphasized the value of network analysis
in strengthening the operational capacity of financial intelligence units. A notable exam-
ple is the VISFAN system (Didimo et al. 2011), which supports the visual exploration of
networks of financial activity. This system uses complex network metrics to help identify
suspicious transactions or actors, even within large and dense datasets.

Network analysis, as outlined by Garcia and Mateos (2021), has been widely applied
in investigative processes within the Spanish Tax Agency’s Tax Control Study for the
period 2015 to 2020. In their work, the authors present case studies that highlight the
practical implementation of network analysis in real-world scenarios. Graph-based pat-
tern recognition algorithms enable the identification of criminal activities. In addition,
Garcia and Mateos (2021) use community detection techniques to refine the representa-
tion of the economic landscape. The importance of social network metrics in detecting
money laundering practices associated with corporate entities is underlined by Fronzetti
Colladon and Remondi (2017). The authors present a strategic mapping of four differ-
ent types of relational graphs designed to capture various risk factors, such as economic
sectors, geographical regions, transaction volumes and links between entities with com-
mon ownership or representatives. Through visual analysis of these graphs, the authors
effectively identify clusters of companies involved in litigation. Similarly, the CoDetect
framework(Huang et al. 2018) is presented as a tool that combines both network data
and feature data—describing entities—to improve the detection of financial crime.

AMLSim? is a project presented in 2018 (Weber et al. 2018), which aims to provide a
multi-agent-based simulator that generates synthetic bank transaction data along with
a predefined set of recognizable money laundering patterns. In addition, preliminary
results are presented showing that (i) graph learning for AML remains feasible even in
the context of large, sparse networks with 1 billion nodes and 9 billion edges; (ii) mem-
ory-efficient graph representations based on the Ligra+ graph compressor (Shun et al.
2015) exhibit compression ratios of up to 2x.

The approach proposed by Garcia-Bedoya et al. (2020) combines artificial intelligence
with network analysis techniques. They highlight the limitations of many existing anti-
money laundering (AML) methods, which often fail to detect money laundering because
they rely on static analysis conducted days or months after financial transactions occur.
The authors also emphasize that within a transactional network, the nodes involved in
money laundering typically have complex connections that are deliberately designed to

Zhttps://github.com/IBM/AMLSim.
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conceal illicit financial activity. In particular, they identify three different types of inter-
actions that are used to conceal money laundering attempts:

« DPath: Money is sent from node x to node y through multiple intermediaries. The
single transaction is hidden by a path of transactions.

+ Cycle: The money starts from node x and after a path of transactions returns to x.

+ Smurf: The single transaction is divided into multiple smaller transactions that reach
a target node through both physical and legal intermediaries.

The study by Liu et al. (2020) suggests that also network cycles, generated by time-
sequenced transactions, can also serve as indicators of potential crime in online transac-
tion networks.

Alternative methods often rely on machine learning paradigms (Chen et al. 2018) or
explore deep learning techniques, such as the use of graph neural networks (Kute et al.
2021). In the absence of annotated data suitable for training, many machine learning
models turn to unsupervised anomaly detection approaches (Chen et al. 2018). Innova-
tive strategies include zero-shot learning and its variants, such as one-shot learning or
few-shot learning, as well as meta-learning. Pan (2022) advocates a deep-set algorithm
that combines both meta-learning and zero-shot learning for money laundering detec-
tion. In the initial meta-learning phase, the model learns to make contrastive compari-
sons, enabling it to judge the membership of a query point against a set of positive and
negative samples. The model is then further trained using zero-shot learning techniques
to improve its accuracy.

Broader reviews of anomaly detection, particularly in areas such as crime detec-
tion (Bolton and Hand 2002; Phua et al. 2010), highlight the exploration of social
networks—such as those derived from mobile phone communications or financial trans-
actions—as a valid strategy for detecting illicit activity. Identifying anomalies within
these network structures has proven effective in uncovering organized criminal behav-

ior, as seen in cases such as insurance crime (Subelj et al. 2011).

Our contribution: FlowSeries

Detecting illicit activity within transaction networks requires highly flexible and adap-
tive analytical models. Financial crime often involves complex and dynamically evolving
transaction patterns that are specifically designed to evade detection. Unlike traditional
methods that rely on predefined patterns, such as some presented in the previous sec-
tion, FlowSeries operates without such constraints. As shown in Fig. 1, these patterns
can involve multiple payment paths routed through an undefined number of interme-
diaries. We define this sequence of payment paths from a source x to a destination y,

potentially involving intermediaries, as a transaction flow.

Fig. 1 Node x sends money to node y through multiple payment lines involving multiple intermediaries. We de-
fine this scheme as transaction flow from x to y
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Section A of the appendix presents an interview with the Anti-Financial Crime Digital
Hub, offering insights into the investigative processes of an AFC team and an evaluation
of the implementation choices behind FlowSeries.

The application of FlowSeries begins with the definition of the appropriate level of
structural granularity for the transaction network. Using the data provided by Intesa
Sanpaolo Bank, we construct a transaction network in which each node can represent
a ISO code, a BIC or a IBAN. ISO 3166 defines country codes and is published by the
International Organisation for Standardisation (ISO). The BIC (Bank Identifier Code) is
an 11or8 digit code used in international payments to identify the beneficiary’s bank.
The International Bank Account Number (IBAN) is a globally recognizee system for
identifying bank accounts across national borders.

The next step is to create multiple weighted directed temporal networks, each cor-
responding to a specific time period. This is done by aggregating transfers over time,
with typical aggregation periods including weeks, months, quarters or years. Once a
node of interest is selected, an algorithm computes all possible paths from that node
for each temporal aggregation. At this stage, the AFC analyst can explore the paths,
looking for trends, recurring patterns or anomalies. The analyst can also aggregate all
paths—regardless of length—between two nodes and estimate the maximum amount
of money transferred from one node to another through multiple payment lines and
intermediaries.

The application tests of FlowSeries, presented in Sect. 5, yield the following
observations:

1. FlowSeries is effective in supporting the AFC analysts in identifying anomalous
transaction flows.

2. FlowSeries can be applied on databases of millions of transactions.

3. Unlike black box techniques, FlowSeries’s interpretability allows the analyst to initiate

a formal investigation.

The implementation of the FlowSeries algorithm, customized for synthetic data experi-
ments, is publicly available in an open-access GitHub repository (Capozzi 2025). In the
following section, we formalize the concepts of transaction networks and transaction
flows. We also describe the algorithm for identifying transaction flows and propose a
method for weighting the transaction flow between two nodes. In Sect. 4, we present the
data provided by Intesa Sanpaolo and the AFC Digital Hub to support the experiments,
while in Sect. 5 we present real-world examples showing how the FlowSeries pipeline
assists AFC investigations.

Methodology

Transaction networks as weighted directed temporal graphs

A transaction network can be represented as a weighted directed temporal graph where
nodes are the actors and edges are the transactions. A weighted directed temporal net-
work can be defined as G = (V, L), where V = {idy,ids, ...,id,} is the set of nodes,
and L = {(e(i1,1),t,a), ..., (e(in,jn),t,a)} is the set of edges such that i,j € V, ¢ is
the timestamp, and « is the weight of the edge representing the total amount of money
transferred from node i to node j. So, an edge represents a transaction, a node represents
an bank account identified by an IBAN code. Timestamps domain is 7 = [to, t,,], where
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to is the time of the first transaction and ¢,, is the time of the last transaction. It is pos-
sible to aggregate the timestamps in time intervals 7 within 7 and defined by an interval
[tz,ty[ where t;,t, € T and t, < t,, to extract a temporal layer Gp from G. If we con-
sider a time interval T equal to 7, it would be like removing the time variable from the
definition of transaction network because 7 is the largest possible time interval, so that
G7 = G in this case.

Each node has the properties of the IBAN it represents. These include the BIC, the
bank branch ID, and the country to which it belongs. The transaction network can then
be aggregated at different levels of granularity by exploiting these node properties. In
this paper, we focus on the transaction network between countries and between BICs.

In the case of aggregation by country, the transaction network at interval T is defined
as G = (VO LY, ¢). VC is the set of countries, and the edge e(i, j) with e(i, j) € LS
and i,j € V¢ represents all the transactions of the IBANs of country i towards the
IBANSs of country j. The weight w(e(i, j)) is computed by applying the aggregation func-
tion ¢ to all the transactions during the time interval T between node i and node j. In
this study, we use SUM as the aggregation functions: the weight of the edges represents
the total amount of transactions from node i to node j during the time interval 7. Dif-
ferent types of analysis may involve COUNT as the aggregation function. The weight of
the edges represents the number of transactions from node i to node j during the time
interval T.

Equation (1) defines a path in G as an ordered finite collection of # distinct edges in
such a way that they connect the vertices i and j at time interval 7.

Pl = {e(v1,v2), e(v2,v3), ... e(vn_1,vn)},

1
with v; € V and e(v;,v;41) € Ly for all i € {1,...,n — 1} )

The weight of the path PZTJ is given by Z?:_ll w(e(i, i+ 1)). We can write W(P;) as
{w(e1,ea),...,e(vn—1,v,)}, so the set containing the weights of the edges of the path P;.
Paths; ;(Gr) is the set of all possible paths from i to j on the graph G at the interval T.

Weight a transaction flow

In many real-world scenarios, to evade detection, an agent may route payments through
a series of intermediaries before they reach the intended recipient. As illustrated in
Fig. 1, node x avoids sending money directly to node y by using an unknown number
of intermediaries. It is not possible to determine in advance either the total number of
paths connecting x to y, or the number of intermediaries involved in each individual
path (i.e., the length of each path).

A transaction from one actor to another, routed through # intermediaries in a transac-
tion network, corresponds to a path of length n 4 1 between the two nodes. The core
idea behind the FlowSeries pipeline is to identify transaction flows originating from
a given input node x and to determine the maximum amount of money that could be
transferred from x to any other node within a maximum distance of #.

Equation (2) defines Flow™(z,y) as the set of all paths of maximum length 7 from
node x to node y.

Flow"(x,y) = {P1,..., Py}, with P; € Paths; ;(Gr) 2)
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In a transaction network, the maximum hypothetical amount that a node x could try to
send to node y through a group of intermediaries is the minimum weight of the edges
involved in the path between x and y. In the more complex case where there are mul-
tiple groups of intermediaries and the money transaction is therefore hidden by mul-
tiple paths, we consider the weight of the money flow between x and y as the sum of the
minimum weights of each path between x and y. Thus, we define the weight of a flow of
maximum length # from x to y as follows:

w(Flow" (z,y)) = Y _ min(W(P,)), with P; € Paths; ;(Gr) 3)
1=1

Figure 2a presents a simple transaction network. To assess the hypothetical amount of
money transferred from node x to node y, it is insufficient to consider only the direct
edge weight e, ,. Nodes such as /4, k, and z may act as intermediaries through which
additional flows from x to y can occur. Table 2b lists the relevant paths and the corre-
sponding minimum weight for each. The total flow weight is computed as the sum of the
minimum weights across all paths from x to y. In this example, the total flow from x to y
amounts to 1, 850.

Note that the temporal aggregation of a network for the interval T is an approxima-
tion. In fact, each transaction has a timestamp ¢ and therefore all edges involved in a
valid path should satisfy the constraint ¢, < t.,,,.

Pseudocode

The pseudocode underlying the FlowSeries algorithm is presented in Algorithm 1. It
is a variant of the Depth-First Search (DFS) graph traversal algorithm (Tarjan 1971),
and performs a recursive search over a network G to identify all paths of maximum
length 7 starting from a given input node u. The algorithm explores nodes in a depth-
first approach, starting at node u and terminating each recursive branch when the path
reaches the specified maximum length z. The output of the Algorithm 1 is a list of lists,
where each sublist corresponds to a distinct path and contains the ordered sequence of

nodes traversed.

h —2k 000 P | min(W ()
e(x,h),e(h,k),e(k,y) | 100
e(z, k), e(k,y) 1000
y e(z,z),e(z,y) 500
500 e(z,y) 250
intermediary z (b) Table

(a) Figure

Fig. 2 In the transaction network in (@), node x has an edge of weight 250 towards node y. The paths between
nodes x and y through nodes h, k and z could be an attempt to hide a direct edge of higher weight. Table (b) lists
all paths of maximum distance 3 from x to y and their respective minimum weights
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1: procedure FINDPATHS(G, u, n, n_recursive)

2 paths« []

3 if n_recursive == 0 then

4 return [[ul]

5: end if

6 if n_recursive < n then

7 paths.append([ul)

8 end if

9 for neighbor in G.neighbors(u) do > loop through all neighbours of u
10: for path in FindPaths(G, neighbor, n, n_recursive - 1) do

11: if u not in path then

12: path.insert(0, w) > append node u on the head of path list
13: paths.append(path)

14: end if

15: end for

16: end for

17: return paths

18: end procedure

Algorithm 1 Flow Algo

The time complexity of the DEFS algorithm computed with an adjacency list is
O(|V| + |E|). The DEFS recursion can be called on all nodes, as there may be discon-
nected components. In the Algorithm 1, the recursion only starts at node u. This means
that | V]| does not play a role in the time complexity. However, edges can be visited mul-
tiple times, since an edge can be part of multiple paths. Therefore the time complexity
is greater than O(|E|). The complexity of the algorithm is determined by the number of
times an element is added to a path (line 13 in algorithm1). So the complexity depends
on the number of nodes contained in all paths.

To determine the complexity of the algorithm, we first consider the toy network in
Fig. 3a. The network has 16 nodes and 20 edges. Table 3b shows the number of paths
from node S and the total number of nodes (i.e., the sum of the length of each path) as
n varies. At each “crossing” of the network (and at the starting node), there are two pos-
sible paths, resulting in a total of 2/2 paths of length x. In addition to these, we must
also account for the paths of length less than ». Therefore, for this type of network, 2"
serves as an upper bound on the total number of paths. To compute the total number of
nodes, we consider that each path can have at most n edges, and hence n + 1 nodes. In
the network in Fig. 3a, the total number of nodes can thus be at most (n + 1) x 2™,

Now we consider a complete graph. In this case, the number of paths is independent
of the starting node or the intermediate nodes traversed, since all nodes have the same

n ‘ Paths Nodes

2 4 10

3 8 26

4 12 46

. 5 20 94
(=) Figure 6 28 150
7 44 278

(b) Table

Fig. 3 a A particular transaction network configuration. The paths of maximum length n are computed from the
node S. The total number of paths found and the total number of nodes (i.e. the sum of the length of each path)
as n varies are shown in Table b
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out-degree (i.e., the number of edges leaving a vertex in a directed graph). Therefore, if
dout is the out-degree of any node in the network, the total number of nodes included in
paths of maximum length # is given by (n 4 1) * d?,,.

In the general case of a non-complete graph, we can consider the maximum out-
degree of the network, maxz(d,.:), and assert that the total number of nodes in the paths
of maximum length # (and hence the time complexity) is at most (n + 1) * maz(dyyut)™.

In real-world scenarios, it is important to consider that the degree distribution of wire
transfer networks follows a power law distribution (Semeraro et al. 2020), where most
nodes have very low out-degree, while a few nodes—referred to as hubs—have very high
out-degree (Fig. 5). As a result, the benchmarks reported in Section D demonstrate that,
especially in the BICs wire transfer network, the choice of the starting node significantly
impacts the execution time of Algorithm 1.

Time series of flows

As shown in Fig. 4, transaction networks exhibit structural stability over time. As a
result, anomalies typically arise not from the appearance of new edges between nodes,
but rather from statistically significant changes in the weights of existing edges. There-
fore, path level anomaly detection generally focuses on identifying fluctuations in edge
weights rather than the discovery of new paths. In addition, edge weights in transaction
networks often follow temporal patterns that reflect recurring financial activities, such
as salary payments, service fees, or intercompany transfers. By analyzing a node’s trans-
action history, these patterns can be modeled to detect deviations and highlight anoma-
lous transactions.

In an AFC investigation, the application of FlowSeries involves analyzing the time
series of w(Flow). It is important to note that a flow is a complex structure composed of
multiple paths, and as such, an anomaly at the level of a single edge may not have a sig-
nificant impact on the overall weight of the flow.

Figure 7a shows the time series of the weight of a transaction flow between two nodes.
The actual flow weight w(Flow(x, y)) is represented in orange, while the weighted moving
average (WMA) and the exponentially weighted moving average (EWMA) are shown in
blue and green, respectively. To identify anomalous flows, the deviation A,, at each time
t is calculated by comparing the actual observed value w;(Flow(z,y)) with the expected
value derived from the WMA. This deviation is defined as

(wi(Flow(z,y)) — pul
Au) t =
maz(w(Flow(x,y))) @

3200 4500

R I Y R T S —Y —
g I \/\ | T e s VA /\N\ﬂ Yy
\ [\ / \ /
;zuz 1 \ “\H\/ “ \ ‘\ \ / 0\/L/\/\ zooug 43001V | | y [V 3200
2 200f /1 ‘ \_ /w \ \ 0 A |V N 3000 5
| “ ) ) , ‘\ f {2000 5
Y | /

2l v \ f ‘J v

1sal / !
Oct Jan Apr Jal oct oct Jan Apr Jar oct
—— Nodes Time Edges —— Nodes Time Edges

(a) (b)

4200 - | 3000

Number of nodes
Number of edges

w0l I

Fig.4 Number of nodes and edges of transaction networks with weekly temporal aggregation. In a the nodes are
aggregated by country, in b the nodes are aggregated by BIC
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where w;(Flow(x,y)) is the weight of the flow Flow(x, y) at time ¢, y; is the moving
average computed over w(Flow(x, y)) at time ¢, and max(w(Flow(x, y))) is the maximum
observed value of w(Flow(x, y)) over the entire time series.

Objective is to identify transaction flows that show a significant increase in flow
weight over time, accompanied by a concomitant decrease in the amount transferred
directly between the end nodes of the flow, i.e., without intermediaries. To achieve this,
we implement a simple but effective strategy. First, for each flow, we compute the maxi-
mum deviation A, ; over the time series. We then calculate A. ¢, which quantifies the
change in the volume of direct transactions between the initial and final nodes of the
flow. Unlike Eq. (4), the numerator here does not use the absolute value, as we are par-
ticularly interested in highlighting reductions in direct transfers.

Finally, we rank all flows by their maximum A, ;, sorting them in descending order
with respect to A, ;. This ranking allows us to prioritize flows that show the largest
increase in routed (i.e. indirect) transaction activity, while at the same time registering
the largest decrease in direct transactions between their endpoints.

The investigation of anomalies in the time series of w(Flow(x, y)) can benefit from more
advanced analytical techniques, including forecasting models such as the Autoregressive
Integrated Moving Average (ARIMA) model (Box et al. 2015) or its seasonal variant, the
Seasonal Autoregressive Integrated Moving Average (SARIMA) model (Kumar Dubey
et al. 2021). However, due to their high computational demands, these methods are typi-
cally only applicable to a limited number of nodes that have already been flagged as sus-
picious. As discussed in Sect. 5, the number of flows originating from a given country
can be substantial, especially if the starting node has a large out-degree. However, AFC
analysts often have additional domain-specific knowledge that allows them to focus on
a smaller, more targeted subset of nodes and intermediaries. In such cases, advanced
anomaly detection techniques or forecasting models could function as an effective early

warning system.

Apply FlowSeries

In this section we formalize the concepts outlined above within a pipeline that can
integrate the application of FlowSeries to the analysis of network flows. The pipeline is
designed to analyze all potential flows of money between entities in a financial graph.
This transaction network can be constructed at various levels of spatial and temporal
aggregation. While this methodology is generalizable to any suitable graph, we focus
specifically on financial graphs, as FlowSeries was initially developed to support AFC
investigations. The application of FlowSeries within a pipeline can be described by the

following steps:

1. Choose a structural aggregation of the nodes (e.g., BIC or country) and a temporal
aggregation T.

2. For each temporal aggregation, create a weighted temporal transaction network Gr,
as described in Sect. 3.1.

3. Select a node x from which to start the investigation, and, for each network Gr,
execute Algorithm 1.

4. Store the result of the previous step in a table. Each row of the table represents a path
in a time period ¢. For each path at time ¢, we have the list of the weights (SUM and



Capozzi et al. Applied Network Science (2025) 10:28 Page 11 of 25

COUNT) of the edges involved in that path. Additional information of the nodes
involved in the path can be included, such as the country of the BIC or the country
risk.

5. The AFC analyst can examine the table by filtering and sorting the paths. Since we
are interested in flows that may represent money transfers through intermediaries,
we discard all flows for which a direct edge between the endpoints has never existed.
This step is particularly relevant in the context of the examples presented in Sect. 5,
where a previously stable network undergoes a significant perturbation (such as the
introduction of economic sanctions against one or more of the nodes in the networks).

6. For each flow and each time ¢, we compute the weighted moving average, the A, +(
Eq. (4)), and the A, ; between the endpoints, as explained in Sect. 3.4.

7. We select the maximum A, ; for each flow and sort the resulting values according
to A ;. This ordering allows us to rank flows on the basis of both the increase in flow

weight and the reduction in the amount directly exchanged between the endpoints.

Data

We evaluate the potential of FlowSeries by applying it to a dataset of 80 million cross-
border transactions over 15 months provided by Intesa Sanpaolo (ISP), the largest Italian
bank with operations across Europe. The dataset, described in more detail in Vilella et al.
(2025), includes all cross-border transactions involving ISP customers, either as senders
or recipients. It also includes transactions where ISP clients are not directly involved,
but where the bank acts as an intermediary for financial partners. The dataset covers the
period from September 2021 to November 2022. The data was provided to the research
team in a fully anonymised form, in accordance with the strictest privacy and security
regulations. The data supporting the findings of this study is available from ISP upon
request to the AFC Digital Hub *

Several details are available for each transaction in the dataset. These include the
transaction timestamp and the BIC codes of both the payer and the beneficiary. The ISO
codes of the countries of residence of both the payer and the beneficiary and the ISO
code of the country of the bank involved in the transaction are also recorded. Additional
information includes the amount of the transaction, its currency, and the data stream of
the transaction, which includes approximately 7,000 SEPA and 2,000 SWIFT transac-
tions. In total, the dataset contains 8,000 different BICs from over 200 countries.

For each node in the network, an AFC analyst may have additional information, such
as the financial risk associated with the node. This risk may be associated with a country,
a BIC or even an individual IBAN. The financial risk is usually defined by the AFC ana-
lyst group, the country’s banking authority, or internationally recognized institutions.
For example, on August 18th, 2023, the European Commission adopted a new regula-
tion* (Commission Delegated Regulation (EU) 2023/2070) to identify third countries
with strategic deficiencies in their AML/AFC regimes that pose a significant threat to
the European Union’s financial system. These countries are referred to as “high-risk third

countries”.

3Please note that access to the data is subject to restrictions. Researchers interested in obtaining the data for academic
purposes will be required to sign a non-disclosure agreement. For further information please contact adh@pec.afc-
digitalhub.com.

*https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32023R2070.
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In the analyses presented in this article, transactions are temporally aggregated on a
weekly or monthly basis and structurally aggregated by country (G) and by BIC (G?).
The number of nodes and edges in the G and G” networks when using weekly tempo-
ral aggregation are shown in Fig. 4a, b respectively. In each country network there are
approximately 200 nodes per week, representing almost all countries in the world. In the
GB network there are about 4500 different BICs per week.

The first step of the FlowSeries tool is to apply the Algorithm 1 to identify all paths
of maximum length # starting from an input node u. This step can be computationally
intensive. The number of nodes and edges in the network affects the performance of
the flow analysis and must be carefully considered. However, in our case, the density of
the network may be more informative. We define the network density as %, where
n is the number of nodes and m is the number of edges. The median network density
computed on G is 0.075, while the median network density computed on G is 0.0017.
Since the nodes in the G¢ network are aggregated at a higher level, the density of G¢ is
much higher than that of GP.

As shown in Sect. D, the execution time of Algorithm 1 is highly sensitive to the choice
of the input node and its involvement in transaction paths. A node is more likely to par-
ticipate in many paths if it has a large number of neighbors, i.e. if its out-degree is high.
Figure 5a, b show the out-degree distributions of G¢ and G respectively. These distri-
butions have long-tail characteristics: while the majority of nodes have a low out-degree,
a small number of nodes—known as hubs—have a very high out-degree. This long-tail
behavior is more pronounced in G than in G¢. In Section D we further analyze how
this distribution affects the performance of the Algorithm 1.

Results

This section presents two case studies that demonstrate the practical application of
FlowSeries in financial crime investigations. The examples employ networks constructed
with different node aggregation strategies, and highlight the effectiveness of FlowSeries
in detecting complex transaction patterns that may be indicative of financial crime.

All analyses are conducted in strict compliance with applicable privacy and security
regulations, in accordance with the legal framework and the guidelines of the AFC Digi-
tal Hub consortium. In particular, transaction amounts are normalized relative to the
maximum value within each time series. BIC codes—originally provided in fully ano-
nymised form—are further anonymised, and the names of the countries involved in the

transactions are also anonymised to preserve confidentiality.
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Fig. 5 Loglog frequency out-degree distribution of G (a) and of GE(b). The time interval T is the first week of
February 2022
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Both case studies, based on real transaction data, focus on the broader European
macroeconomic context, specifically analyzing changes in economic relations between
nations following the imposition of sanctions on Russia following its invasion of Ukraine.
Due to confidentiality requirements, we cannot disclose operational details of AFC Digi-
tal Hub investigations in which FlowSeries has been used. However, numerous journal-
istic investigations have documented recurring cases of sanctions evasion facilitated by
the use of intermediaries. Countries such as Turkey, Georgia (AP 2023), Armenia (Times
2023), Kyrgyzstan, Kazakhstan, Tajikistan (Wagner 2023) and other Central Asian coun-
tries (Warrick 2023) have been publicly accused of enabling the flow of goods and capital
between Europe and Russia. Despite pressure from the European Union and the United
States to limit these financial corridors, their detection remains a significant challenge
due to the high volume of transactions and the large number of potentially involved
jurisdictions. The FlowSeries framework has been designed to address this challenge by
providing a scalable and systematic approach to support financial crime investigations in
complex international environments.

In the appendix, Section B, we present another case study that involves the creation
of random financial networks and the introduction of appropriate perturbations to sim-
ulate financial crime through the use of intermediaries. The use of FlowSeries in this
controlled environment allows a more precise evaluation of the tool’s capabilities, high-
lighting both its strengths and limitations.

Case study 1: money flows between two countries

The first case study focuses on a macro-scale investigation of transaction flows between
countries. Specifically, it illustrates how an AFC analyst can examine transaction flows
between two countries. The reference period for this analysis spans the months immedi-
ately following the outbreak of war in Ukraine and precedes the full implementation of
economic sanctions against Russia.

Figure 6 shows the weekly aggregated time series of direct transaction amounts from
BICs in country C2 to BICs in country C1. The dashed gray line indicates the beginning
of the war in Ukraine. Over the observed period, the trend remains relatively stable and
the imposition of sanctions does not appear to have a significant impact on the volume of
direct transfers from C2 to C1. Figure 7a shows the time series of w(Flow3(C2, (1)), as
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Fig. 6 Direct transactions from the BICs of country C1 to the BICs of country C2. The vertical gray dotted line rep-
resents the begin of the war in Ukraine (February 24th, 2022)
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Fig. 7 a The weight of the transaction flow Flow?3(C2, C1), i.e, the hypothetical maximum amount of money

sent from C2 to C1 through several payment lines, each with a maximum of one intermediary. Table b lists the
intermediaries in Flow3(C’2, C1) that show the largest deviation Ay, as defined in 4
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Fig. 8 Transaction flow from C2 to C1 through IC1

defined in Eq. (3), which estimates the hypothetical maximum amount transferred from
C2 BICs to C1 BICs through transaction paths involving at most one intermediary.
Although both the time series in Figs. 6 and 7a show fluctuations—particularly before
the outbreak of the war—no clear trends or critical deviations are immediately appar-
ent. At this point, the AFC analyst can further investigate the financial relationship
between C2 and C1 by analyzing the main intermediaries involved in the transaction
flow Flow3(C2,C1). There are a total of 86 transaction paths with a maximum length of
3 connecting C2 and C1. Table 7b identifies the intermediary entities that have the high-
est deviations A, after February 24th, as defined in Eq.( 4).

Figures 8 and 9 show the transaction flow from C2 to C1 through the intermediary
countries IC1 and IC3, respectively. The transaction flows involving the other countries
reported in Table 7b are shown in the appendix (Fig. 14).

On the left side of Figs. 8 and 9, the flow weights are computed based on weekly aggre-
gated networks, while the right side displays the individual transaction edges involved in
the flows, specifically, the links between C2 and IC1, and between IC1 and C1 in Fig. 8,
as well as C2 to IC3 and IC3 to C1 in Fig. 9. In both figures, the transaction flow weight
w(Flow3(C2,C1)) shows a sharp and anomalous increase starting in May 2022. By ana-
lyzing the individual transaction edges within these flows, AFC analysts can gain a more
detailed understanding of the mechanisms driving this increase. The analytical pipeline
proposed in this study provides analysts with efficient tools to identify potentially cor-
related transaction patterns between groups of countries. However, establishing a causal
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Fig. 10 The two figures show the amount of money sent from two C2 BICs (BICO1C2 on the left, BICO2C2 on the
right) to C1. Both BICs stop sending money to country C1 the week after the outbreak of the war in Ukraine on
February 24th, 2022

relationship requires an in-depth investigation and verification of individual transac-
tions. It is important to contextualize these findings in the light of wider geopolitical
developments. Following the imposition of economic sanctions on Russia, several jour-
nalistic and institutional investigations reported that entities in certain countries acted
as intermediaries to circumvent restrictions, thereby facilitating the flow of goods and
capital (AP 2023; Wagner 2023; Times 2023; Warrick 2023).

Case study 2: in-depth investigation of two malicious nodes

The second case study focuses on two BICs flagged as suspicious by the AFC Digital Hub
group. These entities were identified using the anomaly detection pipeline introduced
by Vilella et al. (2025). For confidentiality reasons, both BICs have been anonymised and
are hereafter referred to as BIC0O1C2 and BIC02C2.

Figure 10 shows the wire transactions from BIC01C2 and BIC02C2 to country C1.In a
G network, each node represents a specific BIC and is associated with attributes such
as the country of the bank branch and the corresponding financial risk level. Transaction
flows in this network can be examined at different levels of aggregation: for example,
while the source node may be a single BIC, the intermediate or destination nodes may
represent entire countries or clusters of countries with common characteristics.

In the examples shown in Fig. 10, the source nodes are individual BICs, while the tar-
get is represented at the country level. In the week immediately following the outbreak
of war in Ukraine, both BIC01C2 and BIC02C2 stopped direct transactions to C1. As in
the previous case study, the AFC analyst can analyze the flows Flow?(BIC01C2,C1)
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and Flow?(BIC02C2, C1). The analysis shows that after the direct transfers stopped,
both BICs began to redirect funds to C1 through a single intermediary—another BIC in
the same country, identified as BICO3C2, which had not previously been identified in the
investigation.

Figure 11 (left) provides a first exploratory analysis of the weight of transaction flow
from BIC0O3C2 to C1, specifically through countries classified as medium or high finan-
cial risk. Following the outbreak of war in Ukraine, the weight of transaction flow show
a marked upward trend, peaking in June 2023. In the context of international economic
sanctions against Russia, this increase may raise suspicions and warrant further investi-
gation. As in previous examples, the FlowSeries algorithm allows analysts to identify and
investigate the key intermediaries involved in these flows. Three such cases of interest
are described below.

As in Use Case 1, the analyst can continue the investigation by focusing on the inter-
mediaries with the largest deviation A,,. Figure 11 (right) shows the weight of the trans-
action flow from BICO3C2 to BICs in C1 through intermediaries located in the country
with the highest A,,, here referred to as IC7. While the overall weight of these flows
remains relatively low, two distinct anomalies—sharp peaks in May and June 2022—
stand out. These flows are routed through only five BICs acting as intermediaries. At
this point, the AFC analyst can further investigate these specific BICs by delving into the
details of the individual transactions that make up the flow to assess their legitimacy and
uncover any potential indicators of sanctions evasion.

Figure 12 shows two additional examples of transaction flows from BIC0O3C2 to BICs
in C1 routed through other intermediary countries with the largest A,,. In both cases,
the weight of the transaction flow shows an increasing trend after the outbreak of the
war in Ukraine, peaking in May and June.

It is worth noting that an analyst could identify the individual edges forming the flow
Flow®(BIC03C2,C1) as anomalies without using FlowSeries. However, these use cases
emphasize how FlowSeries supports and facilitates the investigative process by enabling
the simultaneous identification of multiple suspicious intermediaries that may be associ-
ated with the same financial crime activity.
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Fig. 11 Both figures illustrate transaction flows originating from BIC BICO3C2 and directed towards C1 BICs. The
figure on the left shows flows involving intermediaries located in medium or high risk countries, while the figure
on the right shows flows involving only the anonymised intermediary IC7
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Fig. 12 Both figures illustrate a transaction flow from the BIC BICO3C2 to the BICs of country C1, albeit through
different intermediary countries

Limitations

One of the main limitations of FlowSeries is the inherent uncertainty in interpreting
whether a detected transaction flow between two nodes represents an attempt to con-
ceal illicit financial activity. The flow weight measures the maximum amount that can
be transferred between nodes through various intermediaries and payment channels.
While historical time series analysis of these weights can reveal anomalies and abrupt
changes in behavior, definitive conclusions about financial crime require the judgment
of an AFC analyst, supplemented by contextual knowledge and external data sources.

A second limitation is that FlowSeries requires the analyst to specify a root node as the
starting point of the investigation. However, this limitation does not preclude the discov-
ery of previously unknown suspicious nodes, even at different levels of aggregation, as
illustrated in the second use case of Sect. 5. Once identified, these new nodes can serve
as new starting points, allowing analysts to iteratively reapply FlowSeries and progres-
sively expand the scope of the investigation.

Due to these limitations, the effective use of FlowSeries relies on the expertise of
the analyst—both to define meaningful starting points and to accurately interpret the
results. Importantly, FlowSeries is not a black box model for the automatic detection of
financial crime or anomalies. Rather, it is a structured analytical tool designed to sup-
port and enhance established investigative workflows within AFC units. When used in
conjunction with traditional investigative methods—as demonstrated in the real-world
case studies—FlowSeries provides a systematic and scalable framework for analyzing
complex transaction flows and uncovering potentially illicit patterns.

Conclusions and future work
In this paper, we present FlowSeries, an exploration method developed to support
AFC investigations. FlowSeries enhances the analytical capabilities of AFC analysts by
assisting in the identification of suspicious entities and anomalous transaction patterns.
Crucially, it is not a fully autonomous or black box anomaly detection system, but a
structured framework that relies on expert guidance and interpretation. By streamlining
the analysis of complex financial networks, FlowSeries enables investigators to efficiently
trace transaction flows and uncover hidden relationships that may suggest illicit activity.
Two key challenges hinder the adoption of fully automated systems in AFC: the need
for interpretability and the scarcity of labeled data for model training. Interpretabil-
ity is critical for the formal reporting of suspicious anomalies to regulatory authori-
ties. The lack of labeled data is largely due to the highly confidential nature of financial
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transactions, as well as the sheer scale involved—large European banks process millions
of transactions per week. In addition, annotating such data is inherently difficult, and
previous research (Garcia and Mateos 2021; Garcia-Bedoya et al. 2020; Liu et al. 2020)
has shown that criminal transaction patterns are highly complex and diverse, making
systematic definition and labeling a challenge. While FlowSeries requires an analyst to
select an initial point of investigation, the use cases in Sect. 5 show that an exploratory
analysis can begin at the country level and, through iterative refinement, be progres-
sively narrowed down to specific BICs or even individual suspicious transactions.

As reported in Section A of the appendix, FlowSeries has been successfully integrated
into the investigative workflow of an AFC unit, with its effectiveness proven through
real-world data analysis. However, several aspects could be further refined to increase
its effectiveness. A key area for improvement is the refinement of the filtering mecha-
nisms used to refine the paths identified by Algorithm 1. More sophisticated edge fil-
tering techniques—possibly incorporating additional contextual data available to AFC
analysts within financial institutions—could reduce the number of paths to investigate
and improve the overall efficiency of the investigation. Unfortunately, such data was not
available to our research team due to privacy and security constraints.

Another promising direction concerns anomaly detection in the time series of transac-
tion flow weights, as discussed in Sect. 3.4. Since flows between two BICs can consist of
thousands of individual paths, it is impractical to apply computationally intensive anom-
aly detection algorithms to each path. A more scalable approach would be to identify a
smaller, high-risk subset of paths and monitor them periodically with advanced anomaly
detection models.

Finally, upstream node filtering could further streamline the analysis by exclud-
ing nodes that are irrelevant to specific investigations. In particular, highly centralized
nodes can increase computational complexity without significantly aiding the detection
of suspicious behavior. Access to enriched node-specific metadata—not available to our
research team—could enable more informed and targeted filtering, thereby improving
investigative efficiency.

Appendix A: AFC investigative practice and experts’ follow up on FlowSeries

To fully assess the implementation choices behind FlowSeries, it is essential to under-
stand key aspects of investigative practices within the AFC units of large banking institu-
tions. To this end, we posed the following three questions to the Anti-Financial Crime
Digital Hub regarding AFC operations and the practical application of FlowSeries:

+ Could you briefly describe the role of the AFC expert, including how cases are
identified, to whom they are reported, and what kind of feedback is received from the
authorities?

+ What are the most critical aspects of AFC investigations where human in the loop
remains essential, despite advancements in automation?

+ Has the use of this method improved your investigative approach? If so, how?

The following is the response provided by the Anti-Financial Crime Digital Hub:

“FlowSeries is a solution designed to detect anomalous financial flows through a top-
down search methodology. Unlike traditional bottom-up approaches that focus on identi-
fying anomalies at the level of individual transactions or accounts, FlowSeries aggregates
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transactions and analyzes them across higher-level units of analysis—such as countries or
financial institution corridors. This innovative perspective allows the detection of suspi-
cious patterns that may only emerge at a broader, systemic level.

While the bottom-up approach is effective at identifying anomalies at the transac-
tion or account level, determining whether these anomalies are actually suspicious
requires the integration of contextual information from multiple—and often unpredict-
able—domains. At present, this step necessitates a human-in-the-loop and human-in-
command approach, relying on the expertise of AFC professionals to examine customer
registries, account statements, media sources, and other data in order to complete the
case investigation. Once an activity is confirmed to be suspicious, it is reported to the
relevant national authority—typically the country’s Financial Intelligence Unit (FIU)-via
a Suspicious Activity Report (SAR), submitted in a standardized data format as required
by the FATF guidelines adopted by most jurisdictions worldwide. At this point, the formal
obligations of financial institutions conclude. However, depending on the jurisdiction and
case, the FIU may request additional information or notify of case dismissal. In many
instances, no feedback is provided to the reporting institutions, even when the reported
activity later appears in public media coverage during legal proceedings.

AFC investigations are inherently unique, which limits the applicability of detailed pro-
cedures; thus, only general, high-level guidance can be provided to support investigators.
Furthermore, criminal ingenuity continuously evolves, renewing the typologies of what
were once well-defined risk categories. As a result, automation is currently essential to
keep pace with adversaries. However, it still falls short of enabling a shift from a reactive
posture to a fully prescriptive and proactive approach—one that must also account for
individual subjectivity, which can be a source of either excellence or mediocrity in follow-
ing the right investigative leads.

Some egregious international cases have demonstrated that a top-down analysis of
financial flows is crucial to avoid overlooking emerging yet elusive maneuvers. At the
same time, deploying such advanced analytics effectively requires skilled professionals—
something particularly challenging in today’s context of limited resources dedicated to
anti-financial crime intelligence. In this light, FlowSeries represents a prototypical initia-
tive aimed at exploring and validating a technological trajectory that will be industrial-
ized within ISP in the near future”

Appendix B: Money flows in synthetic networks

This section explores the application of FlowSeries to synthetically generated data. This
controlled experimental framework allows for the validation of the specific conditions
under which an AFC analyst can derive significant benefits from the implementation
FlowSeries. Additionally, the use of synthetic data ensures a more accurate and reliable
assessment of the flow exploration model’s performance. The code to reproduce the net-
works and the results presented in this section is available in a public GitHub reposi-
tory (Capozzi 2025).

Our approach involves recreating networks similar to those analyzed in previous
case studies and introducing perturbations that modify both the structure and the edge
weights. Specifically, a perturbation targets a small group of randomly selected nodes
(1), toward which another group of nodes (/V2) reduces the volume of direct transac-

tions, simulating the imposition of economic sanctions. A third randomly selected group
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of nodes (/V3) is introduced to model intermediary-mediated transaction flows from N,
to Nj. This process is implemented as follows:

1. Initialization: Create a network that follows the Barabdsi-Albert model (given the out-
degree distributions shown in Fig. 5). Add other edges between pairs of nodes with
probability p to create a directed graph class that can store multiedges.

2. Stable Perturbation: In this phase from ¢; to ¢4, the weight of each edge is updated as
follows:
ef;-l = rand.uniform(0.8,1) - ef_’j, (B1)

where rand.uniform(0.8, 1) represents a random number generated from the uniform

distribution over the interval [0.8, 1].

3. Strong Perturbation: At time ¢, a set of random nodes Ny and N, are selected, such
that

vn? S N27 vnl S Nl; eng,nl S E7 (Bz)

indicating the presence of edges between each node in N2 and every node in N;. Ini-
tially, the weight of all edges connecting nodes in N2 to nodes in NV; is reduced by half,
and the average reduction for each edges is computed and recorded in p,:

t 1 tg—1
e”ng,nl = §en92,nly (BB)

For instance, if at time ¢,_;, two edges connect nodes ¢ and j, with weights of 6 and
10, respectively, at time ¢4, the weights of the edges will be adjusted to 3 and 5, with the

average reduction value calculated as % Subsequently, a third set of random nodes N3

is selected such that each node in N3 has at least one incoming edge from all nodes in
N and at least one outgoing edge to all nodes in N, as shown in Eq.( B4).

Vns € N3, Vng € Na, Fep,n, € F,

Vni € N1, Jenym, € E (B4)

At each time ¢, the weight of the edges from N» to N; through N3 is increased accord-
ing to the following equation:

t

ng,n1
2 )
2-¢€l. )+ random.uniform(0, x,) - 10

ng2,n1

1 _ ot :
np.ny = €ny.ny T+ random.uniform (

Where e} represents the weight of the edge from node n2 to node n; at time ¢. The

n2,n1

t
. € P .
first random term random.uniform (7"22' 2. eﬁu‘nl> represents a random increase ;

the edge weight, bounded between half and double the current weight. The second ran-
dom term random.uniform(0, ) - 10 adds a random value based on the average reduc-
tion of the directed edge 1i,.The experiment is initialized by generating a network of 200
nodes using the Barabasi-Albert model. The network underwent a stable perturbation
up to the time step t13, followed by a strong perturbation starting at ;4. We set the num-
ber of nodes to 200 because, as illustrated in Fig. 4a, the number of nodes in the real
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networks aggregated by country varies between 194 and 207. In this experiment, sets N1
and NN each contain a single node, while V3 contains three nodes. Although there are
multiple paths between N; and N», three were randomly selected for analysis. Conse-
quently, the number of synthetically generated suspicious paths in the networks is three.

Following the application of the steps outlined in Sect. 3.5, FlowSeries identifies five
potential paths exhibiting a negative A, ., including all three paths traversing the N3
nodes. Figure 13a shows the time series of the weight w(Flow3(N2, N1))( along with its
moving average with a sliding window of 4) of one of the suspicious flows from the node
in N3 to a node in V5. This is one of the three synthetically generated suspect flows that
are correctly identified. The values on the y axis are normalized with the maximum value
in the time series. The vertical gray line marks the transition from a stable perturbation
to a strong perturbation. The corresponding values of A, ; are represented in Fig. 13b,
showing a sharp increase immediately after the emergence of the strong perturbation.
Subsequently, as the network stabilizes, the values return to a more gradual trend, reflect-
ing the redistribution of weight from the direct edge to the intermediate-mediated paths.
This example is particularly noteworthy, as it highlights the importance of examining
the entire time series to characterize a state transition, which leads to a redistribution of
weights from a direct edge to an indirect flow.

Due to inherent random variations in the weight update process during the perturba-
tion phases, we may observe fluctuations that could be mistakenly interpreted as suspi-
cious flow patterns. Within this controlled setting, the case shown in Fig. 13c, d rep-
resents a false positive. Specifically, the figure on the left shows the weight of the flow
from the node in N7 to other nodes in the network that do not belong to Ny or N3. The
observed increase in weight is random noise, and not a consequence of the strong pertur-
bation introduced at ¢14. The corresponding A,, ; value is shown on the right, exhibiting
a sharp peak followed by stabilization, similar to the pattern in Fig. 13b. However, in this
instance, the increase does not coincide with the initiation of the strong perturbation.
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Fig. 13 The figures show the weight w(Flowg) and the A, of a true positive suspicious flow (a, b), and a false
positive suspicious flow (¢, d). Gray vertical lines represent the introduction of the strong perturbation
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Appendix C: Transaction flows from C2 to C1
See Fig. 14.

Appendix D: Benchmarks

The benchmarks of Algorithm 1 are presented in this section. The tests are performed
on transaction networks aggregated by country and by BIC. The maximum path length is
3, and the networks are aggregated in time on a weekly basis. We implemented the algo-
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Fig. 14 Transaction flows involving intermediaries reported in Table 7b
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rithm in Python and the tests are performed on a machine with a CPU Intel(R) Xeon(R)
Gold 6252 2.10GHz and 128GB of RAM.

Since the execution time of Algorithm 1 is dominated by the input node, for each tem-
poral aggregation T we select six nodes and run a benchmark for each of them. One of
the six selected nodes is always the node with the largest out-degree in the interval 7, the
other 5 are randomly selected among the nodes with at least one outgoing edge.

The benchmark tests on the cross-country network are shown in Fig. 15a and those on
the cross-BIC network are shown in Fig. 15b. Table 1 shows the average out-degree of the
5 randomly selected nodes, the largest out-degree of the network, the number of nodes,
and the number of edges.

The average out-degree of randomly selected nodes is comparable between the network
of BICs and the networks of countries. The out-degree of the cross-BIC network is orders
of magnitude larger than that of the cross-country network. This is also observed by the
longer tail of the out-degree distribution of G'g( Fig. 5b ) compared to that of G ( Fig. 5a
). Consequently, as shown in Fig. 15, the maximum computation times for networks
between countries are about 8 s, and for networks between BICs about 400 s.

Table 1 The table shows statistics about the transaction networks and the starting nodes used for
the benchmarks of Algorithm 1

Date Average out-degree Top node out-degree  Number of nodes Number of edges
Country BIC Country BIC Country BIC Country BIC

2021-09-01 23.0 19.2 201 3779 213 5740 4385 55,870
2021-10-01 226 6.4 199 3711 213 5730 4383 56,224
2021-11-01 7.2 38 204 3802 214 5790 4560 58,170
2021-12-01 62.8 6.8 206 3810 214 5769 4542 59,363
2022-01-01 244 36 205 3680 212 5591 4319 55,509
2022-02-01 16.0 1.8 206 3699 212 5635 4309 56,271
2022-03-01 238 9.0 205 3755 210 5731 4518 58,630
2022-04-01 20.8 84 203 3704 210 5659 4509 56,912
2022-05-01 154 3.6 204 3753 211 5689 4479 57,595
2022-06-01 322 13.0 205 3720 212 5693 4651 58,835
2022-07-01 10.8 32 203 3746 212 5614 4631 58,772
2022-08-01 9.2 904 198 3701 209 5578 4649 58,049
2022-09-01 202 4.6 204 3785 21 5660 4750 60,266
2022-10-01 104 34 200 3774 212 5644 4697 60,353
2022-11-01 1.8 126 202 3767 212 5637 4723 61,142

y . « * * w00 - T

5 6 g * fofautdeoree ‘é 300 * ToPoutdegree

£a4 o £ 200 °

s 0 daplal F
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Fig. 15 Execution times in seconds of algorithm 1 computed on transaction networks between countries (on the
left) and between BICs (on the right)
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